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ATTENTION INTERESTED BIDDERS:

Your firm is hereby invited to submit to the City of Atlanta (the “City”), Department of
Procurement (“DOP™), a bid for FC-8590, IT Service Management Project on behalf of The
Department of Atlanta Information Management (“AIM”). The Department of Procurement is
seeking bids from qualified bidders to implement Information Technology Service Management
Solution to replace existing and disparate systems (Numara and Heat) as well as IT processes
which do not satisfy the organization’s business needs in terms of I'T service delivery.

A Pre-Bid Conference will be held on Tuesday March 15, 2016, at 11:00 a.m., at the
DOP’s Conference Room in Suite 1900, The purpose of the Pre-Bid Conference is to provide
Bidders with detailed information regarding the project and to address questions and concerns.
There will be representatives from the AIM, Ethics Office, Office of Contract Compliance, Risk
Management and Atlanta Workforce Development Agency in attendance at the conference to
discuss this project and to answer any questions. Bidders are urged to attend the Pre-Bid
Conference.

Bidders will be allowed to ask questions during the Pre-Bid Conference. However,
please note that oral answers to questions during the Pre-Proposal Conference on March 15,
2016 are not authoritative. The last date to submit questions in writing is March 18, 2016; by
1:00 p.m. EST.

Your response to this Invitation To Bid will be received by designated staff of the
Department of Procurement at 55 Trinity Avenue, S.W., City Hall South, Suite 1900, Atlanta,
Georgia 30303, no later than 2:00 p.m., Wednesday, April 6, 2016.

**ABSOLUTELY NO BIDDERS WILL BE ACCEPTED AFTER 2:00 P.M.**

Bidders names will be read publicly at 2:01 p. m. on the respective due date in Suite
1900, I Floor, 55 Trinity Avenue, S.W., City Hall South, Atlanta, Georgia 30303.

This Invitation to Bid is being made available by electronic means. If accepted by
such means, then the Bidder acknowledges and accepts full responsibility to insure that no
changes are made to the Invitation to Bid. In the event of conflict between a version of the
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Invitation to Bid in the Bidder’s possession and the version maintained by DOP, the
version maintained by the DOP shall govern. -

You are required to email and confirm receipt of your business name, contact
person, address, phone number, fax number and the project number to Mr. Clinton L.
Johnsen, Contracting Officer, at cliohnson(@atlantaga.gov, to be placed on the Plan
Holders List. Failere to do so will prevent you from receiving any addenda that are issued
and may deem you non-responsive.

The bid document may also be obtained from the Department of Procurement, Plan
Room, City Hall South, Suite 1900, 55 Trinity Avenue, S.W., Atlanta, Georgia, 30303, at a
cost of $100.00 per package, beginning on Thursday, March 3, 2016.

The City reserves the right to cancel any and all solicitations and to accept or reject, in
whole or in part, any and all proposals when it is for good cause and in its best interest.

Thank you for your interest in doing business with the City.

Sincerely,

2

Adam L. Smith
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Instructions to Bidders

FC-8590, IT Service Management Project
INSTRUCTIONS TO BIDDERS

1. MINIMUM QUALIEICATIONS

a.

Consultant must list the number of employees in its organization and the number
allocated to perform the service you are to bid. Consultant must provide the
resume of key personnel to be assigned to this bid.

Consultant must be able to demonstrate a minimum of five (5) years of experience
in design, implementation, and commissioning of a comparable Information
Technology Service Management “ITSM” system as a ServiceNow® Partner.
ServiceNow® is the Information Technology Service Management System that
we (City of Atlanta) are asking to be implemented. Consultant must provide a
minimum of three (3) resumes supporting the projects handled.

Consultant must demonstrate three (3) successful implementations of the ITSM
systems in a public environment of comparable size and complexity as a
ServiceNow® Partner. Consultant must provide the following details on each
installation: project proposed and actual durations, proposed and actual budgets,
project description, staff levels, and references (name/phone or email address).

The Consultant must have on staff a lead installer that is certified in
implementation of the selected ITSM solution. Consultant must provide such
certifications and accreditations of the lead implementation expert. The
Consultant(s) each must have at least 5 years of ServiceNow® experience with 3
years of ServiceNow® scripting, with combined experience in all of the following
areas: Incident, Request/Service Catalog, Problem, Change, Knowledge, Event,
Release, Asset and CMDB.

The Consultant must possess and submit a copy of its valid Georgia General
Contractors License. If a Consultant elects to submit its bid as a Joint Venture,
the Consultant is required to contact Contracting Officer, Mr. Clinton L. Johnson
at cljohnson@atlantaga.gov in writing to request instructions on how to submit
responsive documentation.

Consultant must furnish evidence (number of employees by category, list of
completed similar projects with contact names and references) satisfactory to the
City that it or their proposed subcontractors who will install the ITSM solution
have sufficient means to perform the work and at least five (5) years of experience
in the type(s) of work described in this Exhibit G, Feature Requirements
Document.

Each Consultant must submit documentation demonstrating that Consultant is
duly authorized to conduct business in the State of Georgia.

FC-8590, IT Service Management Project



Instructions to Bidders

2. SOLICITATION/NOT AN OFFER

This solicitation does not constitute an offer by the City of Atlanta (the “City”) to enter into
an agreement and is not an offer that can be accepted by the Bidder to form an agreement.
No language contained anywhere in this solicitation should be construed or interpreted to
convey an offer to enter into agreement with the City. The terms of this solicitation are to be
considered as a whole. However, no terms may be considered in whole or in part to
constitute an offer to enter into an agreement with the City.

This solicitation is only an invitation for offers from interested Bidders and no offer
shall bind the City.

This solicitation is an invitation for the Bidder to make an offer to the City in the form of a
Bid. No offer made in response to the terms and conditions of this solicitation may include
any terms and conditions which can bind the City to any contractual Agreement until such
time as the Agreement has first been awarded by the City to the most responsible and
responsive bidder whose bid meets the material requirements and criteria set forth in the
solicitation and is accepted and fully executed and sealed by agents of the City designated
on the signature page of the Agreement included in the solicitation. The term of your offer
must conform to all applicable federal and local laws, including all ordinances of the City
and all requirements of the solicitation.

YOUR OFFER IS A FIRM OFFER AND MAY NOT BE WITHDRAWN EXCEPT
AS AUTHORIZED IN THE CODE OF ORDINANCES OF THE CITY OF
ATLANTA.

Your response to this solicitation is a firm offer, which the City may accept or reject in
whole or in part without any further action on your part. The acceptance of your offer by
the City will form an Agreement, which is enforceable against you. Your offer may not be
withdrawn except under the terms and conditions specified in the Procurement and
Real Estate Code of the City of Atlanta as codified in Part 5, Chapter 5 of the Code of
Ordinances of the City of Atlanta or OCGA 36-91-52.

2. RECEIPT AND OPENING OF BIDS

Sealed Bids for FC-8590, IT Service Management Project will be received by designated
staff of the Department of Procurement, Suite 1900, City Hall South, 55 Trinity Avenue,
S.W., Atlanta, Georgia 30303, no later than 2:00 P.M., EST, (as verified by the Bureau of
National Standards), on Wednesday, April 6, 2016.

ABSOLUTELY NO BID WILL BE ACCEPTED AFTER 2:00 P.M. EST

All Bids received by the time and date established above will be opened and publicly read.

FC-8590, IT Service Management Project
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3. PREPARATION OF BIDS

All Bids must be submitted on bid document forms supplied by the City and shall be subject
to all requirements of the Agreement Documents. All Bids must be regular in every respect
and no interlineations, excisions, or special conditions shall be made or included in the Bid
by the Bidder.

Lump sum, unit price, and extensions of unit prices must be entered in the appropriate
spaces provided on the Bid Schedule/Bid Form. Unit prices shall include an appropriate
allocation of overhead and other indirect costs so that the summation of unit price extensions
and lump sum items represents the total bid amount. In the case of any Bid item for which a
fixed amount predetermined by the City has already been entered on the Bid Schedule, the
amount so entered shall be conclusive of all Bidders as the price for such item, and shall not
be revised unless the City directs a change in the Scope of Work affecting the item to which
such amount relates.

The City may consider as irregular any conditional bid or any Bid on which there is an
alteration of, or departure from, the Bid Schedule hereto attached and at its option may reject
the same.

Erasures or other changes in the Bids must be explained or noted over the signature of the
Bidder. Failure to do so shall render the Bidder as non-responsive and cause rejection of the
Bid.

Failure to execute the Bid Schedule/Bid Form documents may render the Bidder as non-
responsive and cause rejection of the Bid.

4. HOW TO SUBMIT BIDS

The Bid and required submittals, including, if applicable, the Bid Schedule, the Bid
Documentation, the Bid Form, the acknowledgment of each Addendum, the Bid Bond
Guarantee, the Power of Attorney for the attorney-in-fact signing the Bid Guarantee, the
Affidavit, Office of Contract Compliance forms/certificates, and other documents as
required in these Agreement documents may be photocopied for submission of Bids.
Submit (1) original and seven (7) copies of the Bid and required attachments. In
addition to the hard copy submittals, each Bidder shall submit two (2) digital versions of
its Bid in Adobe Portable Document Format (PDF) on Compact Discs (CDs). CD One (1)
version should be a duplicate of the hard copy of the Bid with no deviations in order or
layout of the hard copy Bid. CD Two (2) should be a redacted version of your hard copy
Bid. Please refer to the Georgia Open Records Act (O.C.G.A. Section 50-18-72) for
those items of documents that can be redacted.

The City assumes no liability for differences in information contained in a Bidder’s
printed Bid and that contained on the CDs. In the event of a discrepancy, the City will

FC-8590, IT Service Management Project



Instructions to Bidders

rely upon the information contained in the Bidder’s printed material (Hard Copy). Each

CD sho

uld be labeled with the Project Number, Project Name and the CD Number.

The complete package of Bid documents shall be enclosed in envelopes (outer and inner),

both of
of Bidd
the Bid.

which shall be sealed and clearly labeled with the project name and numbers, name
er and date and time of bid opening in order to guard against premature opening of

Bids must be addressed to:

Adam L. Smith, Esg., CPPO, CPPB, CPPM,
CPP, CIPC, CISCC, CIGPM, CPPC
Chief Procurement Officer
Department of Procurement
55 Trinity Avenue, Suite 1900
Atlanta, GA 30303-0307

S. EXECUTION OF BIDDING DOCUMENTS

Bidders shall submit their Bids, together with the bid guarantee, if applicable, and all forms
which the Bidder is required to sign, executed in the appropriate manner as set forth below:

a.

If the Bidder is a corporation, all documents requiring execution by the Bidder shall
be signed by the president or vice-president of the corporation, whose signature shall
be attested by the secretary or assistant secretary of the corporation and the corporate
seal affixed.

If the Bidder is an individual, he or she shall sign the documents and his or her
signature shall be notarized by a notary public.

If the Bidder is an individual doing business under a trade name, all documents shall
be signed by the Bidder whose signature shall be followed by either, "doing business
as,” or "trading as," followed by the trade name of the Bidder's business, and
notarized by a notary public.

If the Bidder is a partnership, all forms shall be executed by placing the name of the
partnership followed by "By: (the name of the partner executing)"” followed by the
word "Partner," and notarized by a notary public.

If the Bidder is a joint venture, each party to the joint venture shall execute the
Bidding Documents in the manner set forth in items a, b, c, or d of this article of the
Instructions to Bidders as appropriate for this type of organization.

If the Bidder is a Joint Venture, all other documents in the Bidding Documents shall be

execute

d by one of the parties to the joint venture, as provided by Article 4 of the Joint

Venture Statement, in the same manner as the executed said Joint VVenture Statement.
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6. FAILURE TO BID

Your failure to respond to this Invitation to Bid may result in the removal of your
company from the City’s Bid list.

7. ERRORS IN BIDS

Bidders and their authorized representatives are expected to fully familiarize themselves
with the conditions, requirements, and Specifications before submitting Bid. Failure to do
so will be at the Bidder's own risk. In case of error in extension or prices in the Bid, the unit
prices(s) shall govern.

8. DISQUALIFICATION OF BIDDERS

Any of the following may be considered as sufficient for disqualification of a Bidder and the
rejection of the Bid:

a.

Submission of more than one Bid for the same work by an individual, firm,
partnership or Corporation under the same or different name(s);

Evidence of collusion among Bidders;
Previous participation in collusive bidding on Work for the City;

Submission of an unbalanced Bid, in which the prices quoted for same items are out
of proportion to the prices for other items;

Lack of competency of Bidder (the Agreement will be awarded only to a Bidder(s)
rated as capable of performing the Work; the City may declare any Bidder ineligible
at any time during the process of receiving Bids or awarding the Agreement where
developments arise which, in the opinion, the City adversely affect the Bidder’s
responsibility; however, the Bidder will be given an opportunity by the City to
present additional evidence before final action is taken;

Lack of responsibility as shown by past Work judged from the standpoint of
workmanship and progress; financial irresponsibility, including but not limited to,
leaving retainage in City account;

Uncompleted Work for which the Bidder is committed by Agreement, which in the
judgment of the City might hinder or prevent the prompt completion of Work under
this Agreement if awarded to such Bidder; and

Being in arrears on any existing or prior contracts with the City or in litigation with
the City thereon or having defaulted on a previous contract with the City.
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10.

11.

12.

REJECTION OF BIDS

Bids may be considered irregular and may be rejected if they show omissions, alterations of
forms, addition not called for, conditions limitations, unauthorized alternate Bids or other
irregularities of any kind. The City reserves the right to waive any informalities or
irregularities of Bids.

FAILURE TO PERFORM

If for any reason the Contractor fails to perform any of the Work required by the
Specifications, or if the Work performed is not as specified, the City reserves the absolute
right to have such Work performed by other persons and deduct the cost thereof from the
Bid price of the company under Agreement.

BID SCHEDULE (REQUIRED SUBMITTAL)

Unit prices shall include an appropriate allocation of overhead, other indirect costs and
profits so that the summation of unit price extensions and lump sum items represents the
total Bid amount. In the case of any Bid item for which a fixed amount predetermined by
the City has already been entered on the Bid Schedule, the amount so entered shall be
conclusive of all Bidders as the price for such item, and shall not be revised unless the City
directs a change in the Scope of the Work affecting the item to which such amounts relates.
Award will be based on the total fixed unit cost for all items aggregated.

BID GUARANTEE (NOT APPLICABLE)

Bidders are required to furnish a Bid Guarantee in the amount of five percent (5%) of the
total Bid amount. Bidders offering alternative Bids shall provide a guaranty for the largest
total Bid amount. At the option of the Bidder, the guaranty may be a certified check payable
to the order of the City or a bid bond in the form attached. The bid bond shall be secured by
a guaranty or a surety company listed in the latest issue of U.S. Treasury Circular 570. The
amount of such bid bond shall be within the maximum amount specified for such company
in Circular 570. No Bid shall be considered unless it is accompanied by the required
guaranty. Bid Guarantee shall insure the execution of the Agreement and the furnishing of
the performance and payment bonds and insurance by the successful Bidder as required by
the Agreement Documents. The Bid Guarantee of the Bidders submitting the five (5) lowest
total Bid amounts for the Agreement will be retained either until the successful Bidder has
signed the Agreement and furnished performance and payment bonds and certificates of
insurance, or until the ninetieth (90th) calendar day after the Bid opening date, whichever is
sooner. Other Bid Guarantees will be returned within ten (10) calendar days after the Bid
opening date. Bid Guarantees being held pending the signing of the Agreement and
furnishing other documents will be returned within three (3) calendar days thereafter. Each
Bidder agrees that if it is awarded the Agreement and fails within the time stipulated to
execute the Agreement and to furnish the other documents required, the City will retain the
Bid Guarantee as liquidated damages and not as a penalty.
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13.

14.

15.

Attorneys-in-fact who sign bid bonds must file with the bond a certified and effectively
dated copy of their power of attorney.

STATEMENT OF BIDDER'S QUALIFICATIONS (REQUIRED SUBMITTAL)

The statement of Bidder's Qualifications must be filled out completely, signed by the
Bidder, and notarized.

The City shall have the right to require such additional information, as it deems necessary to
evaluate the ability of the Bidder to successfully perform the Work.

The City reserves the right to reject any Bidder who does not satisfy the City as to his ability
to successfully perform the Work, previous pre-qualification notwithstanding.

The cause for rejection shall include:

a. Non-compliance of the Bidder with the requirements of an equal employment
opportunity in contracting program as may be prescribed by ordinance;

b. Non-compliance by the Bidder with the requirements of a minority and female
business enterprise participation program as may be prescribed;

C. Inadequate quality, availability and adaptability of the supplies or services to the
particular use required; or

d. Unacceptable number and scope of conditions attached to the Bid by the Bidder, if
any.

AFFIDAVIT (REQUIRED SUBMITTAL)
Affidavits must be filled in completely, signed by the Bidder, and notarized. Violation of
the statements set forth in this affidavit may be grounds for rejection of Bid, or termination

of Agreement by the City, as appropriate, as well as other appropriate remedies as provided
by local, state, and federal statutes.

EQUAL BUSINESS OPPORTUNITY PROGRAM (REQUIRED SUBMITTAL)

The Bidder shall complete the Equal Business Opportunity (“EBO”) Program documents in
accordance with the instructions included in Appendix A, Requirements of the Office of
Contract Compliance and shall properly execute the documents.

A determination by the City that misstatements have been made by the Bidder in this
document shall cause rejection of Bid or termination of Agreement, as appropriate and shall
be grounds for other remedies available under City ordinances, and state or federal statutes.
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16.

17.

18.

19.

20.

21.

22.

AUTHORIZATION TO TRANSACT BUSINESS (REQUIRED SUBMITTAL)

Each Bidder must submit with its Bid documentation that demonstrates it is duly authorized
to conduct business in the State of Georgia. If the Contractor is a corporation or
corporations combined to form a joint venture, the corporation or members of the joint
venture team, prior to Agreement execution, must submit documentary evidence from the
Secretary of State that the corporation is in good standing and that the corporation is
authorized to transact business in the State of Georgia.

BUSINESS NON-DISCRIMINATION POLICY

The City prefers to do business with firms or institutions that include representation of
minorities and women at all levels.

EQUAL EMPLOYMENT OPPORTUNITY (“EEO”) IN PURCHASING AND
CONTRACTING

To be eligible for award of this Agreement, the Bidder(s) must certify and fully comply with
the requirements, terms, and conditions of the section on EEO.

CONTRACT EMPLOYMENT REPORT

Upon award of an Agreement with the City, the successful Bidder must submit a Contract
Employment Report (“CER”) and supplemental information as required to comply with
the paragraph, “Monitoring of EEO Policy, Requirements of the Office of Contract
Compliance”.

FIRST SOURCE JOBS POLICY EMPLOYMENT AGREEMENT
(REQUIRED SUBMITTAL LOCATED IN APPENDIX A)

The Bidder shall acknowledge and implement the First Source Jobs Policy.

BID FORM; BID DATA; CHECKLIST (REQUIRED SUBMITTALS)

The Bidder must complete and execute these sections of the Bidding documents.

PRE-BID INSPECTION

The Bidder shall make itself familiar with all of the Agreement documents and other
instructions before submitting its Bid, in order that no misunderstanding shall exist in

regard to the nature and character of the Work to be done. No allowance shall be made for
any claims that the Bid is based on incomplete information as to the nature and character of
the site or the Work involved.

The Contractor, by execution of the Agreement, shall in no way be relieved of any
obligation under it due to its failure to receive or examine any form or legal instrument and
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23.

24.

25.

the City shall be justified in rejecting any claims based on facts regarding that which the
Contractor should have known as a result thereof.

ADDENDA AND INTERPRETATIONS

All questions by prospective Bidders as to the interpretations of the Bidding Documents
must be submitted in writing to: Clinton Johnson, Contracting Officer City of Atlanta,
Department of Procurement, 55 Trinity Avenue, S.W. Suite 1900, Atlanta, Georgia
30303, or faxed to (404) 589-5246 or emailed cljohnson@atlantaga.gov, and must be
received by Friday, March 18, 2016 at 1:00 P.M. EST. Every interpretation made to a
Bidder will be in the form of an addendum to the Bidding Documents, and when issued,
will be on file in the Department of Procurement. In addition, all addenda will be mailed
to each person holding Bidding Documents, but it shall be the Bidder's responsibility to
make inquiry as to the addenda issued. All such addenda shall become part of the
Agreement and all Bidders shall be bound by such addenda, whether or not received by
the Bidders.

The City shall not be bound by any information, explanation, clarification, or any
interpretation, oral or written, by whosoever made, that is not incorporated into an
addendum to the Bidding Documents. No response shall be made to inquiries received later
than 1:00 P.M. EST on Friday, March 18, 2016.

PROHIBITED CONTACTS

Any questions regarding this ITB should be submitted in writing to City’s contact person,
Clinton Johnson, Contracting Officer, Department of Procurement, 55 Trinity Avenue,
SW, Suite 1900, Atlanta, Georgia 30303-0307 or e-mail cljohnson@atlantaga.gov. All
Bidders and representatives of any Bidder are strictly prohibited from contacting any other
City employees or any third-party representatives of City on any matter having to do with
this ITB. All communications by any Bidder concerning this ITB must be made to the City’s
contact person, or any other City representatives designated by the Chief Procurement
Officer in writing.

PRE-BID CONFERENCE

A Pre-bid Conference will be held on Tuesday, March 15, 2016, at 11:00 A.M. EST, in
Suite 1900, Department of Procurement, 55 Trinity Avenue, S.W., Atlanta, Georgia 30303.
At that time, the general requirements of the project will be discussed. Any additional
questions raised by Bidders will be discussed. Any additional questions raised by Bidders
will be discussed. It is strongly encouraged that all Bidders attend the Pre-bid Conference.

General requirements of the project will be discussed at the Pre-bid Conference. Also
discussed will be questions regarding preparation and submission of Bids and general
contractual requirements. Bidders will be allowed to ask questions. Oral answers to
guestions during the Pre-bid Conference will not be authoritative.
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26.

21.

28.

It should be emphasized that nothing stated or discussed during the course of this
Conference or the Site Visit shall be considered to modify, alter or change the requirements
of the Bidding Documents, unless it shall be subsequently incorporated into an addendum to
the Bidding Documents.

TIME FOR RECEIVING BIDS

Sealed Bids for this project will be received by designated staff of the Department of
Procurement, Suite 1900, City Hall South, 55 Trinity Avenue, S.W., Atlanta, GA 30303, no
later than 2:00 P.M. EDT, (as verified by the Bureau of National Standards) on Wednesday
April 6, 2016. ABSOLUTELY NO BIDS WILL BE RECEIVED AFTER 2:00 P.M.
EDT ON THE RESPECTIVE DATE. All Bids received by the time and date set forth
will be opened publicly and read at 2:01 P.M. EST in the Department of Procurement Bid
Conference Room, Suite 1900, at the aforementioned address.

Bids received prior to the advertised hour of opening will be kept secured and sealed. The
contracting officer whose duty it is to open them will decide when the specified time has
arrived, and no Bid received thereafter will be considered, except that when a Bid arrives by
mail after the time fixed for opening, but before the reading of all other Bids is completed,
and it is shown to the satisfaction of the City that the non-arrival on time was due solely to
delay in the mail for which the Bidder was not responsible, such Bid will be received and
considered.

BID MODIFICATION AND WITHDRAWAL

Bids may be modified after they have been submitted, but only before the Bid opening date
and time. Modifications must be signed by the Bidder and must be received by the City no
later than the Bid opening time and date. Modifications should not reveal the total Bid
amount, but should identify the addition and subtraction or other modification in a manner
in which the prices will not be known by the City until the sealed Bid is opened.

Bids may be withdrawn after they have been submitted, but only before the Bid opening
date and time. Withdrawn bids may be resubmitted, but only in the manner in which the
Bid was originally submitted. Withdrawals must be signed as stipulated above for
modification. Bids may not be withdrawn between the Bid opening time and one hundred
and eighty (180) calendar days thereafter, except as may be agreed upon by a written
agreement between the Bidder and the City.

BID EVALUATION

Each Bid timely received and in the City's hands at the time set forth for the Bid opening
shall constitute an offer to perform the Agreement on the terms and conditions thereof, in
strict accordance with the Agreement documents, and all other requirements, all for the Bid
total. For good cause and valuable consideration, the sufficiency of which is acknowledged
by submittal of a Bid, each Bidder promises and agrees that its Bid shall be irrevocable for a
period of one hundred eighty (180) calendar days after the Bid opening and will not be
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withdrawn or modified during that time. The City may accept any Bid by giving the Bidder
Written Notice of acceptance during that time. If necessary, the period of time specified
may be extended by written agreement between the City and the Bidder or Bidders
concerned.

b. After the Bids have been opened and before any award is made, the City will evaluate the
Bid process, the Bid total, the supplements to the Bid form, Bidder's experience, financial
data, Local Preference Program, proposed Subcontractors and equipment manufacturers and
other data relating to Bidders' responsibility and qualifications to perform the Agreement
satisfactorily.

c. All extension of the unit prices shown and the subsequent addition of extended amounts
may be verified by the City. In the event of a discrepancy between the unit price bid and the
extension, the unit price will be deemed intended by the Bidder and the extension shall be
adjusted. In the event of a discrepancy between the sum of the extended amounts and the
bid total, the sum of the extended amounts shall govern.

d. Bidder may be required to submit, in writing, the addresses of any proposed Subcontractors
or equipment manufacturers listed on the Bid, and to submit other material information
relative to proposed Subcontractors or Equipment manufacturers. The City reserves the
right to disapprove any proposed Subcontractor or equipment manufacturers whose
technical or financial ability or resources or whose experience are deemed inadequate.

e. The City reserves the right to reject any Bid where any bid price(s) appears to be
unbalanced, and to reject any or all Bids, or parts thereof, if it determines, in its sole
discretion, that such rejection is in the best interest of the City. Where only a single
responsible and responsive Bid is received, the City may in its sole discretion, elect to
conduct a price or cost analysis of the Bid. Such Bidder shall cooperate with such analysis
and provide such supplemental information as may be required. The determination whether
to enter into an Agreement with such sole Bidder shall be solely within the City’s discretion
and not dependent upon performance of a price or cost analysis.

f. Bids will be evaluated on the basis of determining the lowest Bid total of a Bidder, not
including alternates, whose Bid is responsive to the Invitation to Bid and who is determined
to be technically, financially and otherwise responsible to perform the Agreement
satisfactorily, and to meet all other requirements of the Bidding Documents relating thereto.
Any Bid may be rejected if it is determined by the City to be non-responsive, provided,
however, that the City reserves the right to waive any irregularities or technicalities which it
determines, within its sole discretion, to be minor in nature and that such waiver is in the
interest of the public. Furthermore, any Bid may be rejected if it is determined by the City,
in its sole discretion, that the bidder is not capable of performing the Agreement
satisfactorily based upon review of its experience and technical and financial capabilities, or
the failure of such bidder to provide information requested relating to such determination.
Additionally, the City reserves the right to disqualify Bids, before and after the bid opening,
upon evidence of collusion with intent to defraud or other illegal practices upon the part of
any Bidder(s).
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g. The City intends to award the Agreement at the earliest practicable date to the lowest
responsive, responsible Bidder(s), provided that the Bid is within the funds available for the
project. In addition, the City reserves the right to reject any and/or all Bids if it determines,
in its sole discretion, that the public interest will be best served by doing so.

h. A Pre-award Conference may be conducted with the apparent low Bidder(s) to review
general requirements of the Bidding Documents.

29. AWARD CRITERIA

Award will be made after evaluating the prices, responsiveness and responsibility of each

Bidder.
a. The responsiveness of a Bidder is determined by the following:
1. A timely and effective delivery of all services, materials, documents, and/or
other information required by the City;
2. The completeness of all material, documents and/or information required by
the City; and
3. The notification of the City of methods, services, supplies and/or equipment

that could reduce cost or increase quality.

b. The responsibility of a Bidder is determined by the following:

1.

The ability, capacity and skill of the Bidder to perform the Agreement or
provide the Work required;

The capability of the Bidder to perform the Agreement or provide the Work
promptly, or within the time specified without delay or interference;

The character, integrity, reputation, judgment, experience and efficiency of
the Bidders;

The quality of performance of previous contracts or work;

The previous existing compliance by the Bidder with laws and ordinances
relating to the Agreement or Work;

The sufficiency of the financial resources and ability of the Bidder to
perform Agreement or provide the Work;
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30.

7. The compliance of the Bidder with the requirements of Division Il, Equal
Employment Opportunity (EEO), and Division 12, Minority and Female
Business Enterprises, of the City’s Department of Procurement;

8. The quality, availability and adaptability of the supplies or contractual Work
to the particular use required; and

9. The successful Bidder shall assume full responsibility for the conduct of his
agents and/or employees during the time such agents or employees are on the
premises for the purpose of performing the Work herein specified.

10.  The information gathered from this required submittal form found in Exhibit
E — Scope of Services, will allow the City to compare the Bidder’s Solution
with the City’s overall business objectives. An award will be based on the
Total Bid amount reflected on the Cost Worksheet listed under Exhibit D of
this solicitation document. However, should the Bidder identify a system
specification or omission that conflicts with any aspect of the City’s overall
business objectives (as outlined within all portions of this solicitation
document), the City reserves the right to make a final recommendation of
award in the best interest of the City.

SURETY BONDS (N/A)

Regarding submission of surety bonds prior to or subsequent to the Bid submission, the
following requirements pertain:

a. Any surety bond submitted in accordance with the Bid or Agreement requirements
must be issued by a corporate surety company satisfactory to the City and authorized
to act as such in the State of Georgia;

b. Such bonds shall conform to the forms provided with the Bid Documents and be
completed in accordance with the instructions thereon; and

C. In accordance with Georgia law, and upon award of the Agreement, separate
performance and payment bonds shall be required of the successful Bidder, each in
an amount not less than the total amount payable under the Agreement.

The performance bond shall remain in effect for one (1) year after final acceptance of the
Work or the guaranty period under the Agreement, whichever is the larger.

The payment bond shall remain in effect for the period required under Georgia law for the
payment bonds on public construction agreements. Reference is made to the bond forms
and the Agreement Documents for additional particulars of the terms required in the bonds.
In the case of any inconsistency between the Bond Forms and Georgia law, the law shall
control.  Finally, alterations, extension of the time allowed for performance, extra and
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31.

32.

33.

34.

35.

additional Work, and other changes authorized under the Agreement may be made without
notice to or consent of the surety or sureties.

POWER OF ATTORNEY

Attorneys-in-fact who sign agreement bonds must file with each bond a certified copy of
their power of attorney with the appropriate effective date.

INSURANCE REQUIREMENTS

The Contractor shall procure and maintain during the life of this Agreement, Workmen's
Compensation, General Liability, Automobile Liability insurance and any other insurance
necessary to satisfy the requirements of the Agreement Documents.

LAWS AND REGULATIONS

The Bidder's attention is directed to the fact that all applicable state laws, municipal
ordinances, and the rules and regulations of all authorities having jurisdiction over
construction of the project shall apply to the Agreement throughout, to the extent that such
requirements do not conflict with federal laws or regulations, and they will be deemed to be
included in the Agreement the same as though therein written out in full.

Bidder's attention is directed to the following laws and regulations:

a. Wages under this Agreement must not be less than the minimum wage rates
specified for Atlanta-funded projects as set forth in these documents;

b. Applicable provisions of the Occupational Safety and Health Act (“OSHA”) must
be observed during Work under this Agreement; and

C. Appendix A — Requirements of the Office of Contract Compliance.

AGREEMENT TERMS

Subject to the terms of this Agreement, this Agreement shall commence on the Effective
Date and continue for a term of eighteen (18) months.

LIQUIDATED DAMAGES

The performance of the Work under Agreement within the specified time is essential to the
City's economic interests. The attention of potential Bidders is directed to the provisions of
the Agreement Documents, which establish the basis for liquidated damages to be paid to
the City in the event that the Work is not completed on schedule.
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36.

37.

a. The Consultant recognizes that timely implementation and acceptance of the
system is of the essence to the City. The City will suffer injury if the system is
not commissioned at the specified time.

b. If the Consultant at any time believes that it is likely to miss a deadline or
milestone, it must promptly notify the City of the likely delay and the impact of
such delay. The Consultant also must use diligent efforts to avoid or minimize any
delays or effects resulting from a delay.

c. The parties agree that the injury caused to the City based on a late delivery of the
system is difficult or impossible to accurately estimate. The parties intend the
following liquidated damages to provide for damages, rather than a penalty or a
deterrent. Further, the parties agree that the liquidated damages below represent a
reasonable pre-estimate of the probable loss to the City based on a late delivery of
the system.

d. If Consultant fails to complete all of the Work as specified in this Scope of Work
and Technical Specifications, excluding Close-Out activities, within the identified
timeline in the scope and technical specifications after receiving the City’s written
approval, then the Consultant shall pay to the City as liquidated damages an
amount equal to $1,000 per day for a maximum period of three (3) months.

EXECUTION OF AGREEMENT

Subsequent to the award and within five (5) days after the prescribed forms are presented for
signature, the successful Bidder shall execute and deliver to the City five (5) copies of the
City-Contractor Agreement as included in the Agreement Documents and provide
performance and payment bonds and insurance certificates. The failure of the successful
Bidder to execute the City-Contractor Agreement and to supply the required bonds within
five (5) days after the prescribed forms are presented for signature, or within such extended
period as the City may grant based upon reasons determined sufficient by the City, shall
constitute a default, and the Bidder shall forfeit the Bid Guarantee and the City may either
award the Agreement to the next lowest responsive Bidder or re-advertise for Bids, and may
proceed against the bid bond of the defaulted Bidder. If a more favorable Bid is received by
re-advertising, the defaulting Bidder shall have no claim against the City for a refund.

SUBSTITUTIONS

Whenever a material, article, or piece of equipment is identified on the Plans or in the
Specifications by reference to manufacturers' or vendors' names, trade names, catalog
numbers, etc., it is intended to establish a standard, and any material, article, or equipment
of other manufacturers and vendors which will perform adequately the duties imposed by
the general design will be considered equally acceptable, provided the material, or
equipment so proposed is, in the opinion of the Engineer, of equal substance and function. It
shall not be purchased or installed by the Contractor without the Engineer's written approval.
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Whenever the design is based on a specific product of a particular manufacturer or
manufacturers, the manufacturer(s) will be shown on the Drawings and/or listed in the
Specifications. Any item other than those so designated shall be considered a substitution.

If the manufacturer is named in the Drawings and/or detailed specifications as an approved
manufacturer, products of that manufacturer meeting all Specification requirements are

acceptable.

Approval of any substitution will be made under the following provisions:

a. If the term "OR EQUAL" follows the names of approved manufacturers, then other
manufacturers desiring approval may submit the product to the Engineer for
approval during the bidding phase. The manufacturer should include the following
items in this pre-submittal:

1.

Descriptive literature, including information on materials used, minimum
design standards features, manufacturing processes and facilities, and similar
information, which will indicate experience and expertise in the manufacture
of the product being evaluated;

Performance specifications applicable to the manufacturer's standard design,
which indicate the level of performance to be expected from the product;

A complete set of submittal Drawings of similar equipment that has been
completed and placed into operation;

A list of existing installations of equipment similar in type and size;

Evidence of technical ability of the manufacturer to design and manufacture
Equipment and systems meeting project requirements. Evidence submitted
shall include, at a minimum, descriptions of engineering and manufacturing
staff capabilities;

Information required to satisfy specified experience requirements or a copy
of the bond to be submitted in lieu of experience;

A complete description of field service capabilities, including the location of
field service facilities which would serve the proposed facility and the
number and qualifications of personnel working from that location;

A complete list of all requirements of the Drawings and Specifications with

which the manufacturer cannot conform, including reasons why alternate
features are considered equivalent; and
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38.

9. All other information necessary to fully evaluate the product for
consideration.

b. This pre-submittal shall reach the Engineer no later than three (3) weeks prior to the
Bid date. Manufacturers will be advised of approval or rejection in writing no later
than fourteen (14) days prior to the Bid date. Rejected submittals may be
supplemented with additional information and resubmitted no later than one (1)
week prior to the bid date. Manufacturers making supplementary submittals will be
advised of approval or rejection in writing no later than three (3) days prior to the bid
date.

NOTE: Bids based on equipment, which has not received the approval of the
Engineer, will render the Bidder as non-responsive and cause rejection of the Bid.

C. If the term "EQUAL TO" precedes the names of approved manufacturers in the
Specifications, the Contractor may, after receiving the Notice to Proceed, submit
Shop Drawings on the substitute product for the approval of the Engineer in
accordance with General Condition 28.

Any Bidder intending to furnish substitute products is cautioned to verify that the
item being furnished will perform the same functions and have the same capabilities
as the item specified. The Bidder shall include in his bid the cost of accessory items,
which may be required by the substitute product and any architectural, structural,
mechanical, piping, electrical or other modifications required to accommodate the
substitution.

Approval of the Engineer is dependent on his determination that the product offered
is essentially equal in function, performance, quality of manufacture, ease of
maintenance, reliability, service life and other criteria to that on which the design is
based, and will require no major modifications to structures, electrical systems,
control systems, or piping systems.

ILLEGAL IMMIGRATION REFORM AND ENFORCEMENT ACT

Each Bidder must complete and submit a Contractor’s Affidavit attached hereto as Form 1;
[llegal Immigration Reform and Enforcement Act Forms with its bid. This ITB is subject to
the Illegal Immigration Reform and Enforcement Act of 2011 (the “ACT”). Pursuant to the
Act, the Bidder must provide with its proposal proof of its registration with and continuing
and future participation in the E-Verify Program established by the United States
Department of Homeland Security. Under state law, the City cannot consider any
proposal which does not include a complete Contractor’s Affidavit. It is not the intent of
this notice to provide detailed information or legal advice concerning the lllegal
Immigration Reform and Enforcement Act. All bidders/proponents intending to do business
with the City are responsible for independently apprising themselves and complying with
the requirements of that law and its effect on City procurements and their participation in
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those procurements. For additional information on the E-Verify program or to enroll in the
program, go to: https://e-verify.uscis.gov/enroll.

39. Multiple Awards

The City reserves, at its sole discretion, the option to award to multiple Bidders. The
award(s) will be based on the Scope of Work in its entirety or by components. Multiple
awards may be made on the total Scope of Work or to components of the Scope of Work.

+++ END OF INSTRUCTIONS TO BIDDERS + + +
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PART 1-SECTION 2:
REQUIRED SUBMITTAL
FORMS

All Respondents, including, but not limited
to, corporate entities, limited liability
companies, joint ventures, or partnerships, that
submit a Proposal or Bid In response to this
solicitation must fill out all forms in their
entirety, and all forms must be signed, notarized
or sealed with the corporate seal (if applicable),
as required per each form’s instructions.

If Respondent intends to be named as a
Prime Contractor(s) with the City, then
Respondent must fill out all the forms listed in
this  solicitation  document;  otherwise,
Respondent may be deemed non-responsive.




Required Submittal (FORM 1)

lllegal Immigration Reform and Enforcement Act Forms (Page 1 of 3)

INSTRUCTIONS TO BIDDERS:

All Bidders must comply with the Illegal Immigration Reform and Enforcement Act of 2011,
0.G.G.A § 13-10-90, et seq. (IIREA). IIREA was formerly known as the Georgia Security and

Immigration Compliance Act or GSICA. Bidders must familiarize themselves with IIREA and

are solely responsible for ensuring compliance. Bidders must not rely on these instructions for
that purpose. They are offered only as a convenience to assist Bidders in complying with the
requirements of the City’s procurement process and the terms of this ITB.

1.

The attached Contractor Affidavit must be filled out COMPLETELY and submitted with
the Bid prior to Bid due date.

The Contractor Affidavit must contain an active Federal Work Authorization Program
(E-Verify) User ID Number and Date of Registration.

Where the business structure of a Bidder is such that Bidder is required to obtain an
Employer Identification Number (EIN) from the Internal Revenue Service, Bidder must
complete the Contractor Affidavit on behalf of, and provide a Federal Work
Authorization User ID Number issued to, the Bidder itself. Where the business structure
of a Bidder does not require it to obtain an EIN, each entity comprising Bidder must
submit a separate Contractor Affidavit.

Example 1, ABC, Inc. and XYZ, Inc. form and submit a Bid as Happy Day, LLC. Happy
Day, LLC must enroll in the E-verify program and submit a single Contractor Affidavit
in the name of Happy Day, LLC which includes the Federal Work Authorization User ID
Number issued to Happy Day, LLC.

Example 2, ABC, Inc. and XYZ, Inc. execute a joint venture agreement and submit a Bid
under the name Happy Day, JV. If, based on the nature of the JV agreement, Happy Day,
JV. is not required to obtain an Employer Identification Number from the IRS, the Bid
submitted by Happy Day, JV must include both a Contractor Affidavit for ABC, Inc. and
a Contractor Affidavit for XYZ, Inc.

All Contractor Affidavits must be executed by an authorized representative of the entity
named in the Affidavit.

All Contractor Affidavits must be duly notarized.
All Contractor Affidavits must be submitted with the Bidder’s Response to the ITB.
Subcontractor and sub-subcontractor affidavits are not required at the time of Bid

submission, but will be required at contract execution or in accordance with the timelines
set forth in IIREA.



Required Submittal (FORM 1)

lllegal Immigration Reform and Enforcement Act Forms (Page 2 of 3)

Contractor Affidavit under O.C.G.A. 8 13-10-91(b)(1)

By executing this affidavit, the undersigned contractor verifies its compliance with
O.C.G.A. 8 13-10-91, stating affirmatively that the individual, firm or corporation which is
engaged in the physical performance of services on behalf of the City of Atlanta has registered
with, is authorized to use and uses the federal work authorization program commonly known as
E-Verify, or any subsequent replacement program, in accordance with the applicable provisions
and deadlines established in O.C.G.A. § 13-10-91. Furthermore, the undersigned contractor will
continue to use the federal work authorization program throughout the contract period and the
undersigned contractor will contract for physical performance of services in satisfaction of such
contract only with subcontractors who present an affidavit to the contractor with the information
required by O.C.G.A. § 13-10-91(b). Contractor hereby attests that its federal work authorization
user identification number and date of authorization are as follows:

Federal Work Authorization User Identification Number Date of Authorization

Name of Contractor:

Name of Project:

Name of Public Employer: __ City of Atlanta

I hereby declare under penalty of perjury that the forgoing is true and correct.

Executed on , ,20__in (city), (state)

Signature of Authorized Officer or Agent

Printed name and Title of Authorized Officer or Agent

SUBSCRIBED AND SWORN BEFORE
ME ON THISTHE ___, DAY OF , 20

NOTARY PUBLIC
My Commission Expires:




Required Submittal (FORM 1)

lllegal Immigration Reform and Enforcement Act Forms (Page 3 of 3)

Subcontractor Affidavit under O.C.G.A. § 13-10-91(b)(3)

By executing this affidavit, the undersigned subcontractor verifies its compliance with
O.C.G.A. 8 13-10-91, stating affirmatively that the individual, firm or corporation which is
engaged in the physical performance of services wunder a contract with
( (name of contractor)) on behalf of the City of
Atlanta has registered with, is authorized to use and uses the federal work authorization program
commonly known as E-Verify, or any subsequent replacement program, in accordance with the
applicable provisions and deadlines established in O.C.G.A. § 13-10-91. Furthermore, the
undersigned subcontractor will continue to use the federal work authorization program
throughout the contract period and the undersigned subcontractor will contract for the physical
performance of services in satisfaction of such contract only with sub-subcontractors who
present an affidavit to the subcontractor with the information required by O.C.G.A. § 13-10-
91(b). Additionally, the undersigned subcontractor will forward notice of the receipt of an
affidavit from a sub-subcontractor to the contractor within five business days of receipt. If the
undersigned subcontractor receives notice of receipt of an affidavit from any sub-subcontractor
that has contracted with a sub-subcontractor to forward, within five business days of receipt, a
copy of such notice to the contractor. Subcontractor hereby attests that its federal work
authorization user identification number and date of authorization are as follows:

Federal Work Authorization User Identification Number Date of Authorization

Name of Subcontractor:

Name of Project:

Name of Public Employer: __ City of Atlanta

I hereby declare under penalty of perjury that the forgoing is true and correct.

Executed on : ,20__in (city), (state)

Signature of Authorized Officer or Agent

Printed name and Title of Authorized Officer or Agent

SUBSCRIBED AND SWORN BEFORE
ME ON THISTHE ___, DAY OF , 20

NOTARY PUBLIC
My Commission Expires:




Required Submittal (FORM 2)
Contractor Disclosure Form (Page 1 of 7)

DEFINITIONS FOR THE PURPOSES OF THIS DISCLOSURE FORM

“Affiliate” Any legal entity that, directly or indirectly through one of more

intermediate legal entities, controls, is controlled by or is under common
control with the Respondent or a member of Respondent.

“Contractor” Any person or entity having a contract with the city.

“Control” The controlling entity: (i) possesses, directly or indirectly, the power to

direct or cause the direction of the management and policies of the
controlled entity, whether through the ownership of voting securities or by
contract or otherwise; or (ii) has direct or indirect ownership in the
aggregate of fifty one (51%) or more of any class of voting or equity
interests in the controlled entity.

“Respondent” Any individual or entity that submits a Bid in response to a solicitation. If

the Respondent is an individual, then that individual must complete and
sign this Disclosure Form where indicated. If the Respondent is an entity,
then an authorized representative of that entity must complete and sign this
Disclosure Form where indicated. If the Respondent is a newly formed
entity (formed within the last three years), then an authorized
representative of that entity must complete and sign this Disclosure
Form where indicated, and each of the members or owners of the entity
must also complete and sign separate Disclosure Forms where
indicated.

Instructions: Provide the following information for the entity or individual completing this
Statement (the “Individual/Entity”).

A. Basic Information:

1. Name of Individual/Entity responding to this solicitation:

2. Name of the authorized representative for the responding Entity:

B. Individual/Entity Information:

1.

Principal Office Address:

Telephone and Facsimile Numbers:

E-Mail Address:

Name and title of Contact Person for the Individual/Entity:

Is the individual/Entity authorized to transact business in the state of Georgia?

[ ]Yes (Attach Certificate of Authority to transact business in Georgia
from Georgia Secretary of State.)

[ ] No




Required Submittal (FORM 2)
Contractor Disclosure Form (Page 2 of 7)

C. Questionnaire

If you answer “YES” to any of the questions below, please indicate the name(s) of the person(s), the
nature, and the status and/or outcome of the information, indictment, conviction, termination, claim
or

litigation, the name of the court and the file or reference number of the case, as applicable. Any such
information should be provided on a separate page, attached to this form and submitted with your
Bid.

1. Please describe the general development of the Respondent's business during the past

ten (10) years, or such shorter period of time that the Respondent has been in business.

2. Are there any lawsuits, administrative actions or litigation to which Respondent is YES  NO
currently a party or has been a party (either as a plaintiff or defendant) during the past

ten (10) years based upon fraud, theft, breach of contract, misrepresentation, safety, [ ] ]
wrongful death or other similar conduct?

3. If “yes” to question number 2, were any of the parties to the suit a bonding YES NO
company, insurance company, an owner, or otherwise? If so, attach a sheet listing all

parties and indicate the type of company involved. ] ]
4. Has the Respondent been charged with a criminal offense within the last ten (10) YES NO
years? [] []

5. Has the Respondent received any citations or notices of violation from any YES NO
government agency in connection with any of Respondent’s work during the past ten

(10) years (including OSHA violations)? Describe any citation or notices of violation [ ] ]
which Respondent received.

6. Please state whether any of the following events have occurred in the last ten (10)
years with respect to the Respondent. If any answer is yes, explain fully the
circumstances surrounding the subject matter of the affirmative answer:

(@ Whether Respondent, or Affiliate currently or previously associated with YES  NO
Respondent, has ever filed a petition in bankruptcy, taken any actions with
respect to insolvency, reorganization, receivership, moratorium or assignment [ [
for the benefit of creditors, or otherwise sought relief from creditors?

(b)  Whether Respondent was subject of any order, judgment or decree not YES NO
subsequently reversed, suspended or vacated by any court permanently
enjoining Respondent from engaging in any type of business practice? ] ]

(c)  Whether Respondent was the subject of any civil or criminal proceeding in YES  NO
which there was a final adjudication adverse to Respondent which directly arose
from activities conducted by Respondent. ] ]
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7. Has any employee, agent or representative of Respondent who is or will be directly
involved in the project, in the last ten (10) years:

(a) directly or indirectly, had a business relationship with the City?

(b) directly or indirectly, received revenues from the City?

(c) directly or indirectly, received revenues from conducting business on City
property or pursuant to any contract with the City?

8. Whether any employee, agent, or representative of Respondent who is or will be
directly involved in the project has or had within the last ten (10) years a direct or
indirect business relationship with any elected or appointed City official or with any
City employee?

9. Whether Respondent has provided employment or compensation to any third party
intermediary, agent, or lobbyist to directly or indirectly communicate with any City
official or employee, or municipal official or employee in connection with any
transaction or investment involving your firm and the City?

10. Whether Respondent, or any agent, officer, director, or employee of your
organization has solicited or made a contribution to any City official or member, or to
the political party or political action committee within the previous five (5) years?

11. Has the Respondent or any agent, officer, director, or employee been terminated,
suspended, or debarred (for cause or otherwise) from any work being performed for the
City or any other Federal, State or Local Government?

12. Has the Respondent, member of Respondent’s team or officer of any of them (with
respect to any matter involving the business practice or activities of his or her employer
been notified within the five (5) years preceding the date of this offer that any of them
are the target of a criminal investigation, grand jury investigation, or civil enforcement
proceeding?

13. Please identify any Personal or Financial Relationships that may give rise
to a conflict of interest as defined below [Please be advised that you may be
ineligible for award of contract if you have a personal or financial relationship
that constitutes a conflict of interest that cannot be avoided]:

€)] Personal relationships: executives, board members and partners in firms
submitting offers must disclose familial relationships with employees, officers and elected
officials of the City of Atlanta. Familial relationships shall include spouse, domestic partner
registered under section 94-133, mother, father, sister, brother, and natural or adopted children
of an official or employee.

(b) Financial relationships: Respondent must disclose any interest held with a City
employee or official, or family members of a City employee or official, which may yield, directly
or indirectly, a monetary or other material benefit to the Respondent or the Respondent’s family
members. Please describe:

YES

YES

YES

YES

YES

YES

YES

YES

YES

YES
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D. REPRESENTATIONS

Anti-Lobbying Provision. All respondents, including agents, employees, representatives, lobbyists,
attorneys and proposed partner(s), subcontractor(s) or joint venturer(s), will refrain, under penalty of the
respondent’s disqualification, from direct or indirect contact for the purpose of influencing the selection or
creating bias in the selection process with any person who may play a part in the selection process.

Certification _of Independent Price Determination/Non-Collusion. Collusion and other
anticompetitive practices among offerors are prohibited by city, state and federal laws. All Respondents
shall identify a person having authority to sign for the Respondent who shall certify, in writing, as
follows:

“T certify that this Bid is made without prior understanding, agreement, or connection with any
corporation, firm, or person submitting an bid or offer for the same supplies, labor, services,
construction, materials or equipment to be furnished or professional or consultant services, and is in
all respects fair and without collusion or fraud. | understand collusive bidding is a violation of city,
state and federal law and can result in fines, prison sentences, and civil damages awards. By signing
this document, | agree to abide by all conditions of this solicitation and offer and certify that | am
authorized to sign for this Respondent/Offeror.”

Certify Satisfaction of all Underlying Obligations. (If Applicable) If a Contract is awarded through
this solicitation, then such Contractor should know that before final payment is made to a Contractor by
the City, the Contractor shall certify to the City in writing, in a form satisfactory to the City, that all
subcontractors, materialmen suppliers and similar firms or persons involved in the City contract have
been paid in full at the time of final payment to the Contractor by the City or will be paid in full utilizing
the monies constituting final payment to the Contractor.

Confidentiality . Details of the Bids will not be discussed with other respondents during the selection
process. Respondent should be aware, however, that all Bids and information submitted therein may
become subject to public inspection following award of the contract. Each respondent should consider
this possibility and, where trade secrets or other proprietary information may be involved, may choose to
provide in lieu of such proprietary information, an explanation as to why such information is not provided
in its Bid. However, the respondent may be required to submit such required information before further
consideration.

Equal Employment Opportunity (EEO) Provision. All bidders will be required to comply with
sections 2-1200 and 2-1414 of the City of Atlanta Code of Ordinances, as follows: During the
performance of the agreement, the Contractor agrees as follows:

a. The Contractor shall not discriminate against any employee, or applicant for employment,
because of race, color, creed, religion, sex, domestic relationship status, parental status,
familial status, sexual orientation, national origin, gender identity, age, disability, or political
affiliation. As used here, the words "shall not discriminate” shall mean and include without
limitation the following:
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Recruited, whether by advertising or other means; compensated, whether in the form of rates
of pay, or other forms of compensation; selected for training, including apprenticeship;
promoted; upgraded; demoted; downgraded; transferred; laid off; and terminated.

The Contractor agrees to and shall post in conspicuous places, available to employees and
applicants for employment, notices to be provided by the contracting officers setting forth the
provisions of the EEO clause.

The Contractor shall, in all solicitations or advertisements for employees, placed by or on
behalf of the Contractor, state that all qualified applicants will receive consideration for
employment without regard to race, color, creed, religion, sex, domestic relationship status,
parental status, familial status, sexual orientation, national origin, gender identity, age,
disability, or political affiliation.

The Contractor shall send to each labor union or representative of workers with which the
Contractor may have a collective bargaining agreement or other contract or understanding a
notice advising the labor union or workers' representative of the Contractor's commitments
under the equal employment opportunity program of the City of Atlanta and under the Code
of Ordinances and shall post copies of the notice in conspicuous places available to
employees and applicants for employment. The Contractor shall register all workers in the
skilled trades who are below the journeyman level with the U.S. Bureau of Apprenticeship
and Training.

The Contractor shall furnish all information and reports required by the contract compliance
officer pursuant to the Code of Ordinances, and shall permit access to the books, records, and
accounts of the Contractor during normal business hours by the contract compliance officer
for the purpose of investigation so as to ascertain compliance with the program.

The Contractor shall take such action with respect to any subcontractor as the city may direct
as a means of enforcing the provisions of paragraphs (a) through (h) herein, including
penalties and sanctions for noncompliance; provided, however, that in the event the
Contractor becomes involved in or is threatened with litigation as a result of such direction by
the city, the city will enter into such litigation as is necessary to protect the interest of the city
and to effectuate the equal employment opportunity program of the city; and, in the case of
contracts receiving federal assistance, the Contractor or the city may request the United States
to enter into such litigation to protect the interests of the United States.

The Contractor and its subcontractors, if any, shall file compliance reports at reasonable times
and intervals with the city in the form and to the extent prescribed by the contract compliance
officer. Compliance reports filed at such times directed shall contain information as to
employment practices, policies, programs and statistics of the Contractor and its
subcontractors.



g.

Required Submittal (FORM 2)
Contractor Disclosure Form (Page 6 of 7)

The Contractor shall include the provisions of paragraphs (a) through (h) of this equal
employment opportunity clause in every subcontract or purchase order so that such
provisions will be binding upon each subcontractor or vendor.

A finding, as hereinafter provided, that a refusal by the Contractor or subcontractor to comply
with any portion of this program, as herein provided and described, may subject the offending
party to any or all of the following penalties:

(1) Withholding from the Contractor in violation all future payments under the involved
contract until it is determined that the Contractor or subcontractor is in compliance
with the provisions of the contract;

(2) Refusal of all future bids for any contract with the City of Atlanta or any of its
departments or divisions until such time as the Contractor or subcontractor
demonstrates that there has been established and there shall be carried out all of the
provisions of the program as provided in the Code of Ordinances;

(3) Cancellation of the public contract;

(4) In a case in which there is substantial or material violation of the compliance
procedure herein set forth or as may be provided for by the contract, appropriate
proceedings may be brought to enforce those provisions, including the enjoining,
within applicable law, of Contractors, subcontractors or other organizations,
individuals or groups who prevent or seek to prevent directly or indirectly
compliance with the policy as herein provided.

Prohibition on Kickbacks or Gratuities/Non-Gratuity. The undersigned acknowledges the following

prohibitions on kickbacks and gratuities:

a.

It is unethical for any person to offer, give or agree to give any employee or former employee a
gratuity or an offer of employment in connection with any decision, approval, disapproval,
recommendation, preparation or any part of a program requirement or a purchase request, influencing
the content of any specification or procurement standard, rendering of advice, investigation, auditing or
in any other advisory capacity in any proceeding or application, request for ruling, determination,
claim or controversy or other particular matter pertaining to any program requirement or a contract or
subcontract or to any solicitation or Bid therefor.

It is unethical for any employee or former employee to solicit, demand, accept or agree to accept from
another person a gratuity or an offer of employment in connection with any decision, approval,
disapproval, recommendation, preparation or any part of a program requirement or a purchase request,
influencing the content of any specification or procurement standard, rendering of advice,
investigation, auditing or in any other advisory capacity in any proceeding or application, request for
ruling, determination, claim or controversy or other particular matter pertaining to any program
requirement or a contract or subcontract or to any solicitation or Bid therefor.

It is also unethical for any payment, gratuity or offer of employment to be made by or on behalf of a
subcontractor under a contract to the prime Contractor or higher tier subcontractor or any person
associated therewith as an inducement for the award of a subcontract or order.



Required Submittal (FORM 2)
Contractor Disclosure Form (Page 7 of 7)

Declaration

Under penalty of perjury, I declare that | have examined this Disclosure Form and Questionnaire and all
attachments to it, if applicable, and, to the best of my knowledge and belief all statements contained
herein and in any attachments, if applicable, are true, correct and complete.

I certify that this offer is made without prior understanding, agreement, or connection with any
corporation, firm, or person submitting an offer for the same supplies, services, construction, or
professional or consultant services, and is in all respects fair and without collusion or fraud. | understand
collusive bidding is a violation of city, state and federal law and can result in fines, prison sentences, and
civil damages awards. | agree to abide by all conditions of this solicitation and offer and certify that | am
authorized to sign for this Respondent.

Sign here if you are an individual:

Printed Name:

Signature:

Date:

Subscribed and sworn to or affirmed by (name) this ___ day of ,20__

Notary Public of (state)

My commission expires:

Sign here if you are an authorized representative of a responding entity or partnership:

Printed Name of Entity or Partnership:

Signature of authorized representative:

Title:
Date: ,20
Subscribed and sworn to or affirmed by (name), as the
(title) of (entity or partnership name) this
day of , 20
Notary Public of (state)

My commission expires:

Notary Public of (state)

My commission expires:



(Not Applicable)
Required Submittal (FORM 3)
Required Submittal “Unless a Bidder Elects to Submit an Alternative Form of Payment”

Bid Bond (Page 1 of 2)

KNOW ALL MEN BY THESE PRESENTS, THAT WE

hereinafter called the PRINCIPAL, and

hereinafter called the SURETY, a corporation chartered and existing under the laws of the State

of , and duly authorized to transact Surety business in the
State of Georgia, are held and firmly bound unto the City of Atlanta, Georgia, in the penal
sum of either: [i] Dollars
and Cents ($ ); or [ii] 5% of PRINCIPAL’S Bid amount for

PROJECT NUMBER FC-8590, IT Service Management Project, good and lawful money
of the United States of America, to be paid upon demand of the City of Atlanta, Georgia, to
which payment well and truly to be made we bind ourselves, our heirs, executors,
administrators and assigns, jointly and severally and firmly by these presents.

WHEREAS the PRINCIPAL has submitted to the City of Atlanta, Georgia, for PROJECT
NUMBER, a Bid; FC-8590, IT Service Management Project.

WHEREAS the PRINCIPAL desires to file this Bond in accordance with law, in lieu of a
certified Bidder’s check otherwise required to accompany this Bid;

NOW THEREFORE: The conditions of this obligation are such that if the Bid be accepted, the
PRINCIPAL shall within ten (10) calendar days after receipt of written notification from the
CITY of the award of the Contract execute a Contract in accordance with the Bid and upon the
terms, conditions and prices set forth therein, in the form and manner required by the City of
Atlanta, Georgia, and execute sufficient and satisfactory Performance and Payment Bonds
payable to the City of Atlanta, Georgia, each in the amount of one hundred percent (100%) of
the total Contract price in form and with security satisfactory to said City of Atlanta, Georgia,
then this obligation to be void; otherwise, to be and remain in full force and virtue in law; and the
SURETY shall upon failure of the PRINCIPAL to comply with any or all of the foregoing
requirements within the time specified above immediately pay to the City of Atlanta, Georgia,
upon demand the amount hereof in good and lawful money of the United States of America, not
as a penalty but as liquidated damages.

In the event suit is brought upon this Bond by the CITY and judgment is recovered, the
SURETY shall pay all costs incurred by the CITY in such suit, including attorney’s fees to be
fixed by the Court.



(Not Applicable)
Required Submittal “Unless a Bidder Elects to Submit an Alternative Form of Payment”

(FORM 3)

Bid Bond (Page 2 of 2)

Enclosed is a Bid Bond in the approved form, in the amount of either:

[i] Dollars and Cents
(% ), being in the amount of 5% of the CONTRACT Sum; or
[ii]] 5% of PRINCIPAL’S Bid amount for PROJECT NUMBER FC-8590, IT Service
Management Project. The money payable on this bond shall be paid to the City of Atlanta,
Georgia, for the failure of the Bidder to execute a CONTRACT within ten (10) days after receipt
of the Contract form and at the same time furnish a Payment Bond and Performance Bond.

IN TESTIMONY THEREOF, the PRINCIPAL and SURETY have caused these presents to be
duly signed and sealed this day of 20 .

Corporate Bidder:
[Insert Corporate Name]

By:
Name:
Title:

Corporate Secretary/Assistant
Secretary (Seal)

Non-Corporate Bidder:
[Insert Bidder Name]

By:
Name:
Title:

Notary Public (Seal)

My Commission Expires:

Surety:
Name:
By:
Name:
Title:




Required Submittal (FORM 4.1)

Certification of Insurance Ability Instructions:

Offerors MUST submit 1) a completed copy of this form executed by their insurance
company; and 2) a completed copy of this form executed by their surety. Failure to submit
completed forms from both entities, as required, will result in the Offeror being deemed non-

responsive.

I, [insert an

individual’s name], on behalf of

[insert insurance/surety full company name], a [insert type of

entity LLC, LLP, corporation, etc.](“Insurer/Surety”), hereby represent and certify each of the

following to the City of Atlanta, a municipal corporation of the State of Georgia (“City”) on this
day of , 20 [insert date]:

(a) Insurer/Surety is licensed by the Insurance and Safety Fire Commissioner of the State of Georgia
to transact insurance and/or surety business in the State of Georgia;

(b) Insurer/Surety has reviewed the Agreement attached to the solicitation for Project Number FC-
: (“Project”) and its Appendix B;

(c) Insurer/Surety certifies that if, as of the date written above,
(“Offeror”) was selected as the successful Offeror
for the Project, Insurer/Surety would provide insurance and/or bonding to Offeror for this Project

in accordance with the terms set forth in Appendix B; and

(d) Surety only: The Surety states that Offeror’s uncommitted bonding capacity (not taking into

account this Project) is approximately $
(U.S)). Surety’s
statement set forth in this Section (d) does not represent a limitation of the bonding capacity of
Offeror or that Offeror will have the bonding capacity noted above at the time of contract
execution for this Project.

PLEASE NOTE: If this Form 4 is executed by an Attorney-in-Fact, then Insurer/Surety must
attach a copy of a duly executed Power-of-Attorney evidencing such authority in addition to
correctly completing this Form 4. If Offeror is unable to provide City with insurance and/or bonds
that comply with the terms of Appendix B within ten (10) days of receiving notice of intent to award
the Project from the City, the City may, in its sole discretion, retain Offeror’s security submitted
with its offer and/or disqualify Offeror from further consideration for the award of the Agreement.

By executing this certification, Insurer/Surety represents that all of the information provided by
Insurer/Surety herein is true and correct as of the date set forth above.

Insurer/Surety: [insert company name on line provided below]

By:

Corporate Secretary/Assistant Secretary
Print Name: (Seal)

Title:




Required Submittal (Form 4.2) (Not Applicable)
Certification of Bonding Ability Instructions:

Bidders MUST submit a completed copy of this form executed by their surety. Failure to
submit completed form will result in the Bidder being deemed non-responsive.

l, [insert an

individual 's name], on behalf of

[insert surety company full name], a [insert type of entity

LLC, LLP, corporation, etc.](“Surety”), hereby represent and certify each of the following to the

City of Atlanta, a municipal corporation of the State of Georgia (“City”) on this day of
, 20 [insert date]:

(a) Surety is licensed by the Insurance and Safety Fire Commissioner of the State of Georgia to transact
surety business in the State of Georgia;

(b) Surety has reviewed the Agreement attached to the solicitation for Project Number FC- 8590, IT
Service Management Project(“Project”) and its corresponding Appendix B for Insurance and Bonding
Requirements;

(c) Surety certifies that if, as of the date written above,
(“Bidder”) was selected as the successful Bidder for the Project, Surety would provide bonding to Bidder
for this Project in accordance with the corresponding Appendix B for Insurance and Bonding
Requirements; and

(d) Surety only: The Surety states that Bidder’s uncommitted bonding capacity (not taking into
account this Project) is approximately $ (U.S)).
Surety’s statement set forth in this Section (d) does not represent a limitation of the bonding capacity of
Bidder or that Bidder will have the bonding capacity noted above at the time of contract execution for this
Project.

PLEASE NOTE: If this Form 4.2 is executed by an Attorney-in-Fact, then Surety must attach a
copy of a duly executed Power-of-Attorney evidencing such authority in addition to correctly
completing this Form 4.2. If Bidder is unable to provide City with bonds that comply with the
terms of the corresponding Appendix for Insurance Requirements within ten (10) days of receiving
notice of intent to award the Project from the City, the City may, in its sole discretion, retain
Bidder’s security submitted with its offer and/or disqualify Bidder from further consideration for the
award of the Agreement.

By executing this certification, Surety represents that all of the information provided by Surety
herein is true and correct as of the date set forth above.

Surety: [insert company name on line provided below]

By:

Notary Public of (state)
Print Name: My commission expires:

Title:




Required Submittal (FORM 5)

Acknowledgment of Addenda

Bidders should sign below and return this form with their Bid(s) to the Department of
Procurement, 55 Trinity Avenue, City Hall South, Suite 1900, Atlanta, Georgia 30303, as
acknowledgment of receipt of certain Addenda.

This is to acknowledge receipt of the following Addenda for FC-8590, IT Service
Management Project:

1 ,

2 ;

3. ;and

4
Dated the day of , 20
Corporate Bidder: Non-Corporate Bidder:
[Insert Corporate Name] [Insert Bidder Name]
By: By:
Print Name: Print Name:
Title: Title:
Corporate Secretary/Assistant Notary Public (Seal)
Secretary (Seal) My Commission Expires:




Required Submittal (FORM 6)

Bidder Contact Directory*

EMAIL ADDRESS
AND FAX NUMBER

NAME POSITION/TITLE MAILING ADDRESS | OFFICE PHONE CELL PHONE

! The purpose of the Bidder Contact Directory is to provide the City with a centralized, easily identified source of important contacts and other
information regarding each of the business entities constituting a Bidder. This Bidder Contact Directory should include the names, positionsttitles,
firms, mailing addresses, phone and fax numbers and e-mail addresses for each of the following as it pertains to each of the firms in a Bidder’s
team:

1. At least two individuals, one primary the other(s) secondary, authorized to represent the firm for purposes of this ITB; and
2. Bidder Service Provider Key Personnel (as appropriate) listed in the Services Agreement included in this ITB at Part 5.




Required Submittal (FORM 7)

Reference List

Each Bidder must provide a list of at least three (3) references using the below-referenced
format. The City is interested in reviewing references that are able to attest to a Bidder’s
performance ability and credibility in a particular industry or trade.

Reference: Name
Address
City, State, Zip
Phone
Fax

Project Title:
Contact Person:

Direct Telephone:
Email Address:

Date(s) of Project:

Description of Services:
Total Amount of Contract Including Change Orders:
Bidder’s Role and Responsibilities:

Current Completion Status:

(Use the Same Format to Provide the Additional References)



Required Submittal (FORM 8)
Required Submittal Checklist

The following submittals shall be completed and submitted with each Bid see table below “Required Bid Submittal Check
Sheet.” Please verify that these submittals are in the envelope before it is sealed. Disclaimer: It is each Bidders sole
responsibility to ensure that their Bid to the City is inclusive of all required submittal documents outlined on the below-
referenced checklist; as well as within other parts of the solicitation document.

Submit one (1) Original Bid, signed and dated, and nine (7) complete copies of the Original Bid including all required
attachments.

In addition to the hard copy submissions, each Bidder shall submit two (2) digital versions of its Bid Submission in Adobe
Portable Document Format (“PDF”) on compact disk (CDs). CD One (1) version should be a duplicate of the hard copy of the
Bid with no deviations in order or layout of the hard copy Bid. CD Two (2) version should be a redacted version of the hard
copy Bid Submission. Please refer to the Georgia Open Records Acts (O.C.G.A. § 50-18-72) for information not subject to
public disclosure.

The City assumes no liability for differences in information contained in the Bidder’s printed Bid Submission and that
contained on the CDs. In the event of a discrepancy, the City will rely upon the information contained in the Bidder’s printed
material (Hard Copy). Each CD should be labeled with the Project Number, Project Name, and the CD Number.

Item Number

Part I Section | — Instructions to Bidders

Appendix A - Office of Contract Compliance (Required Submittals
Included)

Part | Section Il All Required Submittal Forms (if any of the ( )
required submittal documents are not submitted or incomplete

within your Bid submittal package, your firm may be deemed
non-responsive). Required Submittals include but are not limited

to:

N
N N

Form 1, IIREA,

Form 2, Contractor Disclosure Form;

From 3, Bid Bond Form ;

Form 4.1, Certification of Insurance Ability;
Form 4.2 Certification of Bonding Ability (N/A);
From 5, Acknowledgement of Addendum;

Form 6, Contact Directory;

Form 7, Reference List;

Form 8, Required Submittal Checklist.

Bidder’s Official Company Name:
Company Physical Address:

President/Vice President/Owner Name:
Title:

Office Telephone Number:
Direct Cell Telephone Number:
Email Address:

Primary Point-of-Contact Concerning ITB:
Title:

Office Telephone Number:
Direct Cell Telephone Number:
Email Address:







EXHIBIT A

Master Technology Agreement
(Draft)




DRAFT MASTER TECHNOLOGY AGREEMENT; CONTRACT NO. FC-859¢

This Draft Master Technology Agreement (“Agreement”) is entered into and effective as of
{(the “Effective Date”) between the City of Atlanta (“City”) and the service
provider (“Provider”) set forth below.

Contract Name: IT Service Management | Confract No. FC-85%0

Project
| Provider ity of Atlanta
Name: Using Agency:
Atlanta Information Management
Address: Address:
55 Trinity Ave. SW
Atlanta, GA 30303
Phone: Phone: 404-546-7848
Authorized Representative: Authorized Representative: Samir Saini,

Chief Enformation Officer

1. Background.

1.1 City desires to obtain from Provider the software (“Software™) [and Support and
Maintenance Services] described on the Software Order Forms attached as Exhibit A [and/or]
the services described on the Statements of Work attached as Exhibit B (“Services™). The total

amount of payments by City under this Agreement shall not exceed $ (“Master
Maximum Payment™).
2. Term. Subject to the terms of this Agreement, this Agreement shall commence on the

Effective Date and continue for a term of eighteen (18) months.

3. Interpretation.

3.1 All capitalized terms used in this Agreement shall have the meanings ascribed to
them in the Contract Documents and on Exhibit C.

3.2 If there is a conflict between any of the Contract Documents, precedence shall be
given in the following order:'

1. Master Technology Agreement
2. Exhibit C - Definitions

! For purposes of this provision, authorized changes to an item listed in the order of precedence pursuant to a
Change Document take precedence over the particular ifem changed.




3. Exhibit A - Software Order Forms (Not Applicable)

4. Exhibit B - Statement of Work and Compensation

5. Exhibit E — Additional required Submittals (Vendor Access Policy, TIREA
Form, Business License)

6. Exhibit G - Dispute Resolution Procedures

7. Appendix A - Office of Contract Compliance Requirements

8. Appendix B - Insurance and Bonding Requirements

9. Exhibit D — Legislation

10. Exhibit F — User Acceptance Form (Not Applicable) -

4. Authorization. If applicable, this Agreement is authorized by legislation adopted by
City which is attached as Exhibit D.

A, Services.

5.1 Statement of Work, The Statement of Work shall contain, as applicable: (a) a
reference to this Agreement; (b) a detailed description of the Services to be provided, together
with all Work Product applicable to the Services; {¢) a detailed milestone, delivery, service
availability, and completion schedule applicable to the Services (“Milestone Schedule™); (d)
detailed Requirements describing and defining the relevant design, functional, operational and
performance characteristics, standards and criteria applicable to the development, delivery and
performance of the Services, including applicable Service Levels and Service Level credits and
other performance criteria; (e) the location where the Services are to be performed and a detailed
list of all equipment, software, Facilities and names or positions of Provider Personnel required
to provide the Services (“Resources”); (f) the Charges for the Services and the schedule on which
such Charges will be invoiced, the Statement of Work maximum payment and, as applicable,
regular and overtime hourly rates; (g) City’s special conditions of acceptance for the Services
and Work Product, if any; (h) the identity of the key Provider Personnel and City personnel for
the Services; and (i) any additional provisions applicable to the Services to be provided under the
Statement of Work that are required by this Agreement to be addressed and are not otherwise set
forth in this Agreement. If any services to be performed are not specifically described in the
Software Order Form or Statement of Work, as applicable, but are a necessary component of
providing the Services, those services, functions, or tasks will be deemed to be implied in the
scope of the Services to the same extent as if specifically described in such Software Order Form
or Statement of Work.

52  Performance of Services. Provider shall perform all Services in a manner that
causes minimal interference with normal operations of City and in compliance with the City
Security Policies set forth in Exhibit E, and other requirements and regulations described in this
Agreement, the Statement of Work, or otherwise required by City. Compliance with these
policies will not be construed as limiting, in any manner, Provider’s obligations with respect to
all applicable governmental requirements and regulations or its duty to undertake reasonable
actions to establish and maintain secure conditions. Provider is responsible for all costs incurred
as a result of this Section.




53  Acceptance of Specific Deliverables. Each Deliverable set forth on the Statement
of Work shall be subject to acceptance testing by City. Provider shall demonstrate the
Deliverable’s compliance with the acceptance testing procedure outlined in the Contract
Documents. If a Deliverable fails to pass the acceptance test, Provider shall remedy each failure
and shall re-tender the corrected Deliverable to City for re-testing according to the acceptance
testing procedure. If the Deliverable is not accepted by City after 3 sets of acceptance tests,
within 20 days of the first failed acceptance test, or by another deadline in the Statement of Work
(whichever occurs earlier), then City may at its option:

(a) set a new deadline by which the corrected Deliverable must
operate in accordance with the specifications in the applicable Statement of Work,
always provided that if this deadline is not met City may proceed under (b); or

{(b) terminate the Agreement pursuant to the Section entitled
“Termination,” whereupon Provider shall immediately refund to City all amounts
paid by City under the Agreement,

5.4  Resources. Unless otherwise expressly provided in this Agreement, all Resources
shall be furnished by and shall be under the control of Provider. Provider shall be responsible, at
its sole cost, for procuring and using such Resources in proper and qualified, professional and
high quality working and performing order.

6. Software and Support Services

6.1  License Grant. Except to the extent expressly modified or supplemented in the
relevant Software Order Form and in consideration of the payment of the Charges set forth in the
applicable Software Order Form, Provider hereby grants to City a worldwide, perpetual,
transferable, sublicenseable, royalty-free license to: (a) use the Software in object code format
and related documentation for City’s purposes; and {b) reproduce the Software and related
documentation to the extent necessary to use the Software (in compliance with any licensing
constraints in the Software Order Form) and to create copies for backup, archival, testing and
disaster recovery at no additional charge. Use of the Software and related documentation by City
shall include use by its employees, agents, consultants, independent contractors, and other
similar Third Parties.

6.2  Implementation Services. Provider will perform all functions and services
necessary to implement the Software into City’s operations and systems (the “Implementation™).

6.3 Acceptance Testing. Upon notice by Provider of the Implementation, Provider
shall demonstrate that the Software is operating in accordance with the specifications,
functionality and Documentation (“Software Specifications™) set forth in the Software Order
Form. If City finds that the Software is operating in accordance with Software Specifications,
City shall confirm its acceptance of the Software by delivering a User Acceptance Form,
attached as Exhibit F, to Provider. If the Software is not operating in accordance with the
Software Specifications, Provider shall correct the Software to conform to the Software
Specifications. If the Software is not accepted by City after 3 sets of acceptance tests, within 20




days of the first failed acceptance test, or by another deadline in the Statement of Work
(whichever occurs earlier) then City may at its option:

(a) set a new deadline by which the Software must operate in
accordance with the Software Specifications, always provided that if this deadline
is not met City may proceed under (b); or

(b) terminate the Agreement pursuant to the Section entitled
“Termination,” whereupon Provider shall immediately refund to City all amounts
paid by City under the Agreement.

7. Change Documents.

71 Change Documents.

7.1.1  This section will govern changes to the Agreement, whether such changes
involve an increase in the Master Maximum Payment or not. Changes in the Services or other
aspects of this Agreement shall be made by written document (“Change Document” or
“Unilateral Change Document™).”> All changes shall be implemented pursuant to this subsection
(the “Change Document Procedures”) and any Applicable Law.

7.1.2 Potential Change Documents that may be issued conceming this
Agreement include, but are not limited to:

(a) Change Documents to the Agreement involving an increase to the
Master Maximum Payment executed between City and Provider which may or
may not require legislative approval under Code Section 2-1292;

(b) Change Documents to the Agreement involving no increase to the
Master Maximum Payment, changes in the value of the Charges or changes in the
terms or amounts of compensation under the Master Maximum Payment executed
between City and Provider pursuant to Code Section 2-1292(d); and

{(c} Unilateral Change Documents to the Agreement issued by City
pursuant to Code Section 2-1292(d) involving no increase to the Master
Maximum Payment, changes in the value of the Charges or changes in the terms
or amounts of compensation under the Master Maximum Payment.

Change Documents that do not involve an increase in the Master Maximum Payment will be
executed pursuant to Code Section 2-1292(d) either bilaterally or unilaterally by City.

? Change Documents may assume numerous multiple forms and titles depending on the nature of
the change involved (e.g. Change Order, Unilateral Change Order, Amendment, Contract
Modification, Renewal, etc.).



7.1.3 City may propose a change in the Services or other aspects of this
Agreement by delivering written notice to Provider describing the requested change (“Change
Request”). Within ten (10) days of receipt of City’s Change Request, Provider shall evaluate it
and submit a written response (“Proposed Change Document™). A Change Request which
involves the reduction of Services shall be effective upon written notice to Provider.

7.1.4 Provider may, without receiving any Change Request, on its own submit a
Proposed Change Document describing its own proposed requested change to the Agreement.

7.1.5 Each Proposed Change Document shall include the applicable schedule
for implementing the proposed change, any applicable changes to the Charges (either increased
or decreased) and all other information applicable to the proposed change. Each Proposed
Change Document shall constitute an offer by Provider and shall be irrevocable for a period of
sixty (60) days. City shall review and may provide Provider with comments regarding a
Proposed Change Document, and Provider shall respond to such comments, if any, A Proposed
Change Document from Provider will become effective only when executed by an authorized
representative of City.

7.1.6  City may propose any changes to the Agreement including, but not limited
to, changes that it contends do not involve an increase to the Master Maximum Payment, and
Provider shall, in good faith, evaluate such proposed Change Request. If City and Provider are
able to reach agreement on such Change Request, each will execute a Change Document
concerning such Change Request pursuant to Code Section 2-1292(d). Nothing in this
Agreement shall, in the event of disagreement between City and Provider concerning a proposed
Change Request, or otherwise, prohibit City from issuing a Unilateral Change Document to
Provider, pursuant to Code Section 2-1292(d), and City and Provider agree to resolve their
dispute pursuant to the Dispute Resolution Procedures set forth in Exhibit G. During the
pendency of such dispute, Provider shall continue to perform the Services, as changed by such
Unilateral Change Document.

7.2 Suspension of Services. City may, by written notice to Provider, suspend at any
time the performance of any or all of the Services to be performed under this Agreement. Upon
receipt of a suspension notice, Provider must, unless the notice requires otherwise: (a)
immediately discontinue suspended Services on the date and to the extent specified in the notice;
(b) place no further orders or subcontracts for materials, services or facilities with respect to
suspended Services, other than to the extent required in the notice; and (¢) take any other
reasonable steps to minimize costs associated with the suspension.

8. Ownership Richts

8.1 Work Product.

8.1.1 Except as otherwise expressly provided in this Agreement, all reports,
information, data, specifications, computer programs, technical reports, operating manuals and
similar work or other documents, all deliverables, and other work product prepared or authored
by Provider or any of its contractors exclusively for the City under this Agreement, and all
intellectual property rights associated with the foregoing items (collectively, the “Work
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Product”) shall be and remain the sole and exclusive property of the City. Any of Provider’s or
its contractors’ works of authorship comprised within the Work Product (whether created alone
or in concert with City or Third Party) shall be deemed to be “works made for hire” and made in
the course of services rendered and, whether pursuant to the provisions of Section 101 of the
U.S. Copyright Act or other Applicable Law, such Work Product shall belong exclusively to
City. Provider and its contractors grant the City a non-exclusive, perpetual, worldwide, fully
paid up, royalty-free license to all Work Product not exclusively developed for City under this
Agreement.

8.1.2 If any of the Work Product is determined not to be a work made for hire,
Provider assigns to City, worldwide and in perpetuity, all rights, including proprietary rights,
copyrights, and related rights, and all extensions and renewals of those rights, in and to the Work
Product. If Provider has any rights to the Work Product that cannot be assigned to City, Provider
unconditionally and irrevocably waives the enforcement of such rights and irrevocably grants to
City during the term of such rights an exclusive, irrevocable, perpetual, transferable, worldwide,
fully paid and royalty-free license, with rights to sublicense through multiple levels of
sublicensees, to reproduce, make, have made, create derivate works of, distribute, publicly
perform and publicly display by all means now known or later developed, such rights.

8.1.3 City shall have the sole and exclusive right to apply for, obtain, register,
hold and renew, in its own name or for its own benefit, all patents, copyrights, applications and
registrations, renewals and continuations and all other appropriate protection.

8.1.4 To the extent exclusive title or complete and exclusive ownership rights in
and to any Work Product created by Provider Personnel may not originally vest in City by
operation of Applicable Law, Provider shall immediately upon request, unconditionally and
irrevocably assign, transfer and convey to City all right, title and interest in the Work Product.

8.1.5 Without any additional cost to City, Provider Personnel shall promptly
give City all reasonable assistance and execute all documents City may reasonably request to
enable City to perfect, preserve, enforce, register and record its rights in all Work Product,
Provider irrevocably designates City as Provider's agent and attorney-in-fact to execute, deliver
and file, if necessary, any documents necessary to give effect to the provisions of this Section
and to take all actions necessary in Provider’s name with the same force and effect as if
performed by Provider. '

8.2 Third Party Works. Provider shall not use or include any Third Party Works in the
Deliverables unless Provider has obtained prior written consent to the use and/or inclusion of
such Third Party Works from City. Where City approves use or inclusion of any Third Party
Work in the Deliverables, Provider shall whenever possible obtain an assignment to City of all
Intellectual Property Rights in such Third Party Works. If it is not possible to obtain an
assignment of all Intellectual Property Rights in any Third Party Works, Provider must obtain
City’s written confirmation in advance that it is willing to forego an assignment. If City agrees
to forego an assignment of all Intellectual Property Rights in any Third Party Works which
Provider wishes to include in the Deliverables, Provider shall acquire the right for City to use the
Third Party Works for such primary or secondary purposes, and periods (with the right to sub-
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license). Any failure to obtain the forgoing rights must be notified to City in writing and
specifically agreed to by City. In all cases, City shall have an option to review and approve in
advance any license or procurement agreement for the use of any Third Party Works to be
included in any Deliverable,

9. Data Protection. To the extent that Provider accesses or processes any Personal Data
received from or on behalf of City in the course of provision of the Services, Provider shall at all
times:

(a) act only on the instructions of City;

(b)  not transfer the Personal Data to another Party without City’s prior
written consent;

(c) have in place appropriate technical and organizational security
measures against unauthorized or unlawful processing, loss, destruction, damage
of such Personal Data;

(D immediately notify City upon any breach, potential breach, or
unauthorized access to Personal Data;

(e) immediately notify City of any requests for information,
complaints, or other communications received from any govermmental agency
regarding Personal Data; and

(H) upon City’s request, facilitate City’s interaction with governmental
agencies.

16. Provider’s Obligations.

10.1  Provider Personnel. Provider shall be responsible, at its own cost, for all
recruiting, hiring, training, educating and orienting of all Provider Personnel, all of whom shall
be fully qualified and shall be authorized under Applicable Law to perform the Services.

10.2  Provider Authorized Representative. Provider designates the Provider Authorized
Representative named on page 1 of this Agreement (the “Provider Authorized Representative”),
who shall: {(a) be a project executive and employee within Provider’s organization with the
information, authority and resources available to properly coordinate Provider’s responsibilities
under this Agreement; (b) serve as primary interface and the single-point of communication for
the provision of Services by Provider; (¢) have day-to-day responsibility and authority to address
issues relating to the Software and Services, and (d) devote adequate time and efforts to
managing and coordinating the Services,

10.3  Removal of Personnel Assigned to City Contract. Within a reasonable period, but
not later that seven (7) days after Provider’s receipt of notice from City that the continued
assignment to the City Contract of any Provider Personnel is not in the best interests of City,
Provider shall remove such Provider Personnel from City’s Contract. Provider will not be
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required to terminate the employment of such individual. Provider will assume all costs
associated with the replacement of any Provider Personnel. In addition, Provider agrees to
remove any Provider Personnel who has engaged in willful misconduct or has committed a
material breach of this Agreement immediately after Provider becomes aware of such
misconduct or breach.

10.4  Qualifications. Upon City’s reasonable request, Provider will make available to
City all relevant records of the education, training, experience, qualifications, work history and
performance of Provider Personnel.

10.5 Subcontracting. Unless specifically authorized in this Agreement, Provider will
not enter into any agreement with or delegate or subcontract any Services to any Third Party
without the prior written approval of City, which City may withhold in its sole discretion. If
Provider subcontracts any of the Services (after having first obtained City’s prior writien
approval, in its sole discretion), Provider shall: (i) be responsible for the performance of Services
by the subcontractors; (ii) remain City’s sole point of contact for the Services; and (iii) be
responsible for the payment of any subcontractors.

10.6  Key Provider Personnel and Key Subcontractors.

10.6.1 The following Persons are identified by Provider as (“Key Provider
Personnel”) under this Agreement:

(a)
(b) ; and
© _ .

10.6.2 The following Persons are identified by Provider as (“Key
Subcontractors”) under this Agreement:

(a) ;
(b) ; and
© .

10.6.3 Provider shall not transfer, reassign or replace any Provider Key Personnel
or Key Subcontractor, except as a result of retirement, voluntary resignation, involuntary
termination for cause in Provider’s sole discretion, illness, disability or death, during the term of
this Agreement without prior written approval from City.

10.7  Reports. Provider shall provide those periodic reports set forth in the Statement
of Work or as otherwise reasonably requested by City from time to time. Provider shall modify
the content and format of any reports or provide additional reports as reasonably requested by
City from time to time.



At S A

10.8  Conflicts of Interest. Provider shall immediately notify City in writing,
specifically disclosing any and all potential or actual conflicts of interests, which arise or may
arise during the execution of its work in the fulfillment of the requirements of the Agreement.
City shall make a written determination as to whether a conflict of interest actually exists and the
actions to be taken to resolve the conflict of interest.

10.9 Commercial Activities. Neither Provider nor any Provider Personnel shall
establish any commercial activity, issue concessions, or permits of any kind to third Parties for
establishing any activities on City property.

1%. Citv’s Authorized Representative,

11.1  City Authorized Representative. City designates the City Authorized
Representative named on page 1 of this Agreement (the “City Authorized Representative™) who
shall: (a) serve as primary interface and the single-point of communication for the provision of
Services; (b) have day-to-day responsibility to address issues relating to this Agreement; and (c)
to the extent provided under the Code, have the authority to execute any additional documents or
changes on behalf of City.

11.2  Inspection. City may perform routine inspections of any work while such work is
being performed or is in progress. A representative of City may be on-site during the provision
of any Services to perform functions such as safety watch, protection of its electric transmission
system, to obtain clearances, knowledge transfer and training, or for any other reason.

11.3  City’s Right to Review and Reject. Any Work Product, Service, or document or
item to be submitted or prepared by Provider hereunder shall be subject to the review of the City
Authorized Representative. The City Authorized Representative may disapprove, if in the City
Authorized Representative’s sole opinion the Work Product, Service, document or item is not in
accordance with the requirements of this Agreement or sound professional service principles, or
is impractical, uneconomical or unsuited in any way for the purposes for which the Work
Product, Service, document or item is intended. If any of the said items or any portion thereof
are disapproved, Provider shall revise the items until they meet the approval of the City
Authorized Representative. However, Provider shall not be compensated under any provision of
this Agreement for repeated performance of such disapproved items.

12. Pavment Procedures.

12.1  General. All Charges for Services will be calculated in accordance with the
relevant Software Order Form or Statement of Work and will be payable in accordance with the
payment requirements set forth therein. City will not be obligated to pay Provider any amount in
addition to the Charges for Provider’s provision of the Services,

12.2 Invoices. Provider shall prepare and submit to City invoices for payment of all
Charges in accordance with the Software Order Form or Statement of Work. Each invoice shall
be in such detail and in such format as City may reasonably require from time to time. To the
extent not set forth in a Statement of Work or Software Order Form, Provider shall invoice City
monthly for Services rendered.



12.3 Taxes. Charges are inclusive of all taxes, levies, duties and assessments
(“Taxes™) of every nature due in connection with its performance of its obligations under this
Agreement. Provider is responsible for payment of such Taxes to the appropriate governmental
authority. If Provider is refunded any Tax payments made relating to the Services, Provider shall
remit the amount of such refund to City within forty-five (45} days of receipt of the refund.

12.4  Maximum Amount. City shall not be obligated to pay any amount in excess of
the Master Maximum Payment for all Software and Services under all Software Order Forms and
Statements of Work nor shall City be obligated to pay any amount in excess of the Statement of
Work maximum payment or Software Order Form maximum payment.

12.5 Payment. City shall endeavor to pay all undisputed Charges within thirty (30)
days of the date of the receipt by City of a properly rendered and delivered invoice.
Notwithstanding the forgoing, unless otherwise provided in the Sofiware Order Form or
Statement of Work, all undisputed Charges on an invoice properly rendered and delivered shall
be payable within forty-five (45) days of the date of receipt by City.

12.6  Disputed Charges. If City in good faith disputes any portion of an invoice, City
may withhold such disputed amount and notify Provider in writing of the basis for any dispute
within thirty (30) days of the later of: (a) receipt of the invoice or (b) discovery of the basis for
any such dispute. City and Provider agree to use all reasonable commercial efforts to resolve
any disputed amount in any invoice within thirty (30) days of the date City notifies Provider of
the disputed amount.

1277 No Acceptance of Nonconforming Work. No payment of any invoice or any
partial or entire use of the Software or Services by City constitutes acceptance of any Software or
Services.

12.8  Right to Offset. Notwithstanding any provision of this Agreement to the contrary,
City may offset any claims, liquidated or unliquidated, absolute or contingent, that it may have
against Provider, arising out of this Agreement, against any monies to which Provider might
otherwise be entitled, and no property interest in any such monies (not to exceed an amount that
City reasonably determines will cover its claims) will exist in Provider pending the
determination and discharge of the claims.

12.9  Payment of Other Persons. Prior to the issuance of final payment from City,
Provider shall certify to City in writing, in a form satisfactory to City, that all subcontractors,
materialmen, suppliers and similar firms or persons engaged by Provider in connection with this
Agreement have been paid in full or will be paid in full utilizing the monies constituting final
payment to Provider.

13.  Provider Representations and Warranties. As of the Effective Date and continuing
throughout the Term, Provider warrants to City that:

13.1  Authority. Provider is duly incorporated or formed, validly existing and is in
good standing under the laws of the state in which it is incorporated or formed, and is in good
standing in each other jurisdiction where the failure to be in good standing would have a material
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adverse affect on its business or its ability to perform its obligations under this Agreement.
Provider has all necessary power and authority to enter into and perform its obligations under
this Agreement, and the execution and delivery of this Agreement and the consummation of the
transactions contemplated by this Agreement have been duly authorized by all necessary actions
on its part. This Agreement constitutes a legal, valid and binding obligation of Provider,
enforceable against it in accordance with its terms. No action, suit or proceeding in which
Provider is a party that may restrain or question this Agreement or the provision of Services by
Provider is pending or threatened.

13.2  DProfessional Standards. The Services will be performed in a professional and
workmanlike manner in accordance with the standards imposed by Applicable Law and the
practices and professional standards used in well managed operations performing services
similar to the Services.

13.3  Conformity. The development, creation, delivery, provision, implementation,
testing, maintenance and support of all Services shall conform in all material respects to the
description of such Services in the Contract Documents.

13.4 Materials and Equipment. Any equipment or materials provided by Provider shall
be new, of clear title, not subject to any lien or encumbrance, of the most suitable grade of their
respective kinds for their intended uses, shall be free of any defect in design or workmanship and
shall be of merchantable quality and fit for the purposes for which they are intended by City.

13.5 Intellectual Property Rights. None of the Services or Software utilized by
Provider to fulfill its obligations hereunder, nor any of the materials and methodologies used by
Provider in fulfilling its obligations hereunder (including Work Product), shall infringe any third
Party’s Intellectual Property Rights or privacy, publicity or other rights.

13.6  No Viruses. All Services and Software shall be free of viruses, worms, time
bombs, logic bombs, trap doors, Trojan horses, or similar malicious instructions, that can disrupt,
erase, disable, shut down, or otherwise damage any part of a computer system.

13.7 No Locks, Back Doors etc. The Services and Software do not and will not
contain any computer code that would automatically disable the Services, or Software or any
hardware or systems, or impair, or enable Provider to impair, in any way the operation thereof
based on the elapsing of a period of time, exceeding an authorized number of copies or users,
advancements to a particular date or other numeral, or other similar self-destruct mechanisms
(sometimes referred to as “time bombs,” “time locks,” “locking devices,” or “drop dead
devices™) or that would permit Provider to access the Services, or Software or City’s systems to
cause such disablement or impairment (sometimes referred to as a “trap door” or “back door”
device).

13.8 No Open Source Code. The Services and Software shall not include any “open
source” code (as defined by the Open Source Initiative) or “Free” code (as defined by the Free
Software Foundation) or any similar code (collectively, “Open Source Code”) or be created in
such a way that such are compiled with or linked to Open Source Code, without City’s prior
review and approval of the applicable license agreement. Provider further represents and
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warrants that 1t shall not include Open Source Code or other similar code in the Services or
Software, or create such a way, or for use with any third Party code:

(a) that would impose any requirements on how the Services,
Software, or any portion thereof, is distributed, published, licensed or otherwise
made available to third Parties;

(b) that would create, or purport to create, obligations for City with
respect to the Services or Software;

{c) that would grant, or purport to grant, to any third Party any rights
to or immunities under City’s Intellectual Property rights in the Services or
Software; or

{(d}y  that would have the effect of requiring that the Services, Software,
or any portion thereof: (a) be disclosed or distributed in source code form; (b) be
licensed for the purpose of making derivative works; (¢) be redistributable at no
charge; or (d) be licensed under any open source or Free software license or
licensing scheme.

13.9 Remedies for Defects. Upon notification from City of a breach of Section,
Provider will immediately correct and repair any such breach at no charge to City. If Provider is
unable to do so, at City’s option, Provider will accept return of the Services and Software and
will refund to City all fees paid.

14. Compliance with Laws.

14.1  General. Provider and its subcontractors will perform the Services in compliance
with all Applicable Law.

14.2  City’s Socio-Economic Programs. Provider shall comply with Appendix A and
any applicable City socio-economic programs including, but not limited to, City’s EBO and EEO
Programs and requirements set forth in the Code in the performance of the Services.

143 Consents, FLicenses and Permits. Provider will be responsible for, and the
Charges shall include the cost of, obtaining, maintaining and complying with, and paying all fees
and taxes associated with, all applicable licenses, authorizations, consents, approvals and permits
required of Provider in performing Services and complying with this Agreement.

15, Confidential Information.

15.1  General. Each Party agrees to preserve as strictly confidential all Confidential
Information of the other Party for two (2) years following the expiration or termination of this
Agreement; provided, however, that each Party’s obligations for the other Party’s Confidential
Information that constitutes trade secrets pursuant to Applicable Law will continue for so long as
such Confidential Information continues to constitute a trade secret under Applicable Law. Any
Confidential Information that may be deemed sensitive security information by the Department
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of Homeland Security or any other similar Confidential Information related to security will be
considered trade secrets. Upon request by City, Provider will retum any trade secrets to City.
Each Party agrees to hold the Confidential Information of the other in trust and confidence and
will not disclose it to any Person, or use it (directly or indirectly) for its own benefit or the
benefit of any other Person other than in the performance of its obligations under this
Agreement.

15.2 Disclosure of Confidential Information or Information Other Party Deems to be
Confidential Information. Each Party will be entitled to disclose any Confidential Information if
compelled to do so pursuant to: (a) a subpoena; (b) judicial or administrative order; or (¢) any
other requirement imposed upon it by Applicable Law. Prior to making such a disclosure, to the
extent allowed pursuant to Applicable Law, each Party shall provide the other with thirty six (36)
hours prior notice by facsimile of its intent to disclose, describing the content of the information
to be disclosed and providing a copy of the pleading, instrument, document, communication or
other written item compelling disclosure or, if not in writing, a detailed description of the nature
of the communication compelling disclosure with the name, address, phone number and
facsimile number of the Person requesting disclosure. Should the non-disclosing Party contest
the disclosure, it must: (a) seek a protective order preventing such disclosure; or (b) intervene in
such action compelling disclosure, as appropriate. This Section shall be applicable to
information that one Party deems to be Confidential Information but the other Party does not.

16. Aundit and Inspection Richts.

16.1 General.

16.1.1 Provider will provide to City, and any Person designated by City, access to
Provider Personnel and to Provider owned Facilities for the purpose of performing audits and
inspections of Provider, Provider Personnel and/or any of the relevant information relating to the
Services and this Agreement. Such audits, inspections and access may be conducted to: (a)
verify the accuracy of Charges and invoices; (b) examine Provider’s performance of the
Services; (¢} monitor compliance with the terms of this Agreement; and (d) any other matters
reasonably requested by City. Provider shall provide full cooperation to City and its designated
Persons in connection with audit functions and examinations by regulatory authorities.

16.1.2 All audits and inspections will be conducted during business hours (except
with respect to Services that are performed during off-hours).

16.1.3 Provider shall promptly respond to and rectify the deficiencies identified
in and implement changes suggested by any audit or inspection report.

16.1.4 If any audit or inspection of Charges or Services reveals that City has
overpaid any amounts to Provider, Provider shall promptly refund such overpayment and
Provider shall also pay to City interest on the overpayment amount at the rate of one and one-
half percent (1.5%) per month (or such maximum rate permissible by Applicable Law, if lower)
from the date the overpayment was made until the date the overpayment is refunded to City by
Provider.
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16.2 Records Retention. Until the later oft (a) six (6) years after expiration or
termination of this Agreement; (b) the date that all pending matters relating to this Agreement
(e.g., disputes) are closed or resolved by the Parties; or (c) the date such retention is no longer
required to meet City’s records retention policy or any record retention policy imposed by
Applicable Law, if more stringent than City’s policy, Provider will maintain and provide access
upon request to the records, data, documents and other information required to fully and
completely enable City to enforce its audit rights under this Agreement.

17.  General Indemnification by Provider. Provider shall defend, indemmify, and hold
harmless City, its agencies and its and their respective officers, directors, employees, advisors
and agents, successors and permitted assigns (“City Indemnitiees”), from any Losses arising
from claims or actions based upon:

(a) Provider’s or Provider Personnel’s performance, non-performance
or breach of this Agreement;

(b)  compensation or benefits of any kind, by or on behalf of Provider
Personnel, or any subcontractor, claiming an employment or other relationship
with Provider or such subcontractor (or claiming that this Agreecment creates an
inherent, statutory or implied employment relationship with City or arising in any
other manner out of this Agreement or the provision of Services by such Provider
Personnel or subcontractor);

(©) any actual, alleged, threatened or potential violation of any
Applicable Law to the extent such claim is based on the act or omission of
Provider or Provider Personnel, excluding acts or omissions by or at the direction
of City;

(d) death of or injury to any individual, caused in whole or in part by
the tortious conduct of Provider or any Person acting for, in the name of, at the
direction or supervision of or on behalf of Provider; and

(e) damage to, or loss or destruction of, any real, tangible, or
intangible property caused in whole or in part by the tortious conduct of Provider

or any Person acting for, in the name of, at the direction or supervision of or on
behalf of Provider.

18. Intellectual Property Indemnification by Provider. Provider shall defend, indemnify
and hold harmless City Indemnitices, from and against any and all Losses arising from Third
Party Claims that the Deliverables or Software or any other item, provided or used under this
Agreement by Provider (or any Provider agent, contractor, subcontractor or representative), or
City’s use thereof (or access or other rights thereto) in connection with the Deliverables or
Software infringes or misappropriates the Intellectual Property Rights of a third Party. If any
Deliverable, Software or other item provided by Provider hereunder is held to constitute, or in
Provider’s reasonable judgment is likely to constitute, an infringement or misappropriation,
Provider will in addition to its indemnity obligations, at its expense and option, and after
consultation with City regarding City’s preference in such event, either: (a) procure the right for
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City Indemnitees to continue using such Deliverable, Software or other item; (b) replace such
Deliverable, Software or other item with a non-infringing equivalent, provided that such
replacement does not result in a degradation of the functionality, performance or quality of the
Deliverable, Software or other item; (¢) modify such Deliverable, Software or other item, or have
such Deliverable, Software or other item modified, to make it non-infringing, provided that such
modification does not result in a degradation of the functionality, performance or quality of the
Deliverable, Software or other item; or {(d) create a feasible workaround that would not have any
adverse impact on City.

19. Limitation of Liability.

19.1 General. THE MAXIMUM AGGREGATE LIABILITY OF CITY
HEREUNDER IS LIMITED TO THE TOTAL OF ALL CHARGES ACTUALLY PAID
DURING THE CURRENT YEAR UNDER THE AGREEMENT. EXCEPT FOR
PROVIDER’S INDEMNITY OBLIGATIONS SET FORTH IN THE SECTION ENTITLED
“INDEMNIFICATION BY PROVIDER” AND WILLFUL MISCONDUCT OR GROSS
NEGLIGENCE BY PROVIDER, NEITHER PARTY SHALL BE LIABLE FOR ANY
INDIRECT, CONSEQUENTIAL, OR PUNITIVE DAMAGES (OR ANY COMPARABLE
CATEGORY OR FORM OF SUCH DAMAGES, HOWSOEVER CHARACTERIZED IN ANY
JURISDICTION), ARISING OUT OF OR RESULTING FROM THE PERFORMANCE OR
NONPERFORMANCE OF ITS OBLIGATIONS UNDER THIS AGREEMENT,
REGARDLESS OF THE FORM OF ACTION, WHETHER IN CONTRACT, NEGLIGENCE,
TORT, STRICT LIABILITY, PRODUCTS LIABILITY OR OTHERWISE, AND EVEN IF
FORESEEABLE OR IF SUCH PARTY HAS BEEN ADVISED OF THE POSSIBILITY OF
SUCH DAMAGES.

19.2  Exceptions to Limitations. The Limitations set forth in the immediate subsection
shall not apply to: (a) personal injury, wrongful death or tangible property damage; (b) any claim
for infringement of intellectual property; (¢) any breach of the Section entitled “Confidential
Information;” or (d) any claim involving a violation of any Applicable Law concerning
homeland security, terrorist activity or sensitive security information, regardless of the manner in
which such damages are characterized.

20.  Insurance and Bonding Requirements. Provider shall comply with the insurance and
bonding requirements set forth on Appendix B.

21.  Force Majeure, Neither Party will be liable for default or delay in the performance of its
obligations under this Agreement to the extent such default or delay is caused by a Force
Majeure Event. Upon the occurrence of a Force Majeure Event, the non-performing Party will
be excused from performance or observance of affected obligations for as long as: (a) the Force
Majeure Event continues and (b) the Party continues to attempt to recommence performance or
observance to the extent commercially reasonable without delay. If any Force Majeure Event
continues for thirty (30) consecutive days, City may, at its option during such continuation,
terminate this Agreement, in whole or in part, without penalty or further obligation or liability of
City.
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22, Termination.

22,1 Termination by City for Cause. City may at its option, by giving written notice to
Provider, terminate this Agreement:

(a) for a material breach of the Contract Docﬁments that is not cured
by Provider within seven (7) days of the date on which City provides written
nofice of such breach;

(b) immediately for a material breach of the Contract Documents by
Provider that is not reasonably curable within seven (7) days;

() immediately upon written notice for numerous breaches of the
Contract Documents by Provider that collectively constitute a material breach or
reasonable grounds for insecurity concerning Provider’s performance; or

(d) immediately for engaging in behavior that is dishonest, fraudulent
or constifutes a conflict of interest with Provider’s obligations under this
Agreement or is in violation of any City ethics ordinances.

22.2 Re-procurement Costs. In addition to all other rights and remedies City may
have, if this Agreement is terminated by City pursuant to the Section entitled “Termination by
City for Cause,” Provider will be liable for all costs in excess of the Charges for all terminated
Services reasonably and necessarily incurred by City in the completion of the Services, including
the cost of administration of any agreement awarded to any Person for completion. If City
improperly terminates this Agreement for cause, the termination for cause will be considered a
termination for convenience in accordance with the provisions of the Section entitled
“Termination by City for Convenience.”

223 Termination by City for Insolvency. City may terminate this Agreement
immediately by delivering written notice of such termination to Provider, if Provider: {(a)
becomes insolvent, as that term may be defined under Applicable Law, or is unable to meet its
debts as they mature; (b) files a voluntary petition in bankruptcy, seeks reorganization, or to
effect a plan or other arrangement with creditors; (c) is adjudicated bankrupt or makes an
assignment for the benefit of its creditors generally; (d) fails to deny or contest the material
allegations of an involuntary petition filed against it pursuant to any Applicable Law relating to
bankruptcy, arrangement or reorganization, which is not dismissed within sixty (60) days; or {e)
applies for or consents to the appointment of any receiver for all or any portion of its property.

224  Termination by City for Convenience. At any time during the Term of this
Agreement, City may terminate this Agreement for convenience upon fourteen (14) days written
notice of such termination. Upon a termination for convenience, Provider waives any claims for
damages, mcluding loss of anticipated profits. As Provider’s sole remedy and City’s sole
liability, City will pay Charges for the Services properly performed prior to the notice of
termination, plus all reasonable costs for Services performed after the termination, as specified in
such notice, and reasonable administrative costs of settling and paying claims arising out of the
termination of Services under purchase orders or subcontracts except to the extent any products
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under such purchase orders or subcontracts can be used by Provider in its business within thirty
-(30) days following termination. If requested, Provider shall substantiate such costs with proof
satisfactory to City.

22.5 Termination for Lack of Appropriations. If during the Term of this Agreement,
legislation establishing a Master Maximum Payment for the following year is not enacted, this
Agreement will terminate in its entirety on the last day of the annual term for which a Master
Maximum Payment has been legislatively authorized.

22.6  Effect of Termination. Unless otherwise provided herein, termination of this
Agreement, in whole or in part and for any reason, shall not affect: (a) any liabilities or
obligations of either Party arising before such termination or out of the events causing such
termination or (b) any damages or other remedies to which a Party may be entitled under this
Agreement, at law or in equity. Upon termination of this Agreement, Provider shall
immediately: (a) discontinue Services on the date and to the extent specified in the notice and
place no further purchase orders or subcontracts to the extent that they relate to the performance
of the terminated Services; (b) inventory, maintain and turn over to City all Services Work
Product, licenses, equipment, materials, plant, tools, and property furnished by Provider or
provided by City for performance of the terminated Services; (¢) promptly obtain cancellation,
upon terms safisfactory to City, of all purchase orders, subcontracts, rentals, or any other
agreements existing for performance of the terminated Services, or assign those agreements, as
directed by City; (d) comply with all other reasonable requests from City regarding the
terminated Services; and {e) continue to perform in accordance with all of the terms and
conditions of this Agreement any portion of the Services that are not terminated.

22.7 Transfer of Services. To the extent requested by City, in addition and without
prejudice to any exit plan set out in any Statement of Work, prior to, upon and for up to three (3)
months after termination or expiration of the Agreement, Provider shall, at no cost to City,
provide reasonable assistance to City and any authorized third Parties (including any replacement
service provider) in assuming performance of the expired or terminated Services so as to ensure
their smooth handover and uninterrupted operation. Such assistance may, without limitation,
include:

(a) promptly and fully answering all questions as to the manner in
which the Services have been provided for the purpose of allowing City or any
new service provider to conduct “due diligence;”

(b) migration of programs, data and other materials from Provider’s
equipment to similar equipment owned by City or a new service provider;

(c) using all reasonable endeavors to procure that any contracts
entered into for the purpose of providing services to City are assigned to City or a
new service provider; and

(d) providing all system passwords (including any root passwords) for
all user accounts.
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23. Dispute Resolution.

23.1  All disputes under the Contract Documents or conceming the Services shall be
resolved under this Section and Exhibit G. Both Parties shall continue performing under this
Agreement while the Parties are seeking to resolve any such dispute unless, during that time, this
Agreement terminates or expires and except to the extent the issue in dispute precludes
performance. A dispute over payment will not be deemed to preclude performance by Provider.

23.2  Applicable Law. The Contract Documents shall be governed by and construed in
accordance with the substantive laws of the State of Georgia without regard to its choice of law
principles.

23.3  Jurisdiction and Venue. The Parties hereby submit and consent to the exclusive
jurisdiction of the state courts of Fulton County, Georgia or in the United States District Court
for the Northern District of Georgia and irrevocably agree that all actions or proceedings relating
to this Agreement will be litigated in such courts, and each of the Parties waives any objection
which it may have based on improper venue or forum non conveniens to the conduct of any such
action or proceeding in such court.

23.4  Equitable Remedies. Notwithstanding the other provisions, the Parties agree that
in the event of any breach or threatened breach of any provision of this Agreement concerning;
(a) Confidential Information; (b) Intellectual Property Rights; (¢) Personal Data; or (d) other
matters for which equitable rights are expressly provided in this Agreement, money damages
would be an inadequate remedy and the other would be irreparably harmed. Accordingly, City
may seek a preliminary or permanent, mandatory or prohibitory, injunction or such other order of
a court of competent jurisdiction.

24, Liguidated Damages

24.1. The Consultant recognizes that timely implementation and acceptance of the system
is of the essence to the City. The City will suffer if the system is not commissioned at the
specified time.

24.2. If the Consultant at any time believes that it is likely to miss a deadline or
milestone, it must promptly notify the City of the likely delay and the impact of such delay. The
Consultant also must use diligent efforts to avoid or minimize any delays or effects resulting
from a delay.

24.3. The parties agree that the injury caused to the City based on a late delivery of the
system 1s difficult or impossible to accurately estimate. The parties intend the following
liquidated damages to provide for damages, rather than a penalty or a deterrent. Further, the
parties agree that the liquidated damages below represent a reasonable pre-estimate of the
probable loss to the City based on a late delivery of the system.

24.4. It Consultant fails to complete all of the Work as specified in this Scope of Work
and Technical Specifications, excluding Close-Qut activities, within the identified timeline in the
scope and technical specifications after receiving the City’s written approval, then the Consultant
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shall pay to the City as liquidated damages an amount equal to $1,000 per day for a maximum
period of three (3) months.

25, General.

25.1  Davision of Agreement. The division of this Agreement into sections, subsections
and exhibits, the division of exhibits of this Agreement into sections and subsections, and the
insertion of headings i this Agreement are for convenience of reference only and wiil not affect
its construction or interpretation.

25.2  References. Unless otherwise provided to the contrary: (a) all references to days,
months, quarters or years will be deemed references to calendar days, months, quarters or years,
(b) any reference to a “Section,” or “Exhibit” will be deemed to refer to a section or of the
document containing the reference or an Exhibit to the document containing the reference; (¢)
any reference to a Section or subsection will be deemed to include all subsections and paragraphs
of such Section or subsection; and (d) any reference to an Applicable Law will be deemed to
include any amendment or modification to such Applicable Law and any rules or regulations
promulgated thereunder or any Applicable Law enacted in substitution or replacement therefor.
Unless the context otherwise requires, as used in this Agreement, all terms used in the singular
will be deemed to refer to the plural as well, and vice versa, and each gender will be deemed to
refer to and include the other. Whenever the words “include,” “includes” or “including” are used
in this Agreement, they will be deemed to be followed by the words “without limitation.”
Whenever the word “or” is used in this Agreement, it will be deemed not to be exclusive.
Whenever the term “good faith” is used with respect to a performance obligation of a Party, it
will be deemed to mean that such Party will use commercially reasonable efforts on a diligent
basis (and the Party may act in its own self-interest). References to “$” or “dollars” will be
deemed a reference to United States dollars unless otherwise specified. Unless otherwise
indicated, all accounting terms, ratios and measurements shall be interpreted or determined in
accordance with United States GAAP as in effect on date hereof.

253 Notices. Any notices under this Agreement shall be in writing and sent to the
respective Party at the address on page 1 of this Agreement or, if applicable, to the City’s
Department of Procurement at 55 Trinity Avenue, Suite 1790, Atlanta, Georgia, 30303, and shall
be deemed delivered: (a) when delivered by hand or courier or by overnight delivery with
signature receipt required; (b) when sent by confirmed facsimile with a copy sent by another
means specified in this Section; or (¢) three (3) days after the date of mailing by United States
certified mail, return receipt requested, postage prepaid. Any Party may change its address for
communications by notice in accordance with this Section.

254 Waiver. Any waiver by the Parties or failure to enforce their rights under this
Agreement shall be deemed applicable only to the specific matter and shall not be deemed a
waiver or failure to enforce any other rights under this Agreement, and this Agreement shall
continue in full force and effect as though such previous waiver or failure to enforce any rights
had not occurred. No supplement, modification, amendment or waiver of this Agreement will be
binding on City unless executed in writing by the City Authorized Representative.
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25.5 Assignment. Neither this Agreement, nor any rights or obligations under it, may
be assigned by Provider in any manner without the prior written consent of City and any attempt
to do so without such written consent shall be void ab initio.

25.6  Publicity. Provider shall not make any public announcement, communication to
the media, take any photographs, or release any information concerning City, the Services or this
Agreement without the prior written consent of City.

257 Severability. In the event that any provision of this Agreement is declared
invalid, unenforceable or unlawful, such provision shall be deemed omitted and shall not affect
the validity of other provisions of this Agreement.

25.8 Further Assurances. FEach Party shall provide such further documents or
instruments required by the other Party as may be reasonably necessary to give effect to this
Agreement.

259 No Drafting Presumption. No presumption of any Applicable Law relating to the
interpretation of contracts against the drafter shall apply to this Agreement.

25.10 Survival. Any provision of this Agreement which contemplates performance or
observance subsequent fo any termination or expiration of this Agreement or which must survive
in order to give effect to its meaning including, without limitation, software licenses and
warranty obligations shall survive the expiration or termination of this Agreement.

25.11 Independent Providers. Provider is an independent consultant of City and nothing
in this Agreement shall be deemed to constitute Provider and City as partners, joint venturers, or
principal and agent, or be construed as requiring or permitting the sharing of profits or losses.
Neither Party has the authority to represent or bind or create any legal obligations for or on
behalf of the other Party.

25.12 Third Party Beneficiaries. This Agreement is not intended, expressly or
implicitly, to confer on any other Person any rights, benefits, remedies, obligations or liabilities.

25.13 Cumulative Remedies. Except as otherwise provided herein, all rights and
remedies under this Agreement are cumulative and are in addition to and not in licu of any other
remedies available under Applicable Law, in equity or otherwise.

25.14 Unauthorized Goods or Services. Provider acknowledges that this Agreement and
any changes to it by amendment, modification, change order or other similar document may have
required or may require the legislative authorization of the City’s Council and approval of the
Mayor. Under Georgia law, Provider is deemed to possess knowledge concerning the City’s
ability to assume contractual obligations and the consequences of Provider’s provision of goods
or services to the City under an unauthorized contract, amendment, modification, change order or
other similar document, including the possibility that the Provider may be precluded from
recovering payment for such unauvthorized goods or services. Accordingly, Provider agrees that
if it provides goods or services to the City under a contract that has not received proper
legislative authorization or if Provider provides goods or services to the City in excess of the any
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contractually authorized goods or services, as required by the City’s Charter and Code, the City
may withhold payment for any unauthorized goods or services provided by Provider. Provider
assumes all risk of non-payment for the provision of any unauthorized goods or services to the
City, and it waives all claims to payment or to other remedies for the provision of any
unauthorized goods or services to the City, however characterized, including, without limitation,
all remedies at law or equity.

25.15 Entire Agreement. The Contract Documents contain the entire Agreement of the
Parties relating to their subject matter and supersede all previous communications,
representations or agreements, oral or written, between the Parties with respect to such subject
matter. This Agreement may only be amended or modified by a writing executed by each
Party’s authorized representative and each such writing shall be deemed to incorporate the
Contract Documents, except to the extent that City is authorized under Applicable Law to issue
Unilateral Change Documents. PROVIDER MAY NOT UNILATERALLY AMEND OR
MODIFY THIS AGREEMENT BY INCLUDING PROVISIONS IN ITS INVOICES, OR
OTHER BUSINESS FORMS, WHICH SHALL BE DEEMED OBJECTED TO BY CITY AND
OF NO FORCE OR EFFECT.

[Signatures on Following Page. ]
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The Parties, by authorized representatives, have executed this Agreement as of the Effective

Date.
‘ City of Atlanta [Pr{ivider - See following page for signaturé
block options. If the Provider is a Joint
Venture, all Joint Venturers should be
signatories. |
Mayor

Municipal Clerk (Seal)

Approved:

Atlanta Information Management

Chief Procurement Qfficer

Approved as to form:

City Attorney
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Signature Block Options for Provider:

Corporate signature:

[Insert Corporate Name]

By:

Name:

Title:

Corporate Secretary/Assistant
Secretary (Seal)

Limited Liability Company:

[Insert LLC Name]

Name:

Title:

Notary Public (Seal)

My Commission Expires:
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(Not Applicable)
EXHIBIT A

SOFTWARE ORDER FORM

| w 1. Master Technology Agreement

This Software Order Form is subject to the Master Technology Agreement. Description
of Software

[Identify the Software being purchased including name, specifications and
I functionality and attach any Documentation or reference it specifically.]

2. License Grant
[If different than grant provided in Section 6.1]
3. Restrictions on Use

[if applicable, include information regarding restrictions om use, such as at a
particular location, number of users if a seat license]

4. License Fees and Payment Terms

[revise as applicable]

Table 1 — Software Char‘ges
Quantity Description of Software Permitted Number of Unit Price
Concurrent End-
Users at Site(s)
1 [$__ 1
1 5 ]
1 s 1
Annual Maintenance Fee see below




5. Annual Support and Maintenance

5.1 Scope of Support Services. Provider will provide support and maintenance
Services for the most current version of the Software and, upon the issuance of a new release or
new version, and at City’s request, Provider will also provide support and maintenance services
for up to one (1) previous version of the Software for up to one (1) year following such issuance
(“Support_and Maintenance Services”). If a Software product is discontinued, Provider will
continue to provide support and maintenance services for such discontinued Software for up to
one (1) year after notice of discontinuation and will reasonably assist City in the procurement of
a stimilar replacement product.

5.2 Provider Support Responsibilities. Provider will provide to City the following as
part of the Support and Maintenance Services:

5.2.1 General Support. Unlimited telephone or email support to City’s technical
support personnel between the hours of | l.

5.2.2 Software Updates. Any and all Software Updates issued for the Software.
The term “Update™ will mean: (a) any engineering patch, modification or revision intended to
correct deficiencies, defects, bugs and errors in the Software, including failures to conform to the
Documentation or the terms of this Agreement, or to bring the Software into compliance with
Applicable Law and (b) any new version or release of the Software which improves existing
functions and performance, or which is identified as a mandatory change to the Software.
Updates do not include any new version that constitutes a separate product by virtue of
substantially different architecture and technical changes to the Software that add new features or
functionality and for which Provider imposes a separate charge to its customers.

5.2.3 Eror Correction. For each issue or incident related to the Software that
City submits for support and maintenance Services, Provider will issue a tracking number and
will monitor the resolution of the problem. Within 24 hours of resolution of the issue or
incident, Provider will furnish City a root cause analysis of the issue or incident. City will be
able to reference any such issue using this tracking number, and Provider will provide City with
a monthly reconciliation report containing the status of all pending issues.

53  Support Term. The support and maintenance Services will begin upon acceptance
of the Software and will continue on an annual basis for each year that City has elected to
procure support and maintenance Services. City’s failure to pay an invoice for support and
maintenance Services within ninety (90) consecutive days after receipt of a proper, undisputed
invoice will result in the cancellation of support and maintenance Services related to the unpaid
invoice. City may renew the support and maintenance Services at any time following
cancellation by paying all sums properly billed and undisputed, which would have been paid, had
support and maintenance Services been continually active; provided, however, that such
cancellation was not due to Provider’s default or non-performance of this Agreement.

54  Annual Support and Maintenance Fees. Annual support and maintenance fees are
payable by City in the amount specified below in Table 2.



Table 2 — Annual Support and Maintenance Fees
Description of Software Annual Support and Maintenance Fee
6. Software Order Form Maximum Payment. The Software Order Form Maximum
Payment shall be $ . Notwithstanding anything to the contrary in this Software Order

Form, the charges pursuant to this Software Order Form shall not exceed, nor shall City be liable
for any amounts above, the Software Order Form maximum payment.

7. Acceptance Testing Procedure,



EXHIBIT B

General Conditions
{(Not Applicable)

5
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EXHIBIT C

Specﬁaﬁ Conditions
(Not Applicable)



EXHIBIT D

Bid Schedule and Pricing Information
(Cost Worksheet)



Bid Schedule and Pricing Information
(Cost Worksheet)

EACH BIDDER MUST BID ON EVERY LINE ITEM LISTED ON THIS COST WORKSHEET. FAILURE TO
BID ON EACH LINE ITEM WILL CAUSE YOUR BID TO BE DEEMED NON-RESPONSIVE.
ADDITIONALLY, THE CITY WILL NOT ACCEPT ANY PRICING DEVIATIONS TO THIS FORM.
SHOULD A BIDDER SUBMIT A PRICING SCENARIO ON ANOTHER FORM OTHER THAN THE
REQUIRED FORM SUBMITTED BY THE CITY, THEIR BID SHALL BE DEEMED NON-RESPONSIVE.

Phase |
Application Position/Description Hourly Hours Rate Cost
Rate (Rate x Hours)
Incident
Management
Engagement Manager
Solutions Architect
Technical Consultant
Integration Consultant
Content Management
Specialist
Travel & Living
Total Costs
Application Position/Description Hourly Hours Rate Cost
Rate (Rate x Hours)
Request Mgt. /
Service Catalog
Engagement Manager
Solutions Architect
Technical Consultant
Integration Consultant
Content Management
Specialist
Travel & Living
Total Costs
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Bid Schedule and Pricing Information
(Cost Worksheet)

Application Position/Description Hourly Hours Rate Cost
Rate (Rate x Hours)
Problem
Management
Engagement Manager
Solutions Architect
Technical Consultant
Integration Consultant
Content Management
Specialist
Travel & Living
Total Costs
Application Position/Description Hourly Hours Rate Cost
Rate (Rate x Hours)
Change
Management
Engagement Manager
Solutions Architect
Technical Consultant
Integration Consultant
Content Management
Specialist
Travel & Living
Total Costs
Application Position/Description Hourly Hours Rate Cost
Rate (Rate x Hours)
Knowledge
Management
Engagement Manager
Solutions Architect
Technical Consultant
Integration Consultant
Content Management
Specialist
Travel & Living
Total Costs
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Bid Schedule and Pricing Information
(Cost Worksheet)

Phase ll
Application Position/Description Hourly Hours Rate Cost
Rate (Rate x Hours)
Event
Management
Engagement Manager
Solutions Architect
Technical Consultant
Integration Consultant
Content Management
Specialist
Travel & Living
Total Costs
Application Position/Description Hourly Hours Rate Cost
Rate (Rate x Hours)
Release
Management
Engagement Manager
Solutions Architect
Technical Consultant
Integration Consultant
Content Management
Specialist
Travel & Living
Total Costs
Application Position/Description Hourly Hours Rate Cost
Rate (Rate x Hours)
Configuration
Management
Engagement Manager
Solutions Architect
Technical Consultant
Integration Consultant
Content Management
Specialist
Travel & Living
Total Costs
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Bid Schedule and Pricing Information
(Cost Worksheet)

Application

Position/Description

Hourly Hours Rate

Rate

Cost
(Rate x Hours)

Asset
Management

Engagement Manager

Solutions Architect

Technical Consultant

Integration Consultant

Content Management
Specialist

Travel & Living

Total Costs

Summary

Phases | & Il

Application

Total
(Application + Travel and
Living)

Incident Management

Request Mgt./Service
Catalog

Problem Management

Change Management

Knowledge Management

Event Management

Release Management

Configuration Management

Asset Management

Total BID
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EXHIBIT E

Scope of Services



Section 1.1 Purpose

A. Overview

The City of Atlanta is soliciting bids to establish a contract with an experienced ServiceNow®
partner to implement and roll out ServiceNow® modules, provide ServiceNow® training and
consulting to City of Atlanta staff, and lead ServiceNow® development, workflow, and
integration efforts.

ServiceNow?® is the Information Technology Service Management System that we (City of
Atlanta) are asking to be implemented.

B. Background

The desired objective is to implement an Information Technology Service Management solution
to replace existing and disparate systems (NUMARA & HEAT) as well as IT processes which does
not satisfy the organization’s business need in terms of IT service delivery. The City of Atlanta’s
“Atlanta Information Management Services” (AIM) group is seeking a medium to enhance our
current service delivery processes based on Information Technology Infrastructure Library (ITIL)
methodology “Best Practices”. ITIL concepts support IT service provision in the planning of
consistent, documented and repeatable processes that amplify customer experience and

improve service delivery (best in class customer service).

Our current Service Desk is an important function within “AIM” and is the first and single point
of contact for customers, focused on call management, communication and resolution of
incidents/requests. Ultimately, focus on blending process, people and technology to deliver

excellent customer satisfaction.

City of Atlanta has 8900 customers, 165 supported sites, 6336 PCs and Laptops, 6000 mobile
devices supported by 43 full time service desk personnel. The Information Technology Service
Management “ITSM” project is twofold — Emphasis on the Process/People Implementation and

Solution “Technology” implementation.
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C.

Minimum Qualifications

1.

Consultant must list the number of employees in its organization and the number
allocated to perform the service you are to bid. Consultant must provide the resume
of key personnel to be assigned to this bid.

Consultant must be able to demonstrate a minimum of five (5) years of experience in
design, implementation, and commissioning of a comparable ITSM system as a
ServiceNow® Partner. Consultant must provide a minimum of three (3) resumes
supporting the projects handled.

Consultant must demonstrate three (3) successful implementations of the ITSM
systems in a public environment of comparable size and complexity as a ServiceNow®
Partner. Consultant must provide the following details on each installation: project
proposed and actual durations, proposed and actual budgets, project description, staff
levels, and references (name/phone or email address).

The Consultant must have on staff a lead installer that is certified in implementation of
the selected ITSM solution. Consultant must provide such certifications and
accreditations of the lead implementation expert. The Consultant(s) each must have
at least 5 years of ServiceNow® experience with 3 years of ServiceNow® scripting, with
combined experience in all of the following areas: Incident, Request/Service Catalog,
Problem, Change, Knowledge, Event, Release, Asset and CMDB.

The Consultant must possess and submit a copy of its valid Georgia General
Contractors License. If a Consultant elects to submit its bid as a Joint Venture, the
Consultant is required to contact Contracting Officer, Mr. Clinton L. Johnson at
cliohnson@atlantaga.gov in writing to request instructions on how to submit
responsive documentation.

Consultant must furnish evidence (number of employees by category, list of
completed similar projects with contact names and references) satisfactory to the City
that it or their proposed subcontractors who will install the ITSM solution have
sufficient means to perform the work and at least five (5) years of experience in the
type(s) of work described in this Exhibit G, Feature Requirements Document.

Each Consultant must submit documentation demonstrating that Consultant is duly
authorized to conduct business in the State of Georgia.

Assumptions

1.

2.

The City will provide resources and available documentation of the current business
processes within scope for this project.

The City expects the Bidder’s delivery methodology to employ an Agile approach for
rapid implementation to meet our project timelines.
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3. The City will provide project resources to team with the Bidder’s professional
resources for a successful project delivery.

4. The City will provide workspace and connectivity for Bidder’s project team resources
while onsite and access to training rooms, meeting rooms or other facilities as dictated
by engagement requirements.

5. The City will establish a city-wide training/adoption plan for end users across the
enterprise.

6. Onsite visits will be defined during the kick-off workshops in the planning stage.
7. The City will review all professional service fees prior to contract start.

8. Travel expenses will be proposed for inclusion in a final SOW.

9. The City will provide remote access technologies to access the City’s instance.
Scope

The Work must include all labor, material, equipment and supervision required to
implement the new ITSM solution. The Work will also include the work sessions, product
training, and training deliverables to deploy and operate our new ITSM product. All Work
should be performed in accordance to the requirements detailed within this document.

The Consultant must complete the project within 240 calendar days from project start
after receiving a written Notice To Proceed from the City.

The Consultant must complete the following within fifteen (15) calendar days after
receiving the City’s written approval of Consultant’s plan detailed in Section 1.4 — Pre-
Installation.

The Work includes:

1. Phase | Services Implementation consisting of reviews, workshops, configurations and
training to complete the following ITSM applications:
I. Incident Management
Il. Request Management/Service Catalog
lll. Problem Management
IV. Change Management
V. Knowledge Management

2. Phase Il Services Implementation consisting of reviews, workshops, and configurations
and training to complete the following ITSM applications:
I. Event Management
II. Release Management
. Asset Management
IV. Configuration Management
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3. Close out documentation:

a. Consultant must provide detailed Close Out submittals as listed below. Please refer
to Section 1.7 - Close out, C - Deliverables for details.

Process Guides for each application

Configuration manual for each application

Training Guides for each application

Administration & Support Guides for each application

PwnNpE

Desired Outcome

The desired outcome of this project is to have a properly configured and implemented
ITSM system.

Section 1.2 Requirements

A.

Overview

This section outlines the technical and general requirements of the project. The
Consultant must ensure that all these requirements are met.

Technical Requirements

See Exhibit G Additional Required Submittals Titled: Feature Requirements Document

(FRD).

General Requirements

1. ITSM solution
The successful implementation of an ITSM technology will enable execution of the
core integrated ITIL v3 ITSM processes currently defined over a two (2) phase
implementation.

2. Product Standards
The implementation standards must be in conformance to ServiceNow® and ITIL
accreditation compliances.

3. Quality Assurance

a. Consultant must follow all ITSM product best practices and configuration
requirements on all equipment.
b. Design work must comply with all ITSM standards.
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c. Defect repair and remediation services
d. Consultant must provide 1 year labor warranty and any manufacturer warranty
must start after final system acceptance of the ITSM solution.

Section 1.3 Design

A.

Overview

This section details the deliverables expected from each Consultant with their Bid
package. The Consultant is expected to perform some design activities in order to
accurately provide a cost and schedule to complete the desired scope detailed in this
document.

Deliverables

1. The Consultant must provide the following deliverables with their Bid package
response.

a. The Cost Worksheet, found in Exhibit D. NO MODIFICATIONS TO THE BID FORM
ARE PERMITTED.

b. Project Plan Schedule
1. The schedule must be in Microsoft Project
2. The schedule must include the following activity listings:

Key Tasks

Activities

Resources

Critical Path Elements
Dependencies

Key Milestones

Activity number

Earliest start and finish dates
Latest start and finish dates

TSm0 Q0T o

c. Qualification documents: Consultant must provide all documents listed in
Section 1.1(C) of this Exhibit.

d. Provide resumes of key personnel in delivery of this project and the relevant
ITSM tool / process certifications in delivery of this ITSM solution.

e. Provide Quality Assurance / Quality Control Plan

Page 5 of 11



= ¢

Provide Implementation Methodology, Methodology Tools (if applicable) and
approach to implement ITSM solution

Provide and describe Agile method, activities and roles to deliver project

List Consultant roles and responsibilities for each project resource to be provided
for implementation

Provide and describe City’s roles and responsibilities required for project delivery
Outline project communications and associated deliverables

Provide data integrations necessary to implement solution

Provide recommended data migration strategy

. Provide all project prerequisites (non-technical/technical) required for a

successful engagement
Identify all sub-Consultant and/or partner resources to be used in ITSM solution
implementation

Section 1.4 Pre-Installation

A. Overview

This section describes the requirements and documentation that the City requires in the
Pre-Implementation phase of the project. The Pre-Implementation phase of the project is

after the

B. General

contract execution and prior to Installation.

1. Provide revised and update documents as identified in Section 1.3 Design
2. Provide project resource roles and names with project start date/end dates
3. Provide baselined schedule along with reporting requirements

C. Deliverables
1. Provide sample report-out formats
2. Provide Contact list for project resources

Section 1.5

Installation

A. Overview

This section details the activities that the Consultant must complete during the
Implementation phase of this project. The Installation phase will begin once the City has

approved

the Consultant’s pre-installation deliverables.

Page 6 of 11



B. General

Completion of all detailed requirements as specified in the Features Requirements
Document.

Phase |

1. Implement Incident Management per the following scope:
a. Facilitate and document Process/Architecture Workshops
b. Configure application per agreed-to processes
c. Perform Process User Training
d. Perform Administrative Training

2. Implement Request Management/Service Catalog:
a. Facilitate and document Process/Architecture Workshops
b. Configure application per agreed-to processes
c. Perform Process User Training
d. Perform Administrative Training

3. Implement Problem Management:
a. Facilitate and document Process/Architecture Workshops
b. Configure application per agreed-to processes
c. Perform Process User Training
d. Perform Administrative Training

4. Implement Change Management:
a. Facilitate and document Process/Architecture Workshops
b. Configure application per agreed-to processes
c. Perform Process User Training
d. Perform Administrative Training

5. Implement Knowledge Management:
a. Facilitate and document Process/Architecture Workshops
b. Configure application per agreed-to processes
c. Perform User Training
d. Perform Administrative Training

Phase Il

1. Implement Event Management
a. Facilitate and document Process/Architecture Workshops
b. Configure application per agreed-to processes
C. Perform User Training
d. Perform Administrative Training

2. Implement Release Management
a. Facilitate and document Process/Architecture Workshops
b. Configure application per agreed-to processes
C. Perform User Training
d. Perform Administrative Training

3. Implement Configuration Management
a. Facilitate and document Process/Architecture Workshops
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Configure application per agreed-to processes
Perform User Training
Perform Administrative Training
Business Service Mapping
i Facilitate and document Process/Architecture Workshops
ii. Configure applications per agreed-to processes
iii. Perform User Training
iv. Perform Administrative Training
Discovery Implementation Services
i Facilitate and document Process/Architecture Workshop
ii. Installation and configuration of Discovery

Implement Asset Management

a.

b.
C.
d

Facilitate and document Process/Architecture Workshops
Configure application per agreed-to processes

Perform User Training

Perform Administrative Training

Section 1.6 Testing

1.

Overview

The section describes the testing parameters and success criteria for the end product
described in this Specification.

General

=

The CONSULTANT will utilize ITSM solution specific software-based tools to
test implemented configurations for issues related to performance,
manageability, upgradability, scalability, and security.

The CONSULTANT will be responsible for correcting any deficiencies found
during each stage of testing.

The CONSULTANT will be responsible for Unit Testing to ensure that each
ITSM application and configurations requirements have been met. This test
must show the application functions correctly based upon project feature
requirements.

The CONSULTANT will be responsible for System Testing to ensure that

applications and configurations will function together as planned and
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whether discrepancies exist between the ways the applications work

together.

. The City reserves the right to revise and/or add tests to acceptance test plan

to ensure full functionality of the system is verified per specifications.

For failed tests, the CONSULTANT will make appropriate changes and
document the steps necessary for remediation of such failures and submit
the plan to the City within 48 hours of such failed test. The CONSULTANT will
re-test and submit new test results to the City within 24 hours of retest for

review and re-consideration for acceptance.

. The CONSULTANT will facilitate User Acceptance Testing to verify that the

system meets the end user requirements. This test will contain test cases

that verify the end user functionality of the system.

. The CONSULTANT will submit a Final Acceptance Test Plan for review and

approval by the City. The test plan will contain the following at a minimum:
Name of test, Description of the test, Test Methodology and Expected result

and actual result.

Section 1.7 Close out

A.

C.

The section describes the deliverables for the close out phase of this project. The close
out phase begins after the City has deemed all the deliverables under the Payment
Milestones as accepted and the Consultant has delivered all required documentation to
complete the project.

All close out Deliverables are subject to final written approval by the City.

Deliverables

1. The CONSULTANT will provide a configuration manual for each application
implemented in Phase | and Phase Il. The CONSULTANT will provide three copies of all
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materials in hardcopy and three copies in electronic format. The acceptable formats
for the electronic copies are: Microsoft Word and Microsoft PowerPoint.

2. The CONSULTANT will provide a training manual for each application implemented in
Phase | and Phase Il. The CONSULTANT will provide three copies of all materials in
hardcopy and three copies in electronic format. The acceptable formats for the
electronic copies are: Microsoft Word and Microsoft PowerPoint.

3. The CONSULTANT will provide an administrative and operations manual for each
application implemented in Phase | and Phase Il. The CONSULTANT will provide three
copies of all materials in hardcopy and three copies in electronic format. The
acceptable forms for the electronic copies are: Microsoft Word and Microsoft

PowerPoint.

Section 1.8 Payment Milestones and Liquidated Damages, and

Completion Incentive

A. Payment Milestones

All payments by the City to the Consultant upon receipt of correct and valid invoices must
follow the payment schedule as follows:

% Contract

# | Payment Milestone Value

1 | Final Schedule 5%

2 | Phase | Delivery 40%
2.1 Incident 8%
2.2 Request 8%
2.3 Problem 8%
2.4 Change 8%
2.5 Knowledge 8%

3 | Phase Il Delivery 40%
3.1 Event 10%
3.2 Release 10%
3.3 CMDB 10%
3.4 Asset 10%

4 | Close Out 15%
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Liguidated Damages

1. The Consultant recognizes that timely implementation and acceptance of the systemis
of the essence to the City. The City will suffer if the system is not commissioned at the
specified time.

2. If the Consultant at any time believes that it is likely to miss a deadline or milestone, it
must promptly notify the City of the likely delay and the impact of such delay. The
Consultant also must use diligent efforts to avoid or minimize any delays or effects
resulting from a delay.

3. The parties agree that the injury caused to the City based on a late delivery of the
system is difficult or impossible to accurately estimate. The parties intend the
following liquidated damages to provide for damages, rather than a penalty or a
deterrent. Further, the parties agree that the liquidated damages below represent a
reasonable pre-estimate of the probable loss to the City based on a late delivery of the
system.

4. If Consultant fails to complete all of the Work as specified in this Scope of Work and
Technical Specifications, excluding Close-Out activities, within the identified timeline
in the scope and technical specifications after receiving the City’s written approval,
then the Consultant shall pay to the City as liquidated damages an amount equal to
$1,000 per day for a maximum period of three (3) months.
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VENDOR ACCESS POLICY

POC for Changes

1. OVERVIEW

This Vendor Access Policy (“Policy”) sets forth the policies and guidelines to be followed at all
times to minimize the security risks associated with access to the City of Atlanta’s Electronic
Communications Resources by an external individual or entity.

The City of Atlanta employs the use of Electronic Communications Resources to facilitate and
support its daily business operations. The City of Atlanta recognizes that Vendors often play an
important role in supporting City business operations and require various levels of access privilege
to the City of Atlanta’s Electronic Communications Resources to fulfill their job responsibilities. In
order to protect these resources, adequate limits and controls must be established and maintained to
regulate the availability of data that can be accessed, viewed, copied, modified, or controlled by
Vendors.

2. PURPOSE

The objective of this Policy is to establish policies for Vendor access to the City of Atlanta’s
Electronic Communications Resources and support services; provide appropriate guidance regarding
Vendor responsibilities; and the security and protection of City equipment and information.

3. SCOPE

This Policy applies to all Vendors who require access at any time to Electronic Communications
Resources owned or managed by the City of Atlanta.

4. RELATION TO LAWS AND OTHER POLICIES

The use and access of Electronic Communications Resources is subject to federal, state, and local
laws. This Policy should be closely reviewed in conjunction with the City of Atlanta Electronic
Communications Resources Policy.

5. DEFINITIONS

The following relevant terms are related to Electronic Communications Resources access, operation,
and security:



Authorized User
Any person who uses the Electronic Communication Resources with proper authority.
The term includes employees of The City of Atlanta who have completed the required
prerequisites for use and persons who are not employees and have been properly
authorized to use the Electronic Communication Resources.

Electronic Communications
Any communications transmitted electronically via the use of the Electronic
Communications Resources.

Electronic Communications Resources

All information processing and communications facilities, including computers, facsimile
machines, telephones, cellular telephones, wireless email devices, PDA’s, pagers, copiers,
software, on line accounts, email facilities, facilities for Internet/Intranet, Extranet
access, storage media, network accounts, computer and email and instant messaging files
and messages and related equipment and documentation employed or stored by the City
of Atlanta; and all such information processing and communications facilities employed
in the City of Atlanta’s business that are connected to or able to be connected to its
facilities from locations outside of the City of Atlanta’s premises, including personal
information processing and communications equipment and software owned or leased
by City of Atlanta.

Vendor
All non-employee individuals and entities, including but not limited to service providers,
independent contractors, consultants, sales representatives, and guests of the City of
Atlanta who require access to the City of Atlanta Electronic Communications Resources.

6. CONFIDENTIALITY

All Vendors granted authorization to utilize City of Atlanta Electronic Communications Resources
shall maintain the confidentiality of all information accessed, viewed, or copied during the course of
their access privileges unless otherwise provided by law.

If there is any question regarding the appropriateness of disclosing or retaining information,
Vendors shall consult with the Office of Information Security (INFOSEC).

7. IDENTIFICATION BADGE REQUIREMENTS

All Vendors granted authorization to utilize City of Atlanta Electronic Communications Resources
shall obtain a temporary identificaion badge prior to accessing any Electronic Communications
Resources located on the premises of any City of Atlanta property.

Vendors must visibly display the temporary identification badges at all times while on city property.

All temporary identification badges must be immediately returned to the Office of Information
Security (INFOSEC) upon completion of the authorized access privilege utilization period or upon
termination of a service agreement relationship with the City.



8. USAGE RULES

The City of Atlanta owns, leases, or has the right to specify the use of all FElectronic
Communications Resources.

Prior to obtaining authorization to access any Electronic Communications resources, all Vendors

shall submit a written request to the Office of Information Security (INFOSEC) for access
authorization including the following:

e Name;

Company;

Address;

Telephone Number;

Nature and Scope of Access Request;
Access Utilization Period;

Description and Type of Non-City Equipment to be connected to any Electronic

Communications Resources;

e Description and Type of Non-City Installed Software to be utilized with any FElectronic
Communications Resoutrces;

e List of individuals, if more than one, requiring access;

e Certification that a Criminal Background Check has been conducted on all individuals
requesting access to any sensitive information or equipment;

e Completed Authorized User Acknowledgement and Signature Sheet for Vendor Access
Policy;

e Completed Authorized User Acknowledgement and Signature Sheet for FElectronic
Communications Resources Policy; and

e Acknowledgement that any changes to the submitted information will be updated within 24

hours.

Vendors are eligible to use the Electronic Communications Resources with proper written
authorization from a department head and with the written approval of the Office of Information
Security (INFOSECQC).

Any Vendor given access to the City of Atlanta’s equipment, internet and email resources will be
considered an Authorized User and subject to the same policies as employees and must undergo the
same training as specified in the City of Atlanta Electronic Communications Resources Policy.

Upon approval authorizing a Vendor to access the requested City of Atanta FElectronic
Communications Resources, the Office of Information Security (INFOSEC) will provide every
Vendor with a designated City of Atlanta point of contact to ensure compliance with this Policy.

Vendor access as an Authorized User must be uniquely identifiable and subject to recordation. At a
minimum, all Vendor access occurrences must be entered into a log and readily available to the
Office of Information Security (INFOSEC) or designated City personnel upon request. Logs must



include, but are not limited to, occurrences such as Vendor access times and dates, personnel
changes, password changes, project milestones, and business deliverables.

Vendors are prohibited from copying City of Atlanta Information onto their personal computers or
devices without prior, written approval from the Office of Information Security (INFOSEC) or
designated City personnel.

All software that the Vendor uses to provide service to the City of Atlanta must be properly
inventoried and licensed.

No City of Atlanta licensed software shall be installed on Vendor’s non-city computer equipment.
Vendor must follow all applicable City of Atlanta change control processes, procedures and policies.

All Vendor maintenance equipment on the City of Atlanta network that connect to the outside
wotld via the network, telephone line, or leased line, and all City Information Resource Vendor
Accounts will remain disabled except when in use for authorized maintenance.

Vendors shall comply with all federal, state, and local auditing requirements, including available
access to the Vendor’s work product and records.

Vendors shall not access any Electronic Communications Resources outside the nature and scope of
its original approved access request without approval from the Office of Information Security
(INFOSEC).

Designated City of Atlanta personnel must identify, clear, accompany, and supervise any Vendor
who requires access to any City of Atlanta data centers, wiring closets, or protected areas.

9. CONNECTION OF NON-CITY EQUIPMENT

Vendors are prohibited from connecting any non-city equipment, including but not limited to
personal computers, notebooks, tablet PCs, hand-held computers, PDA’s, or servers to the City of
Atlanta network without express written authorization from the Office of Information Security
(INFOSEC).

Vendot’s non-city computer equipment that is authorized to connect to the City of Atlanta network
must meet the following minimum requirements:

Must have anti-virus software installed and running on the computer at all times.

Must have the latest anti-virus signatures running on the computer at all times.
Must have the latest setvice pack and security patches applied on the computer.
Must be added to the domain.

Must have the Domain Admin group added to local Administrator group.

Local Administrator password must meet the requirements of the City of Atlanta Electronic
Communications Resources Policy.

e Must disable personal firewall while on the City of Atlanta network.



e Must encrypt any City sensitive information contained on the computer with City approved
standard encryption software.

Vendors are prohibited from connecting and using personal portable devices including but not
limited to, storage devices (i.e., jump dtives, portable drives, etc.), wireless/wired routers, switches,
hubs, access points, network appliances, or any device capable of receiving, storing, managing,
transmitting electronic data, receiving email, or browsing Web sites on the City of Atlanta network
without express written authorization from the Office of Information Security INFOSEC).

10. SERVER DEPLOYMENT

All production, development, or test servers installed on the City of Atlanta network by a Vendor
must meet Department of Information Technology (DIT) Server Configuration Standards as well as
the following minimum requirements:

Must have anti-virus software installed and running on the serverat all imes.
Must have the latest anti-virus signatures running on the server at all times.
Must have the latest setvice pack and security patches applied on the server.
Must be added to the domain.

Must have the Domain Admin group added to local Administrator group.

Local Administrator password must meet the requirements of the City of Atlanta Electronic
Communications Resources Policy.
e Application Service accounts must meet the requirements of the City of Atlanta Electronic
Communications Resources Policy.

11. REMOTE ACCESS/VPN

Vendors are prohibited from accessing City of Atlanta Electronic Communications Resources
remotely without express written authorization from the Office of Information Security
(INFOSECQ).

Vendor remote access level must be clearly stated, identifiable, logged, auditable, and limited only to
the authorized systems in which the Vendor must have access in order to perform its assignments.
Vendor remote access time (logon hours) must be clearly stated, logged, and auditable.

Vendor network/VPN accounts must be disabled immediately upon completion of the authorized
access privilege utilization period or upon termination of a service agreement relationship with the
City.

Vendor’s activities on the network must be entered into a log and available to City personnel upon
request. Logs must include, but are not limited to, connection times, disconnection times, systems
accessed, files accessed, tasks performed, or any other activities performed while on the network.

Vendors are prohibited from remotely installing, configuring, or modifying systems or applications
on the City of Atlanta network without express written authorizaton from the Office of
Information Security INFOSEQC).



Installing Telnet, FTP, or SMTP services is prohibited on any servers and workstations on the City
of Atlanta network.

12. REPORTING, VIOLATIONS AND ENFORCEMENT

Vendors have a duty to report all resources problems, security incidents, suspected and known
violations of this Policy or the Electronic Communications Resources Policy to the Office of
Information Security (INFOSEC) within 48 hours so that prompt remedial action may be taken.
This obligation includes reporting of any suspected malicious code.

13. UNAUTHORIZED USERS

Any use of the Electronic Communications Resources or Facilities by any person who is not an
Authorized User is strictly prohibited. Any such unauthorized use will be referred to appropriate
governmental authorities for action and will be prosecuted vigorously by the City of Atlanta.

EFFECTIVE DATE: March 22, 2007



AUTHORIZED USER ACKNOWLEDGEMENT AND SIGNATURE

I hereby acknowledge that I have received a copy of the City of Atlanta Vendor Access
Policy (“Policy”), dated as of ; that I have read the Policy; that I understand the
Policy; and that I am bound by and will abide by the Policy’s requirements and any applicable
supplements and any additional or amended policies and procedures issued from time to time.

I further acknowledge that I understand that any violation of this Policy may subject me or
my company to immediate termination of the authorized access privilege utilization period, service
agreement relationship with the City, or possible civil and criminal penalties.

Name of Authorized User (Print)

Title

Company

Signature of Authorized User

Date
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Purpose

The purpose of the Feature Requirements Document (FRD) is to fully define the specific needs of the
project from the user/customer perspective. It is the basis for developing the scope baseline. It also serves
as a guide during user acceptance to ensure that all features are tested during the “Test” phase of the
project. This document outlines the detailed deliverables and specifications of what will be provided once
the project is completed.

The document is typically written such that it focuses on “what” needs to be provided as opposed to
“how” it will be implemented. In some cases the requirements are technical in nature and this approach
can be modified as necessary to meet the needs of the project.

The high level deliverables found in the Project Charter are in this document but are decomposed (broken
down) into smaller, more defined and detailed deliverables. This decompaosition happens when more
detailed requirements are gathered during interview sessions with the Business Analyst and the
user/customer. The FRD then can be used to develop the Project Scope Baseline document which is the
complete scope of the project.

Overview

The City of Atlanta, Atlanta Information Management (AIM) Enterprise Service Desk is implementing a
service desk management solution to replace the existing systems, Numara (FootPrints) and HEAT, which
are outdated and no longer effective. The existing systems does not satisfy the organization’s business
needs and are not scalable enough to maximize the business functionalities required for AIM to deliver
excellent services. Each division of City of Atlanta (Aviation, Department of Watershed Management and
General Fund) uses different applications and processes to independently handle routine service requests
and tasks. The incident handling and inventory management tools currently utilized by the divisions are
outdated and no longer effective for a variety of reasons.

Over the past two years, AIM has experienced several issues and challenges in performing daily
operational tasks due to the inefficiency of the existing systems. The challenges identified below are not
conclusive to all issues and challenges occurring with the use of inefficient tools and debilitating processes.
However, these issues has a critical impact on the level of satisfactory services provided to the City of
Atlanta.

¢ Insufficient User Licenses

¢ Inability to Generate All Required Reports

e Simplicity of User Interface

e Operating System Capability Issues

e Lack of Efficient Asset Management Systems & Processes
e Lack of Efficient Event Management Systems & Processes

After considered deliberation, the Atlanta Information Management determined that an enterprise solution
was needed for the three divisions. Adopting a single solution will also require adopting a uniform set of
work processes to realize the twin goals of efficient service management and increased customer
satisfaction.

The deployment of a new solution to replace the existing tools will provide the following benefits, which will
aid in satisfying high-level project goals and objectives.

e Centralized Incident Management Solution
o Rapid Response and Restoration of Services
e Improved End-user Satisfaction

The City of Atlanta | Atlanta Information Management | Enterprise Project Management Office
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e Increased Operational Efficiency
e Improved Business Intelligence and Reporting Capability
¢ Automate and Simplify IT Service Delivery
e Automate Paper Forms and Manual Processes
o Effective Collaboration Across Business Units and Teams
e Standardize Processes and Procedures Across All Areas

The Atlanta Information Management of the will manage the project to consolidate legacy applications and
implement a single enterprise application. The application will be a hosted solution housed in the cloud. As
part of the implementation, the Aviation Division of IT and Aviation employees will participate in a pilot
project to gain application experience that will be used to ensure a smooth transition to the other COA
divisions.

Project Initiation
Project Sponsor/Requestor: Lateef Ashekun
Requested Timeframe: Fiscal Year 2015-2016

High-Level Business Objectives

1. Improve the 1% tier of Service Desk support to aid in the initial troubleshooting and issue resolution of
tickets submitted by users.

a. Increase the number of General Fund Service Desk staff to ensure efficient services are
delivered to the organization.

b. Provide thorough issue resolution and problem solving training for all Service Desk staff to
assist with resolving 1% Tier service desk tickets.

2. Improve self-service options for end users to:

a. Minimize the number of calls to the Service Desk by 50% and reduce the hold times.
b. Reduce stress levels of the Service Desk team to increase overall individual productivity.
c. Improve the overall customer service provided by the Service Desk.
d. Achieve the goal of 70% of Service Desk tickets are entered directly by the user.
3. Improve operational inefficiencies to include:
a. Reducing the amount of paper used internally.
b. Standardization of business processes and procedures

4. Provide a centralized location for all City of Atlanta employees to request services and assistance from
Atlanta Information Management (AIM). * (Bro2)

5. Improve the service management function, to include communication, management and tracking of
service requests, network changes and events, and assets across the City of Atlanta, via an IT Service
Management solution. * (8ro1)

6. Implement an IT Service Management solution utilizing a best practices framework to enhance the
customer experience, deliver customer value, and maximize efficiency and effectiveness of service
desk of COA personnel. * (8roe)

Assumptions and Constraints
The following identifies the assumptions and constraints for the project:

No. Assumptions

1.

Due to the recent organization realignment, the Enterprise Service Desk will consolidate and
standardize all business processes.

The Enterprise Service Desk will provide the future state of the AIM Service Desk, the outcome
2. |of the recent organization realignment, prior to the implementation of a Service Management
Solution.

The list of tools and applications will be consolidated and standardized to maintain efficiency
across all service delivery areas.

3.
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The service desk teams will receive the necessary ITIL training in preparation for the Service
Management Solution implementation.

The departmental liaisons will be identified and engaged during this implementation.

The implementation of the future solution will be managed by the AIM project management
team.

AIM will provide the resources needed to adequately staff the project.

AIM will administer the future ITSM solution.

©N o |0 &

No Locations
! (Department/Address)

1. | General Fund Service Desk | 55 Trinity Ave. NW Atlanta, GA 30303
2. | Watershed Service Desk | 72 Marietta St. NW Atlanta, GA 30303
3. | Aviation Division | 6000 N. Terminal Pkwy, Atlanta, GA 30320

No. Constraints

1. | The absence of consolidated and standardized business processes can become a risk and
delay the execution of the implementation.

o | Assetinformation currently exists in multiple asset management systems. This information
should be consolidated and audited prior to implementing a new Asset Management module.

The current Active Directory (AD) requires extensive cleansing of the data prior to performing
any integration with the new Service Management tool. The current directory has outdated and
3. | duplicate information that should be consolidated as part of this implementation. There isn’t a
solidified owner of the AD and this would impact the ability to maintain the AD after cleaning
efforts have been completed.

4. | The solution must comply with existing AIM technology and architecture standards.

5. | The AIM Development budget for the project.

6. | The desired delivery timeframe for the project.
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Feature Requirements Structure and Organization
The Feature Requirements section identifies what is needed from the system/product from the user’s
perspective. However, these requirements do _not describe how it will be built or implemented. This
information is obtained by interviewing each stakeholder and user impacted by the project.

The Feature Requirements are divided into several categories. They collectively comprise the user's
requirements for the system. They are as follows:

Requirement Type Description
A. | Planning Requirements Assessment , Discovery , Clean Up , Project Planning
B. | Feature Requirements Functionality and Attributes necessary to achieve the user's objectives
C. | Security Requirements Determines who has access to the system and the type of access approved
D. | Reporting Requirements Describes the types of reports that will be necessary from the system
E. | Technical Requirements Technical needs required for implementing the system
F. | Usability Requirements Requirements for how "User Friendly" is the system

Each Requirement Type has a table with the following elements:

1. Code - Unique identifier for each type of requirement
2. Description - Detailed information about the requirement
3. Rank - Mandatory (shall have) or Desirable (nice to have if resources permit)

Ranking provides the user's view of the importance of each requirement and this is indicated in the "Rank"
column. The values for "Rank" are described as follows:

. Mandatory : those features that are essential to the client’s acceptance of the system

. Desirable : are those that are desired, but are not considered essential to the
system’s acceptance.

Please Note: The terms system and solution are used interchangeably and refer to the future system that
is to be implemented.
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Project Features and Deliverables List

Item Deliverable / Task

A. Planning Requirements

1. Standard Project Management Requirements

2. Asset Management Systems Consolidation

3. Improve Business Processes

4. Staffing and Training Improvements

B. Feature Requirements

1. General Service Desk System Requirements

2. Implement Incident Management Module

3. Implement Problem Management Module

4. Implement AIM Service Catalog

5. Implement Asset Management Module

6. Implement Change Management Module

7. Integrate with Oracle Human Resources

8. Integrate with Active Directory

9. Implement 3" Party Additional Integrations

10. Implement Knowledge Base

11. Implement Request Management

12. Implement Configuration Management (CMDB)

13. Implement Event Management

14. Implement Employee Requirements

15. Implement Project Management Requirements

16. Implement Release Management

C. Security Requirements

1. System Accessibility

2. Security Permissions

D. Reporting Requirements

1. General Reporting Requirements

2. Service Desk Reports
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3. Executive Dashboards

E. Technical Requirements

1. General Technical Requirements

2. Server and Database Requirements

F. Usability Requirements

1. User Friendliness Requirements
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A.Planning Requirements
Deliverable 1. — Standard Project Management Deliverables
Code Description Rank
Al.1l Develop Project Charter Document Mandatory
Al.2 Develop Project Management Plan Mandatory
Al.3 Develop Baseline Project Schedule Mandatory
Al.4 Develop Requirements Document and Test Plans Mandatory
Deliverable 2. — Asset Management Systems Consolidation
Code Description Rank
Consolidate all Watershed Assets into one central location accessible by the Mandatory
project, vendor, and service desk teams.
A2 1 e Desktops/Laptops
’ e Mobile & Wireless Devices
¢ Network Printers and Servers
e Any additional assets managed by AIM
Consolidate all General Fund Assets to include into one central location Mandatory
accessible by the project, vendor, and service desk teams.
A2 2 e Desktops/Laptops
) ¢ Mobile & Wireless Devices
e Network Printers and Servers
e Any additional assets managed by AIM
Consolidate all Aviation Assets to include into one central location accessible by Mandatory
the project, vendor, and service desk teams.
A23 e Desktops/Laptops
’ e Mobile & Wireless Devices
e Network Printers and Servers
e Any additional assets managed by AIM
Deliverable 3. Business Process Improvements
Code Description Rank
Standardize the Service Level Agreements (SLA) for end users when additional Mandatory
A3.1 information has been requested by the technician or when the user needs to
perform additional actions required to successfully resolve the ticket.
A3.11 Implement separate SLAs for incidents and requests based on the work efforts Mandatory
required to complete the tasks.
A3.12 The standardized SLAs should incorporate the vendor SLAs when the vendor Mandatory
has to be involved in the resolving incidents and requests.
The standardize SLAs should include extended SLA times for tasks that require an Mandatory
A3.1.3 extensive amount of time to complete and deliver to the user. Typically, these tasks
may result in small initiatives, similar to small projects.
The standardize SLAs should be configured to allow changing of the CTI to start the Mandatory
A3.14 SLA clock over again to allow the responsible group enough time to work on the
issue.
Standardize the process for handling all password reset requests to include Mandatory
A3.2 . . " -
Oracle, Kronos, Active Directory, and other critical applications.
A3.3 Standardize the process for receiving and managing special requests tickets Mandatory
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from the Executive Offices

(E.g.: Mayor’s Office, Executive Leaders, and Commissioners) to ensure all
requests to the Service Desk staff are properly issued, tracked, and resolved.

A34 Standardize a process for managing virus issues and requests from the users as Mandatory
' there is not an as-is process in place.
Improve the onboarding and off boarding process for employees/contractors Mandatory

joining and leaving the COA to assist with updating the Active Directory and
managing COA assets. The process should include:
e Process for creating and terminating an account in Oracle Human
A3.5 Resources
e Process for creating and terminating a network account
e Process for creating and terminating an account in the future ITSM solution
e Assigning of any equipment to new employees
e Physical recovery of any equipment that was assigned to the employee
A3.5.1 | This implementation should provide an automated software solution to Mandatory
(BRO3) accommodate on-boarding and off-boarding employees.
Standardize a communication process to allow departmental IT liaisons to Mandatory
communicate new or modified Service Desk processes.
Standardize a process for managing and updating the information required for the Mandatory
A3.7 Asset Management Module. Determine if there’s a need to integrate with Oracle
Fixed Assets.
Improve the process for auto-closing/resolving tickets before and after the 5-day Mandatory
grace period has elapsed.
Improve the process in which service desk tickets are assigned to allow incident Mandatory
and service requests to be assigned to the supporting group/team versus the
individual. Group leads should be the person(s) to distribute or assign the tickets to
the individual based on their current skillset and workload.
Improve the procurement process to improve the time spent procuring items from Mandatory
outside sources and ensure the system can support the process. The current
procurement process is very unclear and time consuming. The improved process
must include the necessary checkpoints from both, the Service Desk and
Procurement Team. Determine if there’s a need to integrate with Oracle
Procurement.
Improve the change management policy and process to include the following: Mandatory
e Change Management Board/Committee comprised of members from all of
the key function IT areas such as: Network, Server, Telecom, Security,
Application Support, etc.,
A3.11 e Thorough reviews of the change requests by the board/committee
members; approvals would include the IT area impacted
e Clear definition of roles and responsibilities
¢ Routine notifications of reviewed change requests
e Audit trail of change requests submitted, reviewed, approved or denied
Implement a vendor management process to include the following: Mandatory
e Provide the vendor with terms and agreement that can be acknowledge

A3.6

A3.8

A3.9

A3.10

A3.12 .
electronically
e Trigger the necessary forms that are required by all vendors
A313 Consolidate and stgndardize the list of CTls that will be used for the Service Mandatory
Management Solution.
A3.14 Develop a process for managing the trending issues and customers as they Mandatory

are identified.

Deliverable 4. Staffing and Training Improvements
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Code Description Rank

This implementation shall provide basic troubleshooting training to all staff Mandatory
members of the Service Desk to aid Service Desk specialists with 1st Tier Level
tickets, such as:

e Password Resets e Resetting Application Password

e Mapping Network Printers e Adding Outlook Mailbox

e Mapping Network Drivers ¢ Reserving a Conference Bridge

e Request Meeting Equipment

(projectors, video conferencing)

Increase the number of loaner machines available for hardware issues to Mandatory
decrease the end users’ downtime.
Improve the number of staff members required to efficiently support a customer Mandatory
base of approx. 6,600 users (Aviation, General Fund & Watershed).
The implementation must include the education to all AIM and the COA business Mandatory
units on the new ITSM tool and its’ features and functions to include training
sessions and documentation.

A4.2

A4.3

Ad4.4
(BRO7)

B.Feature Requirements

Deliverable 1. Implement General System Requirements

Code Description Rank
B1.1 The system shall provide a centralized location for COA employees to request Mandatory
(FRO7) services and assistance from the service desk to include the following:

E:zggg; e Service Catalog for All IT e Knowledge Base/Wiki Library
Requests
e Update User Profiles
e Historical Incident and Request e All Related Information
Information Technology Reporting and
Projects

e Troubleshoot Issues/Problems

e Retrieve “How To” Help-Guides

The system shall be able to identify repeat customers and trending issues that Mandatory
occur within an established time period by displaying an alert or message to the
technician upon receipt of the ticket.

(Message can read similar to this: Please note this (Customer or Issue Type)
has been reported X number of times within the last X number of days. This
issue may require additional escalation to resolve.)

The displayed alert or message shall reference the existing ticket numbers for Mandatory
B1.2.1 the tickets related to the trend and the ticket number for tickets with similar issues
recently submitted by this or any other user.

The system shall display all available network printers, within the location Mandatory
parameters, to include printer name and the complete location (Building and Floor)
when completing requests for mapping network printers.

(E.g. A request is submitted from a user located at City Hall, 2" Floor, in the
Mayor’s office. Based on her location, the available printers should only show the
network printers located on the 2" Floor in the Mayor’s Office)

The solution shall allow Desktop Personnel to automatically send a “survey” Mandatory
B1.4 when an incident (ticket) is closed to assess customer satisfaction:
(FR35) e Collect data on four questions regarding service received

e Calculate number and percentages of satisfied customers
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e Collect compliments, complaints and general feedback
BL41 The system shall allow technicians to immediately review the results of the Desirable
o customer submitted surveys.
The system shall allow tickets to be assigned to multiple owners or groups for Mandatory
resolving.
The system shall be configured to allow the development of the following online Mandatory
forms:
e VPN Request Form e CCB Change Request Form
e Vendor Access Request Form e Equipment Receipt Form
e Sign-Off Task Form (TBD) e DWM Access Requisition Form
e Wireless Request Form e Badge Access Form
e AIM Equipment Usage e Hardware/Software Evaluation
Agreement Request
e Request for Q-Drive Folder e DOA Equip Sign In/Out (loaner)
Access e RSA Token Form (all forms)
e User Account Form e Inventory Tracking Form
e SW Installation & Applications e Surplus Form
Access e AIM Parking & Parking
e DOA-AIM Return Material Reimbursement Request
Authorization (RMA) Request e IT Business Justification Request
Form e Application Change Request
e Project Initiation Concept e AIM Aviation Websense Form
Request e Server Request
e Database Request Form
e Database Access Form
B16.1 The configured online forms shall have workflows configured to execute the Mandatory
process from beginning to end.
BL6.2 The completed online forms shall be stored in a centralized location accessible Mandatory
o by the service desk teams.
The centralized location must allow users to search by ticket/request number Mandatory
and key words and phrases.
The system shall allow the SLA to stop/pause when the ticket status has been Mandatory
B1.7 changed to “Pending Vendor”, “Transferred to Vendor”, “Waiting On Customer or
Pending Customer Validation”.
The system shall be configured to utilize separate SLAs for Incidents and Mandatory
B1.8 Requests based on the work efforts required to successfully resolve each incident
and complete each request.
The system shall be configured to track all vendor related tickets to allow the Mandatory
B1.9 . ) o
service desk to manage vendor tickets, maintain SLAs, and follow-up as needed.
B1.9.1 The system shall configure a field to reference the vendors’ ticket number. Mandatory
B1.9.2 A new status titled “Transferred to Vendor” must be added for tickets the vendor Mandatory
is now responsible for resolving.
B1.9.3 The system must provide weekly email notifications to the group owners of all Mandatory
open “Transferred to Vendor” and “Pending Vendor” tickets to allow users to
perform follow-up actions as needed.
B1.9.4 The weekly email notification must contain a list of tickets that are accessible by Mandatory
clicking a link to view the ticket record within the system.
B1.10 The systgm shall bendconfigure(_d to auto—populate the D_epartment Liaison contact Mandatory
information as a 2™ POC during the creation of each ticket.
5:&114)1 The system shall allow users to attach images and documents to the ticket. Mandatory
B1.12 The system shall allow users to check the status of their ticket via their email Mandatory
' confirmation or accessing the site directly.
B1.13 The system shall allow users to perform quick keyword and key phrase Mandatory
(FR53) searches from any module or screen.
B1.13.1 | The system shall be configured to allow users to perform advanced searches Mandatory
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from any module or screen with any combination of data from any field and an
advanced criteria form.

The system shall allow users to sort and filter on all of the data displayed in a Mandatory
column-structure.

B1.14
(E.g. Application Support Team would like to filter to show only on the request
involving a particular application, such as enQuesta, CourtView, Accela, etc.)
The system shall deliver immediate email confirmations to the users when the Mandatory
following occurs:
o New incident ticket has been created;
5;;119? . New service request ticket has been created;
. New equipment request has been created;
. Updates to any existing ticket made by the user or the service
desk team
The system shall be configured to allow users to only see the applications used by Mandatory

B1.16 their department in a drop down menu when submitting an incident or request for
application installation, maintenance and support.

The system shall be configured to capture and track the amount of time the Mandatory
technicians spend to resolve a ticket by:
B117 . Creating a field to capture the number of hours and minutes spent
. Creating a time tracking list that stores all time for the technicians
. Capturing time spent during the various phases of the ticket
lifecycle
B1.17.1 | The time tracking list should be editable by managers and supervisors. Mandatory
B1.17.2 | The time tracking list should store data up to one year. Mandatory
B1.18 The system shall be configured to allow sygtem aninistrators to create multiple Mandatory
workspaces as needed to support all service delivery areas.
B119 The sys.te.m shall be configured to have all user information stored in an address Mandatory
book within the system.
The users’ contact record should include the first and last name, physical location, Mandatory
B1.19.1 department, desk and mobile phone number, network username, and employee
ID.
51.19.2 The employee ID _should only be visible to the members of the service desk and Mandatory
the employee assigned to that ID.
B1.20 The system must be configured to allow custom fields to be created to any of the Mandatory
forms as needed.
B1.21 The system shgll be configured to_allovy all incident and request history to be Mandatory
saved automatically when a new ticket is created.
The system shall be configured to allow all users to view the incident/request Mandatory

B1.21.1 history for a user or a department by clicking an icon or button from within a ticket
or main screen.

The system shall be configured to allow all free text fields to support rich text Mandatory
B1.22 .
editor to allow users to format the text as needed.
8123 The system shall be configured to allow all free text fields to include spell check to Mandatory
' allow users to spell check the text before submitting the ticket.
B1.24 The system shall be configured to allow users to designate other users to receive Mandatory
' updates and notifications for a submitted ticket on their behalf.
B1.95 The system shall be configured to allow managers and supervisors to view the Mandatory
' current workload of their team when assigning tickets.
B1.26 The system shall be configured to create global tickets for incidents that impact Mandatory
' multiple groups and departments.
The system shall be configured to send automatic system and email alerts to Mandatory
B1.26.1 ) . . :
the service desk team when a global ticket is submitted.
B1.96.2 The system shall be configured to allow technicians to create a global ticket from Mandatory

an existing ticket.
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The system shall be configured to provide automatic administrative error alerts Mandatory
that displays within the system when a system error occurs.
The system shall be configured to provide the following built-in queues from the Mandatory
home screen:

. My Assignments: Displays the most recent active tickets

assigned to you

. Team Assignments: Displays the active tickets assigned to your
B1.28 team

. All Issues: Displays all tickets within the workspace

. Global Issues: Displays all active global tickets

o Deleted Tickets: Displays all deleted tickets

. Aged Tickets: Displays current and aged tickets based on

selected parameters
The system must automate the vendor management process using an Mandatory
automatic workflow.
The system must provide automatic notification of expiring vendor access Mandatory
B1.30 prior to the access termination date at the following increments: 30 Days, 7 days,
and 24 hours prior to expiration.
The system shall be configured to accept electronic signatures for tasks that Mandatory
require approvals.
The solution will provide user profiles or accounts for every COA employee, and Mandatory
B1.32 designated contractors authorized to access network, where user permissions can
(FR02) be set based on business unit and location. User permissions will determine what
a user can see and do in the application
The solution will capture historical data and accumulate current data from third Mandatory
party application via direct integration, data transfers, or importation information
from spreadsheet or Access databases.
The solution shall provide training and documentation (application) for end users Mandatory
and system administrators such as:

. COA Employees . Inventory Managers
B1.34 . Service Desk . Change Management
(FROE) Personnel Personnel

. Business . Event Management

Administration Personnel

. Network Personnel
The solution shall provide a means to on- and off-board employees more Mandatory
efficiently under one ticket that can:

e List all hardware, software and e Software applications
equipment items needed Alert other stakeholders of
B1.35 e List all tasks needed to handle status of the task
(FR29) the employee needs Include contact info for
e Enable or disable Outlook employee and manager
Exchange mail accounts Track loaner equipment
e Enable or disable local area
network (LAN) accounts
The solution shall provide ticket service categories and call types needed for Mandatory
identifying Service Desk activities including, but not limited to:
(See complete listing of CTIs)
e Desktop Hardware e Coordination
e Desktop Software
The solution shall provide ticket service categories and call types needed for Mandatory
identifying Business Administration activities including, but not limited to:
(See complete listing of CTIs)

B1.27

B1.29

B1.31

B1.33
(FRO3)

B1.37
(FR38)
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e Legislation e Scrap metal
e Contracts e Surplus Hardware Equipment
e Office Management e Return Merchandise
¢ Procurement Authorization (RMA)
e Training Requests/Reporting
The solution shall provide ticket service categories and call types needed for Mandatory

identifying Network Services activities for all systems including, but not limited to:
(See complete listing of CTIs)

e Aerobahn System e FourWinds
B1.38 e BARCO Wall Display ¢ Interactive Directory
(FR39) e CCTV System e Lenel Badging
e Common Use Terminal Equip e Parking Revenue Control
e Dynamic Signage System (PRCS)
o Everbridge Mass Notification e Security Fingerprinting System
System
The solution shall provide ticket service categories and call types needed for Mandatory
identifying Network Operations activities including, but not limited to:
(See complete listing of CTIs)
B1.39 e Active Directory e Switches e Public Wi-Fi
(FR.40) Accoun_ts _ e Routers ¢ VPN/Remote
e Dynamic Signage e Circuits Access
o Firewall Changes e Access Points e Vendor
e Exchange e Network Printers Escort/Access
e Servers e Cable o  DOA Wi-Fi
The solution shall provide ticket service categories and call types needed for Mandatory

identifying Network Security activities including, but not limited to:
B1.40 (See complete listing of CTIs)

(FR41) e Payment Card Industry (PCI) Data Security Standard (DSS) compliance
o Network Access Control (NAC) e McAfee
o Websense e Account Policies

The solution shall provide ticket service categories and call types needed for Mandatory
identifying Strategic Services activities such as, but not limited to:
(See complete listing of CTIs)

e Websites: Intranet, Internet e Web Applications
e GISESRI e Business Applications
o Database creation/modification
request
The solution shall provide ticket service categories and call types needed for Mandatory
identifying Telecom activities such as, but not limited to:
B1.42 i
(FR43) (See complete. listing of. CTls)
e Service Providers e Desk Phones
e Cellular Devices e Satellite TV
The solution shall provide ticket service categories and call types needed for Mandatory
B1.43 identifying Project Management activities such as, but not limited to:
(FR44) (See complete listing of CTIs)
° Project Requests
B1.44 The solution shall auto-populate request forms with user contact info when Mandatory
(FR11) requests are opened via the web
The solution shall provide a means for Service Desk Personnel to update the Mandatory
5’2;2‘;? status of incident or service requests from desk, laptop or other mobile device in
order to provide timely and efficient service.

The solution shall provide a dashboard view for Service Desk Personnel and Mandatory
supporting IT Groups that provides the following features:

e Navigation bar with key functions
e Listing of incidents or requests assigned to individual personnel
e Listing of incidents or requests assigned by groups
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e Listing of, or a view to reported network events showing the status and a

description

e Listing of new project requests assigned to individual project managers
e Description and status of all incident or requests

e Graphical data (charts, graphs) on key functions based on each team’s core
responsibility

e Alerts on issues, requests, or situations affecting the employees (for Asset
Inventory and Network Operations Teams)

e Alerts on new requests (for the Business Administration Teams)

e Alerts on upcoming change activities (for the Network Operations teams)

The solution shall provide users the ability to close tickets using closure codes Mandatory

prescribed for that use:

e Account Expired e Account Locked
e Defective e Device Failure
e Forgot Password e Laptop Setup

e Repair/RMA

(See complete listing of closure codes)

Deliverable 2. Implement Incident Management

Code Description RE]

The system shall be configured to display an issue checklist, upon initial ticket Mandatory
creation, to aid the Service Desk staff with:
e Resolving the 1* Tier of issues quickly
e Determining the complexity of the 2™ and 3" Tier issues
e Ensuring pertinent information is gathered upon initial contact with the user

B2.1 Examples of information to capture on the checklist:

e What is the computer name? (if not shown)

e Did the user restart their computer?

e Are all the cords and cables secure and plugged in?

e What events lead to this issue?

e Did the user experience any error codes or messages?
e Has this user experienced this issue before?

8211 The displayed checklis_t shoulq be _configured to display questions based on the Mandatory
type of issue the user is experiencing.
The system shall be configured to allow “Special Requests” from the Executive Mandatory
B2.2 Offices (ex. Mayor’s Office) to automatically assign an “Urgent” priority level to
the ticket upon creation.
B2.2.1 The system shall be configured to allow “Special Requests” tickets to immediately Mandatory
o go to a special work queue when each ticket is created for easy retrieval.
The system shall be configured to display a system message and an email Mandatory
B2.2.2 notification informing the technicians a new “Special Requests” ticket has been
submitted.
B2.3 The system shall deliver automatic email alerts to inform ticket owners of expiring Mandatory
(FR34) SLAs when 50% of the SLA has passed.
B2.4 The system shall be configured to display the users’ equipment information Mandatory

when tickets are initially created. The equipment information should include the
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make/model, operating system, and IP address.
The system shall be configured to provide immediate automatic notifications to Mandatory
B2.5 the Service Desk and management team when the monitoring tools identifies an
incident or problem.
B2.6 The system shall be configured to generate one master ticket for each incident, Mandatory
' problem, or request that has been submitted to the Service Desk.
The generated master ticket shall allow sub-tickets to be created and linked Mandatory
B26.1 when the following occurs:
h e Multiple group owners are required to resolve the ticket;
e User submits a new ticket that is directly related to an existing master ticket
The system shall be configured to allow sequencing of sub tickets when certain Mandatory
B2.6.2 . . . . .
sub tickets cannot be closed until reliant sub tickets are resolved first.
The solution shall allow authorized Service Desk personnel to update incident Mandatory
format or add new fields to capture data on the incident including:
ii;) e Call types within categories
e Add articles to Knowledge Base (wiki)
e Add troubleshooting tips and procedures to the Wiki tool
The solution will allow and track escalations, for assistance with troubleshooting Mandatory
and resolving user incidents, and to allow timely management of the resolution
according to established service level agreement (SLA) and standard operating
B2.8 procedures (SOP) and updates for customers from entities including:
(FRa1) e Tier Il support, such as Network o AIM Teams
Operations e Other COA Business Units
e Equipment vendors
B2.9 The solution shall provide various a readily visible status field on incidents and Mandatory
(FR32) requests for tracking and management purposes.

Deliverable 3. Implement Problem Management

Code Description Rank
The system shall be configured to deliver daily status updates via email to Mandatory
B3.1 owners, management, vendors, and group owners of current problems until the
problem is mitigated.
The system shall be configured to allow a number of related incidents to Mandatory

automatically create a problem record.
B3.2 . . . ,
(E.g.: 10 different users submits a ticket because they aren’t able to access a
specific system or application. This should now be considered a system or
application problem as it effects multiple users/areas at the same time.)

Deliverable 4. Implement AIM Service Catalog

Code Description Rank
The service catalog shall be configured to support all IT Issues and Requests Mandatory
related to the following:

e Desktop e Telecom
B4.1 e Application Installs/Maintenance e Server
e Network e Security
e Project Requests e Hardware/Software
e GIS
B4.2 The _system _shall pe configur_ed to allow all users to access troubleshooting self- Mandatory
service options via the service catalog, such as :
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e Mapping Network Drives

e Mapping Network Printers

e Resetting Application Password (for critical applications)

e Adding an Additional Outlook Mailbox

e Reserve a Conference Bridge
The service catalog shall be configured to display all of the devices offered by Mandatory
AIM using a Device Catalog with the following equipment options:
B4.3 See appendix for a complete listing of all devices offered.

¢ Mobile Devices e Laptops/Tablets

e Wireless Devices e Desktops
The device catalog shall be configured to show when devices have to be Mandatory
procured from the vendor or the AIM inventory.
The device catalog shall have a configured approval workflow for all requested Mandatory
devices to allow business managers to approve or deny the request.
The required approval for all devices shall be delivered in the form of an email Mandatory
immediately after the request has been submitted via the device catalog.
They system must be configured to allow the responses to the approval email to be Mandatory
sent back to the system and captured in the notes of the ticket.
The device catalog shall display the features, required options, optional Mandatory
B4.3.5 accessories, and warranty information for each of the devices.
See appendix for an example of how the current devices are displayed.
The device catalog shall use drop down menus or radio buttons to allow users to Mandatory
select the required options and optional accessories for a device.
The Service Catalog shall be configured to recognize the user workspace and Mandatory
provide request options available in their respective location.
The service catalog shall be configured to display system outage messages in Mandatory
the form of a monitoring dashboard with key information such as:

e System Name e Outage Date & Time

e Impacted Areas/Departments

B4.3.1

B4.3.2

B4.3.3

B4.3.4

B4.3.6

B4.4

B4.5

Deliverable 5. Implement Asset Management

Code Description Rank

The asset management module shall provide inventory management of all COA
assets using the following categories:

e Hardware Inventory e  Security Inventory

e Software Inventory e Custom Inventory (as needed)
The asset management module shall allow tracking of all equipment that has Mandatory
been received from outside sources, such as vendor.
The asset management module shall be configured to capture all equipment that Mandatory
has been returned by employees.
The asset management module shall be configured to capture all equipment that Mandatory
has been assigned to employees of the City of Atlanta to include all desktops,
laptops, mobile devices, Wi-Fi devices, desktop phones, network assets (printers,
servers, etc.,), and other related equipment.
The asset management module shall be configured to allow the service desk to Mandatory
view the inventory data for one device as well as a device group.
The asset management module shall be configured to keep track of all inventory Mandatory
changes in an Inventory History tab/list.
The asset management module shall be configured to capture pertinent Mandatory
equipment and inventory information for reporting and end of life process
management, to include the following:

B5.1 Mandatory

B5.1.1

B5.1.2

B5.1.3

B5.1.4

B5.1.5
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e Make, Model Name ¢ HW/SW Name e Date Received

& Number e  Manufacturer End e Date Issued
e  Serial Number Date e Date Returned
e AIM Asset Tag e Storage Locations e Department Name
e  Operating System e Assigned To e Purchase Date
e Category (Employee First and Last e  Expiration Dates
e PO Number . E?:;ioyee D . HW/SW .Version
. Manufacturer e  Status o Description
e Location «  Waranty e Vendor (_Zontact
e  Network User Information Information

Name .

L Maintenance
e Requisition Number Agreement
The asset management module shall be configured to allow bar code scanning Mandatory

devices to aid with managing inventory to include capturing key inventory data for
process management and reporting purposes.
The asset management module shall be configured to allow all equipment assigned Mandatory
to employees to be linked to their employee ID and Network Login.
The asset management module must integrate with the configuration Mandatory
management tool to ensure the asset data is accurate in both systems.
The asset management module shall provide financial asset management to track Mandatory
and management the cost associated with the COA assets to include:

e The purchase amount of all equipment and assets;

e The depreciated value of all equipment and assets
The asset management module shall provide software licensing management to Mandatory
track and distribute software licenses to COA users to include:

e Manage software suites and titles from the inventory data

e Associate and authorize devices to a software suite or title

e Define license numbers, expiration dates, etc.,

e Ensuring only authorized employees receive software based on

management approval

e Ensuring software is allocated based on job duties

e Tracking the reassignment of software from one employee to another

e Controlling mass software distribution

e Update the software portfolio as needed

The asset management module shall provide power management to regulate the Mandatory
power used by all devices.
The asset management module shall allow the service desk team to query any Mandatory
data stored in the module as needed.
B5.9
(E.g. The users should be allowed to query the number of devices operating on
Windows 7 from within the module based on the data stored.)
The asset management module shall be configured to allow the service desk to run Mandatory
B5.10 an audit of the COA assets on demand.
All asset audits should be stored in a centralized location where the audits can Mandatory
B5.10.1 . .
be retrieved as needed by the service desk team.
The asset management module shall be configured to provide application Mandatory
management with following management options:
e Monitor: Allows users to keep track of who is using applications and how
B5.11 : .
long they ran to better understand allocation of licenses.
e Prohibit: Kill/terminate an applications’ session when launched
e Protect: Back-up the application and restore it when needed
B5.111 The .applica.tion manager sht_)uld include an application catalog to include Mandatory
A applicable licensing information.
B5.11.2 The application manager should_ integrat(_a with the asset management software Mandatory
o inventory to ensure the information remains accurate.
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The asset management module shall be configured to allow the service desk to set- Mandatory
up and schedule operational rules.

B5.12

(E.g. The service desk should be able to set-up an operational rule to “Check
Operating System” versions and the rule will run and return the results in the form of
a report or spreadsheet)

The solution will track hardware and equipment from purchase to disposition for Mandatory
managing key tasks.

e Active e Surplus / Disposition

e Depletion e In-Stock

e Repair e Inactive (unassigned equip)
The solution shall track the lifecycle of hardware and durable equipment from Mandatory

purchase to retirement for tasks such as:
e processing damaged inventory
e obsolete inventory
e excess inventory
The solution shall provide alerts to assist with asset inventory management of Mandatory
software license, service support, warranty, and contract renewals:
e Create triggers based on expiration and renewal dates
e Triggers shall be set 180 days in advance of Expiration Dates
e Send email naotifications to the Inventory Management team of pending
renewal activity
The solution shall provide authorized users the ability to set or adjust the work Mandatory
flows for key tasks such as:
e Lead time on purchasing and renewal tasks
e Setting triggers on renewal activity
e Creating reporting formats
e Setting equipment lifecycle parameters

B5.17 The solution shall track and maintain IT procurement tasks. Desired
(FR47)
The solution shall track, manage, and capture data on Surplus Bid requests such Desired
as:
B5.18 e Business Unit e Make/Model
(FR48) e AssetTag # e Manufacture
e Condition e Comments
e Surplus Approval Date e SoldTo
The solution shall automate manual tasks needed to manage service delivery for Mandatory
B5.19 the collection, retirement and surplus handling of hardware, software and
(FR24) equipment issued to employees between AIM and:
e Business Administration e Business Units

Deliverable 6. Implement Change Management

Code Description Rank
The system shall be configured to provide immediate automatic email Mandatory
B6.1 notifications to the Service Desk and management team when any changes are

made to the network, software/application, hardware, security, or changes to any
policy and procedure.

B6.2 The system shall be configured to capture, track, and manage all change Mandatory
' requests from the Change Control Board (CCB) and all other IT changes.
The system shall provide standardized weekly notifications for all changes Mandatory
B6.2.1 reviewed by the CCB to include:
e Approved/Denied Change e Impacted Departments/Groups
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e Requestor(s) e Reason for Approval/Denial

Configure a dashboard within the Change Management module to display CCB Mandatory
approved and denied changes that have occurred during a period of 90-days.
The Change Management module shall create an audit trail by storing/backing Mandatory
B6.3 up all data related to IT changes in a database using an automatic scheduled
routine.
B6.3.1 The Change Management module shall allow users to search, view, and retrieve Mandatory
(FR66) all historical information related to any IT changes from the database.
The solution’s audit trail must show when AIM personnel interact with change
B6.3.2 management requests to:
(FR69) e Update Requests Details e Enter Request Dispositions

e Change Status Changes Occur ¢ Close Requests
The Change Management module shall identify the type of change using the Mandatory
following categories:
B6.4 e Network e Security

e Software/Application e Security

e Hardware e Policy/Procedure
The Change Management module shall have configured work flows for all of the Mandatory
B6.5 Change Control Processes according to the AIM SLA and SOP Guidelines for:
(FR64) e Routine Changes (Normal, Standard, Unscheduled)
(FR65) e Emergency Changes

e Scheduled Maintenance
The Change Management module shall deliver an immediate “Approval Mandatory
B6.6 Requested” email notification to inform the CCB Approvers there is a change
awaiting approval.
The Approval Requested email shall provide a direct link to the Change Request Mandatory
Record to all approvers to access the request with less clicks.
The Approval Requested email shall provide a summary of the Change Request Mandatory
Record to include:
B6.7.2 e Type of Change e Date Requested

e Impact of Change e Reviewed By

e Requestor
The system shall allow a technician or member of the Service Desk to use an Mandatory
B6.8 indicator, such as a checkbox within the ticket to indicate this ticket requires a CCB
process.
The solution shall provide request status categories to assist in management and Mandatory
handling of requests such as:

e Urgent e Standard e Closed

e Emergency e OnHold e Denied

e Approved e In Progress o Completed
The solution shall allow authorized AIM personnel to add or amend category and Mandatory
call type descriptions used to characterize and identify change management
requests, and to provide more details on the system activity for reporting purposes,

B6.2.2

B6.7.1

B6.9
(FR67)

such as:
e Equipment Type e Software e VPN
e Switch e |IDF/MDF e “Comment” field
e Server e Router for additional
e Hardware details
The solution shall alert Network Operations personnel when calendar scheduling Mandatory

B6.11 | conflicts occur with requests by text highlighting, background shading, text bolding,
(FR70) or by some means that will catch attention, to include the following:
e New Requests e Approved Requests
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The solution shall provide automatic notifications (email or system alerts) to AIM Mandatory
personnel only, for change management activities such as:

When emergency requests are received and a review is needed

If emergency requests are not acknowledged

When a request disposition (approved or denied) is determined

A reminder to complete or close out requests after dispositions are determined
A reminder of the meeting date when request will be reviewed

Calendar conflicts occur with approved requests

B6.14 | The solution shall provide users with the ability to view the status of a Change Mandatory
(FR72) Management request and track progress through the process.

Deliverable 7. Integrate with Oracle Human Resources

Description

The system will need to integrate with Oracle Human Resources to provide Mandatory
immediate notifications of employees leaving the company to the Service Desk
and network team to trigger the process for Disabling Accounts and Returning

Equipment.

B7.1

Deliverable 8. Integrate with the Network Active Directory

Code Description Rank
The system shall integrate with Active Directory to allow updates made to the Mandatory
B8.1 systems’ user profile to update the user’s physical location, department, desk &
mobile phone numbers in Active Directory.
B8.2 The system shall integrate with Active Directory to provide easy access the users’ Mandatory

information using an auto-populate functionality for the Employee Name, Physical

FRO5 . . ..

( ) Location, Current Contact Information, and User Permissions.

B8.3 The solution shall integrate with Microsoft Active Directory to authenticate and Mandatory
(FR.10) authorize users, such that one set of credentials are needed to access the tool and

new employees can be given access with minimum effort.

Deliverable 9. Implement Additional Integrations

Code Description
B9 1 The solution shall provide call center integration features including: Desired
(FR.22) e Call Management e Capturing of Call Statistics
e  Scripting for various scenarios ¢ Integration with Avaya voice over
e Call Recording internet protocol (VOIP) equipment
The solution has to be able to integrate with or handle data from other third party Mandatory
software, such as:
e Monitoring Tools o AirWatch
o IT360 e Oracle Financials
o What's Up Gold e Application Manager
o Matrix42 e Hyena

Deliverable 10. Develop Knowledge Base

Description
B10.1 The system shall be configured to provide a knowledge base to all COA users Mandatory
(FR18) and the service desk teams to provide information on common issues for users
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who prefer self-help that provides information arranged by application, hardware,
software and other related equipment

B10.1.1 | The knowledge base should house basic instructional aides to include: Mandatory
(FR28) e Mapping Network Printers e Location of Available Network
e Mapping Network Drives Printers
e Adding Additional Outlook e Changing Passwords,
Mailboxes e Help Guides & Troubleshooting
e Basic PC Navigation Tips
e Location of All File Servers e Service Desk SOPs

e Equipment Installation &
Maintenance Manuals

B10.1.2 The knowledge base should be scalable to allow users to add topics as needed Mandatory
without storage limitations.

B10.1.3 The knowledge base should store the information related to the COA employee Mandatory
discount programs.

B10.2 The system shall be configured to provide an indicator informing the service desk Mandatory

when a new knowledge article need to be created based off an increased
number trending issues.

Deliverable 11. Implement Request Management

Code Description Rank

The system shall be configured to distribute the tickets for incidents and service Mandatory

B11.1 requests to the appropriate groups for resolving based on the service category

(FR36)
and request type.
The appropriate groups must include the following teams: Mandatory
e Application Development Team e Server Team
e Application Support Team e Telecom Team
B11.1.1 e Oracle ERP Team e Service Desk Support Team
e Network Team e EGIS Team
e Security Team e Business Administration Team
e Strategic Services Team e Cable Infrastructure Team
Mandatory

The system shall be configured to include the request types for the EGIS team.
B11.1.2 e Map Requests e Print Requests (Non-GIS Related)

e GIS Data Requests (Shape Files
& Spatial Data)

The system shall be configured to immediately send automatic approval emails to Mandatory
B11.1.3 the GIO and Business/Department Managers for all EGIS requests that require

printing.

The approval email should include the following: Mandatory

e The total cost associated with the print request;

e An option to approve or deny the print request;

e Afield to include the funding information for approved print requests
The system shall be configured to display an alert message for all EGIS Print Mandatory
Requests indicating the cost associated with the print request.
The system must configure an online service request form for users to request Mandatory
EGIS services to include the following fields:

¢ Requestor’s Information e Title of Existing Map (for

B11.1.5 e Department/Business Regenerated Map Requests)
e Contents

B11.1.3.1

B11.1.4

e Outputs (to include size of paper, type of paper: Plain or Glossy, and delivery format: PDF
or Digital)
B11.2 The system shall be configured to display a message to the requestor when Mandatory
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creating a ticket for a Plotter Print Request informing the requestor of an
associated cost.

B11.3 The ITSM solution must provide a means to allow the requests from the public to Mandatory
be submitted via email and tracked by the Service Desk.
B11.3.1 The solution must allow the public to pay for requested services when applicable. Mandatory
Deliverable 12. Implement Configuration Management CMDB
Code Description Rank
The system should provide a list of core applications and software by Mandatory
B12.1 | department to reduce the time spent on installing software and applications.
See appendix for a listing of City-Wide applications and software.
B12.1.1 | The system should provide a list of all User Groups sorted by the Department Mandatory
Name.
B12.1.2 | The system should provide an inventory of all servers to include the following: Mandatory
e Configured Applications e Server Owner(s)
e Operating System e Applied Patches
B12.13 Th'e system shoulq provide.the location of all Network Servers, Drives, and Mandatory
Printers to expedite resolving network requests.
B12.1.4 | The system shall store the file location for all software and applications. Mandatory
B12.1.5 | The system shall store a list of conference bridges by division. Mandatory
B12.2 The CMDB must allow users to see all changes over a 12-month period. Mandatory
B12.3 The CMDB must gllow version control to prevent overwriting and maintain an Mandatory
accurate audit trail.
B12.4 | The CMDB must integrate with the current System Center Configuration Manager Mandatory

(FRO4) | (SCCM).

Deliverable 13. Implement Event Management

Description

The system shall integrate with monitoring applications to provide immediate

B13.1 notifications of issues that have occurred to the appropriate service desk team.

Mandatory

B13.2

(FR34) The system shall provide alerts or alarms for Enterprise level network events.

Desired

The solution shall provide automatic notifications (email or system alerts) to AIM
personnel when events occur and are:

e Reported or opened

e Status changes or new information is available

e For their respective teams

Mandatory

The solution will allow authorized Network Operations personnel to create new and
remove resolved and outdated alerts on issues and situations affecting enterprise
users that would be visible to application users and to the Service Desk teams.

Mandatory

The solution shall provide authorized users the ability to set or adjust the work
flows for key tasks such as:

e Application monitoring

e  Setting triggers for monitoring activity

e Creating reporting formats on network activity

Mandatory
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See appendix for work flow examples
The solution shall provide the ability to link related tickets or tickets caused by the
same event.

Mandatory

Deliverable 14. Implement Employee Requirements

Description

The solution shall provide general users with access to standard forms for the
following requests:

Mandatory

Application Change Requests
Database Requests

Database Access

AIM Equipment Sign In/Out
(Loaner)

AIM Equipment Usage
Agreement
Hardware/Software Evaluation
Request

IT Services Business Request
Justification Request Form (non-

RSA Token form (all forms)
Request for Approval Form for
Sole Source or Special
Procurement

Server Request

SW Installation and Applications
Access

Return Material Authorization
(RMA) Request

Surplus Furniture, Fixtures and
IT Equipment

budgeted items) e Websense Monitoring
e Parking Request e User Account Request
Reimbursement
e Project Initiation Concept
Request
B14.2 | The solution shall provide a means for various business units to efficiently share Mandatory
(FR13) information needed to obtain reporting and manage key tasks including:
e Ordering hardware, software and other equipment
e Establishing and disabling mail accounts
e On- and Off- boarding of employees
B14.3 | The solution shall provide a means for employees to check the status, of their Mandatory
(FR15) service request online, without needing to call Service Desk Support for updates.
B14.4 | The solution shall allow an employee to view a ticket history (open and closed Mandatory
(FR16) tickets) he or she has opened and associated handling details (i.e. resolution/fix).
B14.5 | The solution will provide a means for handling all COA employees, both regular Mandatory
(FR17) and contractors authorized to access network, to ensure timely handling of on- and
off-boarding activities.

Deliverable 15. Implement Project Management Reguirements

Description

The solution shall provide the ability to track tasks on projects per user (employee). Desired
The solution shall provide the ability to track tasks on projects by task. Desired
The solution shall provide the ability to show escalation point (1st, 2nd, and 3rd) and Mandatory
assignee.

The solution shall provide the ability to track milestones on projects. Desired
The solution shall provide the ability to input project names on an ad hoc basis. Desired
The solution shall provide the ability to add milestones to projects. Desired
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The solution shall provide the ability to add end dates to projects. Desired
The solution shall provide the ability to link project files to shared network location. Desired
The solution shall provide the ability to approve design phases prior to moving to .
. Desired
next design phase.
The solution shall provide the ability to assign tasks to individual engineers. Desired
Deliverable 16. Implement Release Management
Code Description Rank
B16.1 | The system shall be configured to adhere to these phases for release management
e Planning
e Development (P-3) Mandatory
e Quality Assurance/Test *(P-2)
e Test/Stage for Production (P-1)
e Production
B16.2 | The system shall be able to capture 10 — 15 release record statuses (i.e. in
planning, in development, In QA/Test, Awaiting p-1 approval, ready for p-1, in P-1, Mandatory
awaiting production approval, ready for production, closed, etc.)
B16.3 | The system shall be able to capture 10 — 15 features record statuses (i.e. draft,
analysis & design, in development, ready for p-2, in p-2, ready doe p-1, in p-1, ready Mandatory
for production approval, awaiting production approval, ready for production, in
production, closed, etc.)
B16.4 | The system shall be able to capture the following task types:
e Enhancements & Defect corrections
e Upgrades & patches
e Configurations Mandatory
e Application Deployment
e Monthly reporting
Back-end data changes
B16.5 | The system shall be configured to have various task statuses but not limited to :
e Pending
e Assigned
e In Progress Mandatory
e Onhold
e Completed/closed
e Cancelled.
B16.6 Please reference the release management process map for additional insight on
proper configuration of this process/module within the solution.
C.Security Requirements
Deliverable 1. — System Accessibility
Code Description Rank
c11 The s.ys'.cem shall provide an account for each COA users based on established Mandatory
permissions.
The system shall provide mobile access to all COA users to create, view, reassign, Mandatory
C1.2 . : :
and update tickets from approved mobile devices.
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c13 The system shall be accessible from the client installed desktop icon for all Mandatory
' desktops and laptops.
cl4 The system shall provide a single-sign on for users accessing the system from a Mandatory
' desktop or laptop.
Cl15 The system shall be accessible outside of the network by COA users only. Mandatory
cL5.1 The system must prompt for the users AD log-in when attempting to access from Mandatory
o outside of the network.
Cl1.6 The solution must utilize a proxy server in the DMZ to connect to the corporate Mandatory
(SR03) network for Active Directory single sign on.
The solution will require authorized COA employees, and designated contractors Mandatory
(ié'oi) authorized to access network, to have unique logon credentials (user name and
password) in order to access the application.

Deliverable 2. — Security Permission Requirements

Code Description Rank
co1 All three Service Desk teams should have access to all networks and applications Mandatory
' supported by AIM when troubleshooting an issue across delivery areas.
The system shall be configured with the following permission levels: Mandatory
e Customer User (COA Employees and Authorized Contracts): Read and
search the knowledge base; Submit, view, and update tickets.
e Technician/Agent (Service Desk Personnel): All basic functionality;
Submit, view, update, transfer, and update tickets. Add and update
knowledge base.
e Network Operations Personnel: read and write to Incident and Change
dashboards to handle incident, change management and related requests.
C22 e Business Administration Personnel: read and write to the Business
(SRbl) Admin dashboard to handle asset inventory, incidents, and related
reguests.
e Support Technicians: read and write to respective Application Services or
Network Services dashboards to handle requests.
e AIM Managers: read and write to reassign tickets and run reports.
e Workspace Administrator: Same as all above, with the ability to make
administrative changes to the workspace including adding custom fields
and editing setting options.
e System Administrator: Same as above, with the ability to make
administrative changes to all workspaces as well as globally.
The solution shall provide full read and write permission in the Admin portal for Mandatory
authorized persons to support application with tasks such as:
e Setting permissions by user category
c23 o Approval of documents for a self-help reference tool (wiki)
(FR80) e Updating information in Self-service catalog
e Creating new and adjusting existing task workflows
¢ Maintaining equipment reference information
e Updating key fields for their respective area and teams
The solution shall provide Administrators the ability to control user permissions Mandatory
C24 by user group as to what assets (hardware, software and related equipment) can
(FR81) | view for ordering and tracking purposes.

D.Reporting Requirements

Deliverable 1. — General Reporting Requirements
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Code Description Rank
D1.1 All reports shall be exportable to a PDF and Microsoft Excel format. Mandatory
(RRO3)

D1.2 All dashboards shall be exportable to a PDF and Microsoft Excel format. Mandatory
D13 The system shall allow the development of custom reports and dashboards by Mandatory
' designated staff members.
The custom dashboards and report charts should allow custom formatting to Mandatory
include:
D1.3.1 e Chart Controls — Modify chart style, title, size and spacing, etc.,

e Chart Colors — Color attributes to provide visual representation
e Chart Fonts — Font attributes to include font families and sizing

D1.4 The system shall allow users to schedule reports that need to be generated. Mandatory
D141 The system shall deliver automatic'err)ail notifications when scheduled reports have Mandatory
been generated and ready for publishing.
D1.4.2 The automatic email notifications should provide an attachment of the actual reports Mandatory
generated.
DL5 The system must include a legend or key on all generated reports to provide a Mandatory
' reference point for the readers.
The system must allow users to generate a report using the data from the results Mandatory
D1.6 of an advanced or quick search by clicking on an icon or button from within the
search results.
The solution shall provide data analytics on the incident and service delivery Mandatory

activity with a click to obtain:

D1.7 e Graphical representations (charts, graphs)
(RRO1) e Users can access predetermined graphs or create graphs at will
e Atable of details used to create the charts
e Graphs that can be drilled down with a click to see supporting detail
e Graph details can be filtered further to focus on specific sub-details
The solution shall provide features to assist with reporting and analysis tasks such Mandatory
as:
D1.8 e Pre-defined reports
(RRO2) e User-defined or ad hoc reports
e Ad hoc query generator
e Dashboard for key performance indicators (KPI)
e Alert and/or Alarm capabilities to alert users of defined events
The solution shall provide reporting based on the following duration attributes: Mandatory
D1.9 e Daily e Quarterly
(RRO4) e Weekly e Annually
e Monthly
The solution shall allow Authorized Personnel to create routine or ad hoc Mandatory

D1.10 reporting based on data captured from incident and service activity.
(RRO5) e Schedule reports to run automatically on a specific date and time
e Distribute reports via email to a predefined Outlook address list

Deliverable 2. — Service Desk Reports

Code Description Rank
The system shall generate the Age Report daily for each individual service area
with the following parameters: Mandatory
D21 Based on the current SLA status of open tickets and open tickets with missed SLA
per team
e Ticket Number e Last Edit Date & Time
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e Priority e SLA Due Date & Time
e Status e # of Days Till Due
e Assignees o # of Days Open
e Date & Time Submitted e Customer Name
The system shall generate the Consolidated High Priority Age Report daily to Mandatory
include the following parameters:
Based on the current SLA status of open tickets and open tickets with missed SLA
per team
D22 e Ticket Number e Last Edit Date & Time
e Priority e SLA Due Date & Time
e Status e # of Days Till Due
e Assignees o # of Days Open
e Date & Time Submitted e Customer Name
The system shall generate the Consolidated Age 30+ Days Report daily to Mandatory
include the following parameters:
Based on the number of tickets opened 30 days or more
D2.3 e Ticket Number e Last Edit Date & Time
e  Priority e SLA Due Date & Time
e Status o # of Days Till Due
e Assignees o # of Days Open
e Date & Time Submitted e Customer Name
The system shall generate the 311 Reports on the 1% business day of each week Mandatory
to include the following parameters:
Reports
e Total Number of 311 Tickets by Status
e Total Number of 311 Tickets by Priority
D2.4 e Total Number of Resolved 311 Tickets
Report Columns e Date & Time Submitted
e Ticket Number e Last Edit Date & Time
e Priority e Department
e Status e Division
e Assignees
The system shall generate the Weekly Survey Report for each of the service Mandatory
delivery areas to include the following parameters:
e Ticket Number e Date & Time Submitted
D2.5 e Resolution Date & Time e Date Closed
e Assignees e  Survey Number
e Survey Submitted e Score
e Customer
The system shall generate the Desktop Team Performance report every Tuesday Mandatory
with the following parameters:
e Technician Name e Number of Tickets
D2.6 e Number of Projects e Total Tickets Open
e Total Tickets Closed e Percent Complete
e Total SLA Met e Percent of SLA Met
e Daily Average
The system shall generate the Created High Priority report every Friday to include Mandatory
the following parameters:
D2.7 Based on all high and emergency priority tickets for the current week\
e Ticket Number e Resolution Date & Time
e Priority e Customer Name
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e Status e Total Service Desk Tickets
e Date & Time Submitted e Total Tickets by Service Area
e SLA Due Date & Time
The system shall generate the Resolved High Priority Tickets report every Friday Mandatory
to include the following parameters:
Based on all high and emergency priority tickets for the current week
e Ticket Number e Days to Resolve
e Priority e Total Resolved (Consolidated & by
D2.8 e Status Service Area)
e Date & Time Submitted e Total Met (Consolidated & by Service
« SLA Due Date & Time Area) _
) . e Total Missed (Consolidated & by
e Resolution Date & Time Service Area)
 Customer Name e Percent of SLA Met (Consolidated
e SLA Met & by Service Area)
e SLA Missed
The system shall generate the monthly SLA Report for all service areas to include Mandatory
the following parameters:
e Status e Date Submitted
e SLA Due Date & Time e Resolution Date & Time
D2.9 e SLA Met e SLA Missed
e Days to Resolved e Total Resolved
e Total Met e Total Missed
e MetSLA e Total Resolve Days
e Average
The system shall generate the monthly Survey Summaries for all service delivery Mandatory
areas to include the following parameters:
e Total Surveys e Date & Time Closed
e Total Promoters e Assignees
D2.10
e Total Detractors e Survey
e Ticket Number o Date Survey Submitted
e Date & Time Submitted e Survey Score
e Date & Time Resolved e Customer Name
The system shall generate the monthly FOR Atlanta Metrics report to include the Mandatory
following parameters:
e Overall Application Performance e Overall Network Security
o % Network Availability o % Successful attacks on
o % Server Availability AIM Network
o % Application o Number of
D211 Availability Inside/Outside Attacks
e Overall Customer Service o Number of PCs without
o Avg Days to Resolve Antivirus Protection
Requests
o Number of Requests
Resolve
o % Requests Resolved
within SLA
The system shall generate the monthly EGIS Resource report to include the Mandatory
following parameters:
e All EGIS related requests submitted and resolved for the prior month
D2.12 e Requestor Name
e Department
e Request Type
e Resource Used
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e Associated Costs
The solution shall provide the following Service Desk Reports: Mandatory

e SLA Report
O Met SLA vs. Violation
o Automated natifications to technicians
o Automated notifications to
e ATL Stat Reports
o Number and Percentages of tickets created, closed, closed within SLA
o Number and Percentages of tickets created, closed, closed within SLA by
D2.13 Team
(RRO6) Ticket count by Priority
Ticket count by Team
Customer Satisfaction report
ther
Top Ten issues by Business Unit
Top Ten issues by Users
Ticket activity by Technician
Count by SLA Violations,
Count by Update Violations
Report Durations: Daily, Weekly, Monthly
The solution shall provide the following Inventory Reports: Mandatory

OO0 0O0000Q00O0

D2.14 |e Hardware Report
(RRO7) o End of Life date

o Make and model

o Type of equipment
The solution shall provide the following Software Tracking Reports with the Mandatory
following data points:

Software »  Description

Expiration dates +  Version

Vendor contact info End User Name
License Product Key Unused License Count

Deliverable 3. — Dashboards

Code Description Rank
The system shall provide graphic dashboards to report on the following: Mandatory
D31 e Issues or Events from the Monitoring Tools
' e Change Dashboard
e SLAs by Service Desk Teams
The system shall provide technician dashboards to report on the following: Mandatory
e Number of Open Tickets by Groups
([?Ziézo) e Number of Open Tickets by Technician
e Number of Tickets Resolved Outside of SLA
e Number of Open Tickets by Priority

E. Technical Requirements

Deliverable 1. — General Technical Reguirements

Code Description Rank

El.1 The solution shall accommodate simultaneous users. Mandatory

£12 The solution shall save the data from the user interface within three (3) seconds Mandatory
' after entry.
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E13 The solution shall have a page reaction time to a user action within three (3) Mandatory
' seconds, as a sign that the solution is responding.
The solution shall store data electronically for a minimum of ten (10) years or as Mandatory
El14 e o . . i
specified in the City’s retention policy for storing data.

Deliverable 2. — Server and Database

Code Description Rank

E21 All servers must be able to run or be compatible with 2012-R2, or at the very least, Desirable
the servers should be 2008-R2.

E22 Multiple servers are required to effectively balance the load of many users Desirable
accessing a single application.

E2.3 The 2012 SQL database is preferred but the 2008 SQL database is acceptable. Desirable

F. Usability Requirements

Deliverable 1. — User Friendly

Description

The system shall be configured to provide mobile access to the Service Desk Mandatory
team to create, update, resolve, and transfer tickets from City approved mobile
devices while working in the field.
The mobile access must allow technicians to handle routine activities while away Mandatory
from their normal station and working in the field to include:

e Issuing and retrieving assets

e Initiating equipment ordering

e updating incident tickets with status
The solution shall provide a mobile version for authorized mobile devices that will Desired
allow handling of routine activities while away from the office or in the field:

e Screen resizing

e Secure access

¢ Info caching when connection is unavailable and data synchronization

when connected

The system shall refresh the screen automatically every 3-5 minutes to provide Mandatory
F1.2 allow the service desk teams to see any new tickets that have been submitted
without manually refreshing the screen.
F1.3 The solution shall be available via a link on the COA and DOA Intranet home Mandatory
gigg; page and the end user desktop as an icon to provide easy access.
F1.4 The solution shall be accessible via mobile devices to facilitate the issuing and Mandatory
(FR33) retrieving of assets away from the office or in the field.
F1.5 The solution shall provide an access portal for Employee that is intuitive and easy Mandatory
(FRO8) to use, such that users need not possess a high level of technical expertise and
includes:
e Navigation bar with three or four main service categories
e “How-to” instructional information on hardware (HW) and software (SW)
e A knowledge base library or “wiki” with information on known issues and
solutions so users can help themselves on common issues
e A service catalogue that outlines available assistance and services
e Provides alerts on issues affecting multiple business units
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Glossary

No. Term Definition

1. FRD Feature Requirements Document

2. SLA Service Level Agreement

3. COA City of Atlanta

4. AIM Atlanta Information Management

5. DWM Department of Watershed Management

6. GF General Fund

7. CCB Change Control Board

8. Numara (Foot Prints) | Current Service Desk tool for General Fund and Watershed

9. H.E.AT. Current Service Desk tool for Aviation

10. Enterprise Service Realigned service desk comprised of all three funding areas (Aviation, General Fund, &
Desk Watershed)

11. | AD Active Directory

12. SLA Service Level Agreement

13. Network Account COA Network user ID and password

14. | Service Delivery See appendix for a list of service delivery areas and the departments that fall within
Areas each area.

15. Executive Offices Mayor’s Office, Various Commissioners, Executive Leaders and Top Staff, City Council,

etc.,

16. | CCTV Closed Circuit Television

17. COTS Commercial off the Shelf

18. DOA Department of Aviation

19. FAA Federal Aviation Administration

20. EGIS Enterprise (GIS) Geographic Information Systems

21. GIO Geographic Information Officer

22. GIS Geographic Information System

23. HJAIA Hartsfield Jackson Atlanta International

24, HW Hardware

25. KPI Key Performance Indicators

26. LAN Local Area Networks

27. NAC Network Access Control

28. PCI DSS Payment Card Industry Data Security Standards

29. PRCS Parking Revenue Control System

30. SCCM System Center Configuration Manager

31. | SMEs Subject Matter Experts

32. | SOP Standard Operational Procedure

33. SW Software
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Appendices

SUPPLEMENTAL DETAIL IDENTIFIED WITHIN THE APPENDICES MAY BE PROVIDED TO THE AWARD
RECIPIENT UPON REQUEST.

Appendix A — Service Desk Request Types

Request Types

1. Software/ New Equipment 17. Special Request (Mayor's Office)

2. VPN/Netmotion Set-Up 18. Password Reset Request

3. Setup a New Workstation 19. Vendor Request

4. Move Request 20. Door Access Request

5. Application Install/Addition 21. Permissions Request (Network Drives/Folders)
6. Report Request 22. Project Related Assistance

7. Account Request 23. System Maintenance

8. Network Account Request 24. Training Request

9. Telephone Request 25. System Changes

10. New Circuits Installation 26. Open Records Request

11. New Desktop/Wireless Phone 27. Map Request

12. Conference Bridge Requests 28. GIS Data Request

13. Long Distance Code Request 29. GIS Software/Application Install
14. eFax Number Assignment 30. GIS Database Access Request
15. Restore Request 31. Plotter Print Requests

16. Printer Request

Virus Issue

SPAM lIssue

Network Access Issue
Application Outage

Issue Types

1. Desktop Issue
2. Remote Troubleshooting
3. Application Support/Maintenance

No o s
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Appendix B — Service Desk As-Is Processes

Business Process Maps
Department of Watershed Management
Department of Information Technology

Helpdesk / End User Support Team
Created November, 2012

on Cantained n e i - O TURNKEY
Information Contained in the this document was compiled by the ]n ST
Tumkey Solutions Advisory Team T
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Appendix C — City-Wide Software and Applications

COA Applications

via APMS - By Category

Primary Categories
Asset Work Order Inspections CMMS [ Facility Management

Business Intelligence Reporting Tools

Business Process Automation [ Workflow

1lof12 City of Atlanta | Department of Information Technology

CoA CoA
Applications-By Cat¢ Applications-By Deg

The City of Atlanta | Atlanta Information Management | Enterprise Project Management Office

Application Name

AM

AssetWorks Fleet Focus
Hansen

Maximo

Maximo 5.2

Maximo 6.2.1

Maximo 6.2.3

Maximo 7.1

WVFA

ASOCE-5MS-Dashboard

Cognos

Contact Center/Symposium

Crystal Server

DataWise

Fifth Rumway Monitoring

InfoWarks ICM

laspersoft

LiveStats

NFIRS 5

OBIEE {Oracle Business Intelligence Enterprise Edition)
0OPS Watershed Information Management Systemns [WIMS)
Oracle Hyperion Reporting

PAWN System

Response Analysis Application

SORC AFR Incident Reporting

SynerGEE Water

Telstrat/Call Parrot

Contract
C5 Training Calendar
DWM Leave Request

Page 39 of B9
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Appendix D — Forms for Online Development
VPN Request Form

CITY OF ATLANTA

Knazim Reed
Department of Information Technology MAYOR
55 Trinity Avenue, 5.W. Suite G-700 Samir Saini
Atlzntz, Georgia 30303 (204)330- ao

6110 — Fao (404 |658-6688

VPN ACCESS REQUEST FORM

" Fieaze [l this form out in its . Filure to do S0 mo the reg Ammmrzrmm o DIT receipt fior processing. ™

Type Emploves | | Vendor | | Other [ |
Name: Department Company

Address: Fhone:

Network ID: Email-

City Contact Name: City Contact Phone:

Network Access Information

Systems to be Accessed Remotely:
{Please spectfy server nawse, IF address,
compuwier name, LR, efc )

“Arcess Begin Drate: |A:cssmnm: |
Justification for Access:
By sipning this form I, certify that:

# Thave read and signed the City of Atlanta’s electronic commumications and vendor access policies.

» My computer has the latest anti-vines and Operating System security updates installed and ant-vires is monning at all
fimes.

» I will be personally responsible and lisble for any harm/damage to City of Atlanta’s information respurces resulting from
noy actions on the City's network.

» I will be responsible for ensuring that only properly licensed software is installed on my machine while connected to
City"s network, and I will keep documentation of amy and all required licensing.

Eeguester Signature: Date:

Director/AManager Signature: Date:

Chief Security Officer Signature: Date:

Approved: Denied:

Reazon for Denial:

PFLEASE RETURN THIS FOEM TO THE DEPARTMENT OF INFOEMATION TECHNOLOGY

VPN Access Request Form Revision 2.1
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Change Request Form

DIT Change Request Form
SECTION I: TO BE COMPLETED BY REQUESTOR
Name/DIT Organization: {ex: John Dos/SEF) Phone: Date Submitted:
(10-day lead time reguired)
Requestor Name!Organization: Requestors Phone# | Implementation Date:
Service RequestiProject # Application: Module:
Server Mame: Mew Existing
Reason for Change: _ Legal _ Business _ Maintemance _ Defect _  Enhancement
Explain:
Priority: _ Emergency (Requires CIO and Deputy CIO Approval) __ Routine

Description of Change:

What are the organizational/departmental impacts™? jHeip Desk, Cperations, Alport, DPRCA, Al Users, efc)

What are the environmental impacts? (Ex Change wil Impact the way the wsars search for names In Outiook.)

Email Motification to Users Attached: If Mo, why not?
Exampies of lefiers. Sysiems and Programming on ‘Doas_senver WConfiguration ControlFoms & Tempiaies

Section |l Testing Information: (Aftach test results)
What testing was performed? When? How Long?

Where was the test performed?

Who performed the test?

Bev. 2.1
1070807
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Vendor Access Request Form

CITY OF ATLANTA

Samir Saini

MAYOR 55 TRINITY AVENUE, 5.W, SUTTE 700 Chief Information Officer
ATLANTA GEORGIA 30303 Department of Information
(404) 330-6110 - FAY (404) 635-6688 Techunalogy
www.atlantaza. gov
Vendor Access Request Form

Aceess to Cify qf Afdanta s byfvrmation Resources i generally restricied in order fto prodect the City'’s assets and o
mitigate securily risks. Access may be gramied to vandorz/contractors only when there 5 a demonstrable businass nead for
the acrcess. 4 vendoricontractor who reguires access to fulffil therr job flonctions may request it using this form with the
muthorization of the Department Head Director who engaged hizher serices and must sign the “Fendor Access Policy. ™

Name: Network (User Id): Computer Name:
Company: Address:

Fhone: Mobile: E-Aail Addres::
City of Aflanta Contact: Fhome: Exi:

TI‘_'r;lae of Access: From: To:

Justification for Access: (Please describe in detail why access is nesded)

In requesting network access, I understand that:

I have read and =ipned the City of Atlanta’s vendor access and electronic commmmezfions policies.

My computer mmst have the lafest anti-viras and securnty updates installed and rumming at all fomes.

I will be personally responsible and liable for any harm/damage to City of Atlanta’s Information
Resources resulting from v achon on the network.

I wall be responsible for ensuring that coly properly licensed software 15 installed on my machine whle
connected to City's network, and I will keep documentation of any and all required heensing

R O

W

Requester Signature: Date:
Director/Manager Signature: Date:

PLEASE RETURN THIS FORM TO DEPARTMENT OF INFORMATION TECHNOLOGY
Do not write below this e

Chief Security Officer Signature: Date:

Date processed: Processed by:
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Receipt of Computer Property Form

2 B : S bl.'ﬁt'.m’l.
,-..-_'E_'|. a Chirtlrdematlar OFicer -
ér'::,l . . . lefermeRen Technelogy
}‘:*L._,s Ciby of Atlans, GA
i?_;‘-* 55 Trielly AwenLe

Abianta, GA 26203

4C4-330-5655

Receipl of Compuler Property Form

THIS FOLL IS T BT CONPLETED AND PETURNED T DERAPTRWNL OF
FFO RALATION TRCEINOLOGY “IT UFON CHANGE DR ].SE'I'_I.J-J_‘ICF.DF
PROTPELTY JUE TD'DL*...'H'_.

FROM (DRF ARTMES TN _

T Desipates Deoarimesial Puopsdty Cnetrdiza (FO) for Fiscal Tmes “hs besn
grnazdfhanged i, :

Fromi:__ . . PR ——
{Peirred Mamed b TiflEaf [5gdes Jurieten) Tieparment cf Iserng Jedadizz)
o | | S
nprled Mame AT Tt of Mew Cuptadian) {Depasoene of Hew Jnstodien)

PR T Y e AT o . o
Fullawing v o cummiar o the rempemh e af Fromarty Ciawted e agnin.

U gy iy fa *m w0y cre indice dryr that you weederuien d and are cprseang da aytiime dtece
regponsibiitier. Fleese ved carefilh

4 Foperty Dustodias, I, ., am e 07Ny respacsisilty I the
suapel minapemenl pud Com'ny oF 2 PILNSEY, ang gheu'd snsnn that

Prooeny 3 wed for City pIzosed il . - 8

Preperty -5 ot Jamod, treded, dizseided, sorvnd o- eanmbalized without aporove] of
LIT, : :

Property ismat defazed o Aumaged 0 amy way; g

Tropecty W oat rehomed 0o f vertor as B tede~in wither e pproes] of DIT,

Ohbgelers and sxeess propecty & omed i ta DOT Jor Lxoosel,

Eruimment i esd for [ menied Tumpies by prooerly imined seecaec’ and |
Propef’y witain *he depercren® 15 togzed anc ietsc o the DT Tieparsm ssee Toveriny:.

T Make L CEU Madel:
CPTi Assef Na.. CPYJ Serial Numher:
_Bfimptar AsserDNo: Moniter Serial No.

b o

o oy

Agmipimert o7 rasponaibilivefer Cityo” Atlante properly oo anather wdiviane” is Josumrnted as

peeseried by paliey. _ _ 1 .

Az inventary of the deparorentl caprl Bquisinent waw soucnered on._ i . .
[data] by E Wzﬁm‘c’h*_i certify The ialrmation soolained

L4215 e alnry 45 a00ACERE. &

DWM Access Requisition

Form

The City of Atlanta | Atlanta Information Management | Enterprise Project Management Office
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Employee Information

Name:

DWM_WIS Access Requisition

HelpDesk: http://dit-fprint-01/MRcgi/MRentrancePage.pl

Position/Title:

Manager’s Name:

Manager’s Signature:

Oracle ID:

Date:

Page 44 of BS

Department:

Location:

Employee’s phone:

Equipment Requested

Equipment Returned

Desktop O Laptop O Printer O Desktop [ Laptop O Printer O
Additional Equipment: Additional Equipment:

Date Access Granted: Date Access Suspended:

IT Technician: IT Technician:

Application Requested Requested Suspended View Modify Start End Date | User to Model after
Access Only Date

MS Office Suite: O

WIMS: O 0 O O

Maximo O O O O

Hansen O O O O

enQuesta ] ] O O

Additional Applications: O O O O

Server Administrator Signature Date:

Application Administrator Signature Date:

Do you or your immediate family live or have property in the City of Atlanta? Y/N
Virtual Network Request Access Requested Suspended

Net Motion : [m] O

VPN : O O

Date Start: O 0

Date End: O O

Air Card O 0

Note: All City employees needing virtual access must have an air card.

Approved By:

Network Access Requested Requested / Suspended ~ Telephone Access Requested Requested / Suspended

Network Connection

Telephone Required

E-mail Account

Long Distance Required

Date access permitted:

Date access permitted:

Date access suspended:

Date access suspended:

IT Technician:

IT Technician:

Badge Access Form
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RBEPARTAENT OF TYETHETATTON TRCTTNOLOGY

MR ACCLESS CARD
R R TES] b3

RIHIIGAT AT

. B Enlj.ll_ﬂ__}:-l.!:! Teanme: Poere f Mloadlly f Aok Type ! Card# | Comsel Phone ]
i Heplavesment | Taenlinn . #
A | _—
1
‘ Masage YLarcoror ' Legtr
|
i
i e Seounly O Teer 13zl
Tunplomyes Lrale
Appereed [ Lizelined []
MOTT: I Aecuricy eeasons, kost o stelea ool st T repneled 1o 1he Chicf Sceurity

Olleer (L300 or Help Desk: immediately, There will Te $10000 replucemne
charge for lest o gtoden eard. Case st be reravned nccdialely o sepasatin
of empleymen) with Thpevtraend of Informetion Leclnalegy (D017,

Wireless Device Request
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DEPARTMENT OF
INFORMATION

TECHNOLOGY

EMPLOYEE DATA

NAME: DATE:
TITLE: MoBILE NUMBER:
DEPARTMENT: OFFICE NUMBER:

NUMARA TICKET NUMBER:

DESCRIPTION:

Please check item(s) Cell Phone Blackberry iPhone Wireless Push to Samsung IPAD/TABLET

requested $0 $0-599 $0-5199 Card Talk $0-199 $699-5899
SPECIFY TYPE IN SPECIFY TYPE IN SPECIFY TYPE IN S0 SPECIFY TYPE IN SPECIFY TYPE IN
JUSTIFICATION JUSTIFICATION JUSTIFICATION SPECIFY TYPE IN JUSTIFICATION JUSTIFICATION

JUSTIFICATION

NEw

REPLACEMENT (PLEASE LIST

CURRENT PHONE NUMBER)

UPGRADE (PLEASE LIST CURRENT

PHONE NUMBER)

ALL ORDERS TAKES 5-7 BUSINESS DAYS. PLEASE COMPLETE NUMARA TICKET FOR
PROCESSING* *BLACKBERRY/GOOD SERVER LICENSES ARE AN ADDITIONAL 1 TIME $99.99 FEE* *

JUSTIFICATION

EMPLOYEE/DEPARTMENT ACKNOWLEDGEMENT
| hereby acknowledge that | have received a copy of the City of Atlanta Wireless Device Communication Policy. | have
policy and clarified with my supervisor any questions regarding its provisions. | agree to comply with all the require
contained therein and understand that appropriate disciplinary action may be taken if | am found in violation of the

Employee Name (printed) Employee Signature Date
Director/Mgr. (printed) Director/Manager Signature Date
Department Head Name (printed) Department Head Signature Date
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User Account Request

Department of Infor

ation Technology

Department of Awviation User Account Reguest Form

This form is intended to be used by a Deparbment of Aviation, manager, director or AGM to in
user account access reqguest from the Department of Information Technology (DIT). Please print
reguested user name carefully and clearly. include middle i ials (when available )it can affect the
assignment of the user ID, which cannot be changed once created. The user ID and passwrord assigned
can enable the user to access a variety of network services, including internet printers and electronic

ate

+f] _Please mark the appropriate box below with an .
Tews User Request | | Remowe User Access Reqguest

Last Mame: First Name: PAiddle Employee I3}

Please allows two business days for this form to be processed and contact the DIT-Aviation Help Desk
ar 404-209-2070 for guestions.

Physical Address: 6000 Morth Te rminal Py Phone Mumber-Office:

Physical Location: e par brve nts Job Title:

Copied Profile Name:
Supervisor:
Hire Date:

Please mark the appropriate box below with an “x” for additional IT requests and services.

Faox Account:

Cell Phone/ Blackbe rry:

ASA Token [Remote Access):
Email Address:

Managenent S o row.

Print Mame -

Title:

Signature:

Date:

nal reqQue sIs MuUst Sccompany = justif

RSA Token Request

*EZE

Information

Services Division

Technical Services Team

INFORMATION SERVICES DIVISION
REQUEST FOR RS54 Foken ACCESS

Use this form for RS54 FTokecn Access requests. This form should be completed and
approved by the user’s supervisor and forwarded to the Help Desk. Be sure to
complete all requested information and sign the form before forwarding. Please
direct any guestions regarding the status of the reguest to Help Desk at 204-209-
BOTO.

This is a request for: O New Token O Delete Token O Replacement Token

USER INFORMATION

Request Date:

Username
(Log in name):

MNMame:

User Department/ Division:

Supervisor/ Department /D ion Head:

User Employment Status: 0 DOA Employes O Contractor O COA Employes

If Contractor, End Date is Reguired:

Start Date: End Date: (End Date Reguired)

Oother Comnients:
[=] Remote Access ko OLIS
[= Remote Access to Expedition

APPROWAL

Requestor s Mame: Requestor's Signature and Date
Supervisor's Mame: Supervisor's Signature and Date
Approver s Mame: Approvers Signature and Date

Information Services Division (1500 Technical Services Team
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Software Installation and Application Access

Hartsfield-Jackson Hartsfield-Jackson
a Int ional t Atlanta In ional ort
R for Software I llati and Appli i Acce
SECTIONII - User
Use this request form for the of Inf jom & T ¢ Aviation Support Group (DIT )
iati software i ion and application accesses. This form should be completed and “E-mail: Giyvsa_coopiyaboo.com
approved by the nser’s manager or supervisor and forwarded to the DIT Aviation division™s IT Strateic e =T ™
Services Team through the DOA Helpdesk system. Be sure to complete all requested information and
sign the form before forwarding. Please direct any questions resarding the status of the request to the ~Uses Employment Siatm [ 3 ] 56 sgieges [ 1 e [ AmpenT: [ omert .

DIT Aviation IT Strategic Services Manager Chao Li at (404) 3§2-2129.

wer's Divisen | Badmes Ui & Jo6 Tike:

SECTIONI- Request

Imtalation'Access needed:
(@ Commim EmdDesiRiopesd)  Eaod Dass’

*Request Date: 17282015 Related Tickets (DIT Use Ouly):

*This is a request for:

Fequest Type: [ ]¥ewCrease [ ]RemoveDelrar [ ] Chasse Trasmfer
Request Category: [ ] Softwase Tosafiasion [ ] Applicasion Accoms [ ] Otee _
SECTION ITI —IT Bud=et Information
Requested Sofiware ication Namse Nisio
st e spaces below If multiple softwase o applcation sequemed And if Hoemes or Faods volved, please £ ow Section. IIT %00, Duly if ihiz & 2 mew Boemed sefiware imtallation request. please indicate if it has been: | X ] No budge: needed
[ 1 Approved in mis fiscalyeas's IT budget [ ] Approved in nos-budgesed IT service business jastification form **
Foequested wod TaEe
i zatect T BUSTNESS FUSTIFICATICN REGUEST FORM =ich youm can

DO Iasranet -3 Docoment Seater FForas 3T Foram

FoE Cenp quester's Sizmatars and Date

*Uoer "= Mansger Sapervior Name *Uoer"= Mansger Supervier Sigmature and Daie
Fim Beam

Fheme #: 404-3

rpir ol

DIT-A USE ONLY

[ ] AFFROVED

[ ] DISAPPROVED {zpecify reszsm)

DIT Aviation IT Strategic
Service Manager {er desigoes) Date

Application Change Form

Department of Information Technology Department of Information Technology
Application Change Request Form

<. Problem/Issues Statement

1. System Information:

a. Application Name:

3. Division Sign-Off & Approvals:
b. Requesting Business Unit:
a. DOA Application Owner (Manager):
<. Business Driver:

Signature. Date
d. Does this change affect Customer Service or the Airport's image? Yes [] Ne []
. Regulatory Compliance Required? Yes [] No [] (TSA, FAA, FCC etc). If yes, law
review required? Yes [] No
9 Dnel b onal Director/AGM:

2. Description of Change Being Requested: )
a. Functional Requested Change Signature. Date

4. Attachments (Relevant background Material, Financial Justification

spreadsheet, etc.)

b. Current Situation

DIT-Aviation DIT-Aviation
2/3/2015
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AIM IT equipment Sign In/Out (Loaner)

B e s s s et B S e e rmgery
P i

B s i e
[

Corte s

et ey [

o

ErTE T

Department of Information Technology
Equipment Usage Agreement

This Equipment Usage Agreement is bet Poyes and the
Department of Information Technology (DIT). DIT assigns the use of the equipment listed below to
E rrnprhony z The E by understands the equipment is the property of the City of Atlanta (DIT} and the
employes agrees upon departure from the DOA or at the request of the employer to deliver the
equipment in good condition to DIT.

Drawice Type Malke S/ Model Serial / Service Tag Asset Tag
Employes Mama Employee Signature Date
DHiwvishon Mame Location
DaT Techmickan DIT Technician Signature Date

Date Issued Condition of Eguipment

Date Returned

Cond ticon of Eguipment

The City of Atlanta | Atlanta Information Management | Enterprise Project Management Office
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Parking Request — Reimbursement Form

DEPARTMENT OF INFORMATION TECHNOLOGY - AVIATION PARKING REQUEST FORM

TYPE OF REQUEST Reguestor Name: Requestor Contact information:
O Parking Pass Number of Parking Passes |Number of Hours needed| Required Date for Passes | Requested Date for Passes

O Parking Reimbursement

Requester Name: Name of sevicing company
Contact Information Date of Activity:
Date of Request: Location:
Name of Team: Purpose: Business or other
Site Location: Cost:
Manager's name Future use:

Justification

Request Approved By:

MANAGER'S SIGNATURE

Surplus Furniture, Fixtures and IT Equipment

DEPARTMENT OF AVIATION SURPLUS FORM - FURMITURE. FIXTURES & IT EQUIPMENT

TO: DEPARTMENT OF AYIATION
BRENDA NELSON. ACCOUNTING DIVISION INSTRUCTIONS
4TH FLOOR, ATRIUM
LEONARD GRANT, DOA FACILITIES MGR. MUST AUTHORIZE ALL FURNITURE SURPLUS
150 MUST AUTHORIZE ALL IT SURPLUS EQUIPMENT ¥IA HELP DESK REQUEST
ATTACH COPY AND CONTACT MAINTENANCE TO PICK-UP
MAINTENANCE SIGNS FORM AND FORWARD ORIGINAL COPY TO BRENDA NELSON, DOA ACCOUNTING

1 HEREBY AUTHORIZE THE MATERIALS LISTED BELOW TO BE HANDLED AS INDICATED

DEFPARTMENT HEAD SIGNATURE

. Cost Center Property Tag # Manufacturer Model # Serial # Original Cost Acquisition Date Brief Description

THE ITEMS ABOYE HAYE BEEN:

() AUTHORIZE TRANSFER FROM INVENTORY TO SURPLUS. ( ) DESIGNATED TO SURPLUS
(Sigature & Date) (Sigaature & Date)

( ) COMPUTER HARD DRIYE SCRUBBED (ISD) ( ) DELIVERED TO SURPLUS
(Sigaaters & Date) (Sigasterc & Date)

SEND COPY OF SURPLUS FORM TO BRENDA NELSON - ACCOUNTING - 4TH FL. ATRIUM

The City of Atlanta | Atlanta Information Management | Enterprise Project Management Office
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Return Material Authorization Request (RMA)

Return Material Authorization (RMA) Request Form

Com plete and return this form with the DOA Asset Tag(s) affixed to the form (the form MUST be completed in its entirety) to the BA
Team for further processing.

Return PO & RMLAH
Contact Name E-Miail {Reguired) Phone Fax Date
Companwy Address Citw. Stave. ZIP
Model Number/Description Serial Mumber LRSS EE Warranty Info
Tag# An Wiarranty Feon-Warrmnty
o
B
C
=]
E
Reason for Return Repair and return
o
B
cC
]
E
Return Shipment-to Address Shipping Method
Artention/Ref:

Return equipment to:

City of Atlanta, Department of Information Technology-Aviation
Suite T119, 1300 Inner Loocp Road, Atlanta, GA 30320

Hardware/Software Evaluation Request

Information
Services Division

HARDWARE/SOFTWARE EVALUATION REQUEST

Requestor: Date Identified

Division

Request Type (Hardware or Software)

Business Meed/Reason for Request:

Functionality Required

Software Hardware
NMumber of Users rMumber of units reguired
Date required Date reguired

Eval Period

From ==

Requestor's Signature Civ Mgrs Signature

Date

The City of Atlanta | Atlanta Information Management | Enterprise Project Management Office
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AIM Aviation Websense Form

Page 52 of BS

DIT/AVIATION WEBSEMSE FORM - Technical Sesvices Team

Mame: Date:
Departrment: Job Tite:
Dewvice IP Address, (=)} contact your IT represantative if you are

not sure of TP address

wWebsonse is an Intermaet Managaemeaent System that has been implementaed to ensure that DO
Intermneaet utilization policies are followed. We undaerstand that sometimes there may be a work—
related reason to access a "blocked ™ site. Foo this reason we are providing a formm for you to
resguest acoess o previoushy restricted web sites.

Pleass list the namse{s) of the reguaested site(s):

Pleass prowvide the category name that is being filteraed:
*FThis name is shown on the acbual site that you are brying to access™

Access o this web page is restriceed at chis dimme.

Reason: The Websense category "Real Eszate” is filvered.

WIRL = hrmm s A eiered

Description of walid business reason for changing Websense default classifications:

Employee’s Signature:

Manager's Sigmature:

Manager Manwe: (Please Prindt):

Date:
O Approved
o | Not Approved

State Reasoni(s):

IT Direchor’ s Shigmnature:

InformTMatson Services Deviseon (IS0 ) Technical Services Taam

Server Request

wirtual Server Regueaest Form

= e i s

D= r=ticg  Shy=t=rm—
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IT business Justification Request Form

- A
__

Department of Informmation Technologsy —Aviatiom

IT BUSINESS JUSTIFICATION REQUEST FORM

The purpose of this form is to frack and manage all non budgeted IT requests and obtain
the business need o justify the costs ofp'l.ur_'h.a‘.mz upgrading or immplementing TT
sernices {software. hardware, telecons, etc_ ). The IDIMT-Acviation recernves all business
vnits” ITT reguirements during the anmaal budzget cycle to determine funding, fonctional
requurerment. business justification and apperowval. All TT reguests outside this reali wihill
be reviewed accordingly on a case by case basis and approved by each respective
business woit Directos ' A G

Requestor Name: | |

Business Unit: | |

Deescription of TT Reguest:

# of Reguestng Users: I:I

Business WNeedlReason forr Reguest:

Functionality Reguwired:

Mission Critical — If checked. please explain
MNext Fiscal ¥Wear - Include request in next year’s budget request cycle?

DHirector' AGM Approsal: FPrint Namme:

Sigmature: Date:

DIT-Arsrdation Approwal: Date:

Project Initiation Concept Request

Project Initiation Concept Request Form

DERPARTREMNT OF INFORMATION TECHMOLOEY
This document sernves as a formaal reguest to initiate a new project within the
Drepartment of Information Technology. This form will allow for the successful
planning of feasibility, funding, scope, requirements, resources, and timeframe for all
initiatives reguiring DIT supporit.

Reguestor’s Information

Date of Reguest
Reqguestor
Business Unit
Project Mame
Project Sponsor
Sponsor Bus. Unik

Project Informatiomn

General Scope:

Project Justification:

Business Plan Focus:

List of potential stakeholders affected by or playing a role in the project:

MMeasurable Outcorme for the project (RO, Cost Reduction, etc.):

Alignment to Mayoral Priorities: (dcircle) Yes or No
Reqguestor Signature Sponsor Signature

DOt STRATEGIC PLAMN OBIECTIVE:

Funding for this project (MNMo/Yes)?

Thiis project is currently identified in the 5501 Budget (Mo/Yes)?#

This project is currently identified in the 5502 Budget (Mo Yes)?

Has the funding for this project has not yet been identified (Mo fes) #
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Appendix E — Numara Asset Core (FootPrints) and HEAT Screens

End User Home Page

Welcome, Jonnethia D Rl
BMC FootPrints el

Advs ed
— Vou sre in the DIT-DWM FINAL workspsce
. 5
@ Home | | NewRequest I 'Globals |

Welcome to DIT-DWM Support Page
If you are experiencing problems cresting a ticket please call support at 404-546-1296 or send email to
DIT-Helpdesk-Watershed@atlantaga.gov

My Requests [¥] & 1-200f27 @ B

Laptop needs to be set-up for new user. Johnethis Dance .. Ls,

14835 Network scoess Cariton essisted me in sddressing this issue...user is now sble
15601 need a scanner code to the network printer resoived [more..] Closed
18242 Intern laptop charger is not working properly. Repiace the charger with one that works. [more..] Closed

& 17085 cannot scoess ditcats atisnta locsl put short cut on user computer and was sble to log into Orscle for s minute before it went Closed 1yr7 mos ago

down. Talk with DIT and is going up and down. But u more.

17206 Docking Station Quit Working Problem resolved, [more...] Closed 1yr 8 mos ago
19280 User needs second monitor connected. Setup second monitor. [more... Closed 1y7 4 mos sgo
16745 Lenovo Twist needs fo be setup. Lenovo Twist hss been sefup. [more...] Closed 1yr 4 mos sgo
20676 Defsult expense sccount information has not been set up ... | am resolving wtershed ticket 20676, Please ref. ] Closed 1yr3 mos sgo

& 2002 AIX sccount Setup Account created: JDanoer Password 122 [mare...] Closed 1yrago

& 23003 EnQuesta Acount Setup Johnethia was set up. [more...] Closed 1yrago
24141 User can't change password to the domsin. Resest user password. [more...] Closed 11 mos ago
28530 Johnethia Dancer needs 2 ioaner machines. resoived and laptops retumed. more..} Ciosed 8 mos ago
27588 instail MS Project Professions! Edition sdjusted MS project 2007 <o that it now connects to the server, user now sbie toedtand  Closed 7 mos sgo

update [more..]

27700 connection issues user not sbie to connect on with network cable, disconnected and connected with wireless [more..] Closed 7 mos sgo
27628 Connection issues users nic card wes dissbled snd mulfiple wireless signais would not sllow user to connect [more...] Closed 7 mos sgo
28342 Potential Virus on Laptop spoke with user. will clean system when user retumns [more...] Closed 7 mos sgo
28502 Cleaned system (virus issues) ran mahware bytes. deleted temp files, ran temp file cleaner [more...] Closed 7mos sgo
20095 Virus Issue User had virus issve clesned Isptop, deleted temp files [more...] Closed 5mos sgo
30853 c

Outiook is not receiving all messages - nead to have AD ... Customers email was moved 1o the comect datsbase within the Closed 4 mos sgo
Exchange Server. Having the customers email in this dstabase prevented her [more...]

- <

Creating a New Ticket

BMC FootPrints

You are in the DIT-DWM FINAL w

Q b
@ Home | [ MNew Request

‘ Globals

B save @ Helo

Submit a new Request

The Short Summary can hold 240 s max. Put iti inf¢ ion in the Detailed Description.
Short Summary*

[ Close Ticket
Check the box above if your request has been resolved or you would like to cancel your request...

[C] Update your personal information a

User ID* First Name* Last Name®

jdancar Johnethia Dancer

Email Address* Address Department
Mancer@atlantaga.gov 72 Marietta St. 4th Floor DIT-DWM Suite 5400
Phone

404-548-1238

Service Level

[No Chaice =l

Detailed Description®

Q&

a | Forkt famify = ot size

<

Administrator Dashboard
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W o AdTiokd S H:BIE I
BMC HFuntPrints SSARCHLS

VRN 1 Advanced
Y @ in ihet DNT-GF weoriosp
@ Home :F Hew Tickast * Reporis ﬂﬂllﬂﬂm Mors w
BMC FootPrints 11.5 Service My Assignments S=x DIT-GF Totals S =-x
Core T fesidop suppor move Elane 1
Welcome to BAIC FootPrints 118 Service Core ' 11
ITHoNng The CUsBaMer Enpeedience wilh @ mone ngn T P COMDUIGT LUDgraded & 471
s LN i Fnaomieag endgine whele abgning . ) ]
busness processes with Social Meda and K14 sy ot 198 7
[Fomaanaal Maragement 1D A, .

) AR VOIsion 11 % G506 OuSook Calendar-Pemmis 103512
Global Tickete S
T":ﬂ Short Summany
29t Mulinle Dupanimerishusers see L=
ZARIPH O e [ ]
Actions v [0 | My At Tickets LY 1. 250289 P

Ticket Details

& Back -
e 3y e 4 s ag oo 5y et S 4w ae

Ticket 30853 in DIT-DWM FINAL

Short Summary
Outlook is not receiving all messages - need to have AD account thoroughly examined

Status
Closed

Close Ticket

| 3

8 Your Personal Information

User ID First Name Last Name

jéancer Johnethia Dancer

Email Address Address Department
jdancer@atiantaga.gov 72 Marietta St. 4th Floor DIT-DWM Suite 5400
Phone

404-548-12238

& Detailed Description
Detailed Description

Entered on 10/02/2014 at 10:54:41 EDT (GMT-0400) by Sebastian Ododa:
Customers email was moved to the comect database within the Exchange Server. Having the customers email in this database prevented her from receiving and having 300ess to some emails and contact information within the exchange environment.

Entered on 09/30/2014 at 07:48:26 EDT (GMT-0400) by Patience Nsemoh:
Spoke with Jonethia and she advised me to assign ticket to Sebastian that he is familiar with the issue she is having

Entered on 08/23/2014 at 14:45:16 EDT (GMT-0400) by Patience Nsemoh:
Called user and left her a voicemail to call me in reference to this ticket. Waiting on Jonethia to call me back.

Entered on 09/23/2014 at 10:00:45 EDT (GMT-0400) by Melinda Pringle:

Update for Patience

Entered on 09/23/2014 at 09:59:56 EDT (GMT-0400) by Melinda Pringle:

Assign to Patience.

Entered on 09/23/2014 at 09:58:02 EDT (GMT-0400) by Patience Nsemoh:

Wil contact Jonethia

Entered on 09/23/2014 at 09:46:29 EDT (GMT-0400) by Johnethia Dancer:

| am not receiving all of the messages sent to me. My Global Directory is not in sync with other employes's directory. And | can not send messages to all of the mailboxes on my account. It was recommended that | should have my AD acoount deleted and recreated. This is
causing me to miss out on very important meting invites.

B Issue Information

Resolution Date
10/02/2014 10:54 AM
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Service Desk Survey

‘Submit survey to DIT-DWM SURVEY

R T2 3% MO 0 penssea y o Sete
Short Summary: [Survey Results: Per our conversstion this is the emor message | am getting when | ry (g

Original Ticket Information
Workspace:DIT-DWM FINAL
Per our conversation this s the
o ary: £7T01 Message | am gettng
UMM \yihen | try to prnt:
Ticket

Number: 27159

DWWM-Applcation Support,

s,
SSIBNEES Princess Jackson

Purposa:
This is a brief survey prepared to allow our customers to share vith us their feedback about the quality of support services that we provide. This includes help-desk calls, repairing problems, responding to emergencies. answering customer questions, etc. We will use this

information to help us impreve our suppert service level in the future.
Scale: 0: NA; 1-2: Very Dissatisfied; 3-4: Dissatisfied;. 5-6:Neutral; 7-8: Satisfied; 9-10: Very Satisfied;.

How satisfied are you with the courteousness of the DWM Support Staff who answersd your call? 1 ] 3 4 5 ¢ ) 7 8 5 0
How satisfied are you with the prompiness of the DWM SUPPOFt Staff who answerd your call? 1 2 3 4 5 8 7 H g 1
*Did the DWI support staff who resolved the ticket, inform you about the expected completion date? 1 2 3 4 50 8 70 H LEE 10
*How satisfied are you with the courteousness of the DWM Support Staff who resolved the ticket? 1 2 3 4 5 s 7 & o 0
*How satisfied are you with the results of your request? 1 2 E 4 5 8 7 i El 0
"How satisfied are you with your overall DWM Support experience? 1 2 3 4 5 8 7 s 8 0
*How likely are you to recommend DWN's Support Services to other employees or Departments? 1 2 3 4 5 ° 7 i fl 0
|*How much effort did you personally have o put forth to handle your request? 1 2 3 4 5 ] 7 s E 0

*User 1D jdancer

“LastMame  Dancer

*FirstName  Johnathis

"Email Address jdancer@atlantaga gov

"Phone 045451232

Division

*Address. 72 Marietta St 4th Fioor
"Department  DIT-DWM Sute 5400
Suite/Floor

Service Level

Service Desk Email Notification

Kon 2/23/2015 8:19 AM

DIT Helpdesk Watershed <Dit-Helpdesk-Watershed@AtlantaGa.Gov>

is it possible for us to get the rights to change social security numbers? ISSUE=35339 PROJ=9
To MDancer, Johnethia

Ticket Details: E
Ticket Number: 35339
Assignee: [DWM-Application Support, Sherzan Turner
Ticket Created: Date 4130015 135438
& Time:
Ticket Priority: Standard
Status Resolved
\Entered on 02/23/2013 at 05:17:32 EST (GMT-0300) by Sherman Turner:
S&S was working o this issue

\Entered on 02/17/2013 at 13:36:09 EST (GMT-0300) by Sherman Turner:
S&S were looking mto this issue.

\Entered on 02/12/2013 at 13:34:37 EST (GMT-0300) by Wayne Robinson:

is it possible for us to get the rights to change social security numbers?

The City of Atlanta | Atlanta Information Management | Enterprise Project Management Office
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HEAT Screenshots

Incident Management Email Notifications Example

From: Bheodari, Mahindra

Sent: Thursday, January 15, 2015 5:28 PM
To: DIT-Aviation

Subject: TICKET ASSIGNMENT AND UPDATES

Good evening Teamm,
Heat tickets in violation of the SLA, On-Hold tickets are daily customer/ticket updates are inthe tables below. Let me

know if you need additional clarification on the sections of the helpdesk SOP (reference SOP atthis link

http-/fintranet/ISD/Shared%20Documents/ DIT-AVIATIO NS 20SO P/ ISD%2 050 P3%5202011 pdf), We are willing and

available to assist if need be. There are six (6) tickets on-hold statuses, please make sure that we are doingthe best we
can do to resolve these ticketsin a timely manner, and the status is valid. " Please remember tickets reguire

journal updates and customer updates (if applicable) by Spm daily)”
RESPONSIBLE MANAGERS FORTICKETS/ENMPLOYEES IN VIOLATION

SLAVIOLATIONS

MO OF

DAYS
CALLID ASSIGNEE RECVDDATE | RECVDTIME PRIORITY | OPEN
00129564 | Abcde Eghij 2014-12-29 | 09:29:18 a 17
00129615 | Abede Fghii 2014-12-30 0B:56:37 3 16
00129644 | Abcde Eghii 2014-12-30 15:57:41 3 16
00129713 | Abcde Fghii 2015-01-05 | 07:33:42 3 10
00129727 | Abcde Fghii 2015-01-05 09:35:15 4 10
00129804 | Abcde Fghii 2015-01-06 | 11:07:37 3 o
00129892 | Abcde Fghij 2015-01-07 17:52:51 3 8
00129929 | Abcde Eghij 2015-01-08 19:02:37 3 7

O
UPDATE VIOLATIONS
DATE LAST UPDATE

TICKET # | EMPLOYEE ASSIGNED DATE PRIORITY | STATUS
00124292 | Abede Eghii 2014-08-13 2014-10-15 3 Open
00125530 | Abcde Eghij 2014-09-11 2014-10-06 3 Open
00125623 | Abcde Fghii 2014-09-12 | 2014-10-10 3 Open
00125587 | Abcde Fghii 2014-09-12 2014-10-15 3 Open
00130034 | Abcde Fghii 2015-01-12 | 2015-01-14 3 Open
00130143 | Abcde Fghij 2015-01-14 | 2015-01-14 3 Open

=L
Mahindra “Mo" Bheodari | System Administrator | Department of Information Technology [« H"r“["ld Mkm

G000 M. TermlnaIF'k-.-.ryIAtrlurn SU|te4DDD|AtIant GA 30320 | P: (404) 832-2166] |C: (4D4|456—BEE?|W v atlanta-airport.com
| Dropbox— hittps e ghitail. com/u/Mahin dand9104121

The City of Atlanta | Atlanta Information Management | Enterprise Project Management Office
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HEAT B3

HEATS |

Service &Support.

Call Logging

Copyright © 2008 FrontRange Sohutions USA Inc. For, informati

User ID: System Information
Ithommeﬂ Data Source: heat30
Sereit Adminigtrator: Heatbrm

||— Email: heatbrm@atlanta-airport.com

«fs Call Logging - [A 33 13
g:‘ File Edit Wew Group Customer Solution Accessory Report AutoTask ITSM Window  Help

GBS Y &BE %@ﬁ, HAb P BwiE 2 "6

Call ID: 001310582 Stopwatch:  0:02:47 Count: Status: Open

| Dept. of Aviation ISD Help Desk Call Center
Username |HAZELLOOD First Name || amar || LastName |[Hazetion

Email I IIamar.hazertun@atlanta—airpnrt.cum | Phone I | Ext I

|

|

oepariments [1s0 1 Locaten | | comment]| =
|

First Computer Name |L1VF2WJ1 |

Semru:l(!um.l:erl’llamel

Call Log | Detail (0) E Assignment (1) ﬁ Journal (1) | @ Web (0)

Assignment Information

Assigned By hazelldd

I|A|:||:| Services LI Reassign I
Manager 1 Emai

chao. li@atlanta-airport.com

Manager 2 Emai
IDE)"D Owyefuga LI

Out of Office

a: 15ﬁl'l'l 5 I]I]|:|n1 l:‘
4043822134

Pager <press button to send page:>

. |
e-mail I
dayo.oyefuga@atianta-airport.com

Comments

02/06/2015  02:41:40pm

To create new assignment using Suggested Contact, you may use the button on the Call Log screen.
To create reassigne, you may use the button below. You MUST Acknowledge before you can Reassign.
Group

[ = fActual minutes spent)
Target Date/Time Time per Asgnmt
| oziosrz015 || - I 0|
(Quick Assignments Autotask)

MUST Acknowledge before Resolving

_ Acknowiedged |
I R

Resolution

I N7

Contacted Dayo @ 1445.

The City of Atlanta | Atlanta Information Management | Enterprise Project Management Office

Page 68 of B9



Service Management Solution | Feature Requirements Document Page 59 of B5

FrontRange IT

i Change

hange
%, New Change

&; Go To Change...

e Show Emergency RECs =
Export Grid
s nk Change to a0 Incident. ChangeD | Owner | Status [ priomty [ subject Created On

€ Go ToReated Prodkem...
f, Lk Change %o & Problen...

%, Lnk Crange to a Release...

piog 6URLD PIROE WK

@ Change Baard Settngs.

Llobal 2
la Home:
TR Quickacten Center

eq, Search Center

] Dashioard Centar

uickactions & Che 5

H Approve Change Request Approved RFCS (40] Export Grid

H Aporove Cumant Approval Reguest Emarqency RFCs (1) nange 0| owmer status ProeRy Subfiect Crested 00
Priorty 1 RECs [0)

3 Deny Change Reguest Maor Cranae fa1

H New Release from Change FrontRange Solitions Wehste

(Changes Scheduled This Week (0

3 send o update 3 FSCtemto my =
s (Changes Scheduled This Monsh (0]

calendar
Scheduled Changes Past The Target Date (0}
H Send or update  FSC item to
Qutlonk public calendar
H Send or update 2 task n Qutiook
RED Inkstive folder

3 Send or update 3 task in Outook
RED Inkitive folder on comglete
] Send or update 3 task to mysef

FrontRange I T

)Change
Fle Edt Vew Knowledge Change QuickActions Searching Toos Heb

w
Change 2af
 tiew Change Soarch Resuts

Boot6id | Blgo 1o ounce  Total Count: 15

©, Go To Change...
€ Go To Rabred Problem... Change D & Status Owner Priorty Summary Created On
s Peodng oreens(0 - | Ao GT, P; = 7 (8L, o
@ Change Board Settngs. 11297 Pendng mecoymdo 3 Buld SCOM 2012 Server and sUpPOrtng server 7/11/2013 11:26 AM
11333 Pendng mecoymoD 3 Create Backup of 50411300 ArcGIS Server 9/25/2013 10:16 AM
Global 2 11427 Pendng 00 3 Legal Databse Project have finshed QA. The webside wi... 2/6/2014 11:03 AM
11449 Pendng .00 3 ASOCS Issue with Work Orders 3/6/2014 9:00 AM
£ Mome 11456 Pendng canda00 3 Cico Intrusion Protection System (IPS) 3/14/2014 10:23 AM
11490 Pendng renhi00 3 Instal SSL Certficate on athwifil atlnta-arpoet.com 4/25/2014 12:06 PN
i'BQu(Unoﬂ Center 11525 Pendng i 3 €4 Group needs to nstal 3 Federal Agency (FEMA) Com... L
g 11567 Pendng oyefiudoo 3 Commvauk Instalation on Maxmo Servers.
£q, Search Canter 11625 Pendng 3 G erver servers’ accessment
11649 Pendng oyefud0d 3 Restart PROPworks Appication Server
§) Dashboard Center 11653 Pandng 3 ASOCS New server 50411082 wil fnsh the test at 1/21...
- 11654 Pendng browng00 3 0n Jan 21 Make updates to production database schem... 1/20/2015 4:04 PM
CKACIONE A 11664 Pendng SCOtY00 3 Update content on the Arts Drectones on Concourse F 2/3/2015 5:00 PM
y 11665 Pendng 2nast0 3 configurng APC network for new access to YVR network  2/4/2015 4:44 PM

Approve Change Request

12 Aoprove Current Approval Request

3 Deny Change Request

3 Mew Rekease from Change

Send or update 3 FSC kem to my
Gakendar

3 Send o update 3 FSC Rem to
Outiook publc caiendar

1 Send o upcate 3 task n Outlook
R&D Inrative foider

35 send or update 3 task n Outlook
RED Inkatve foider on complete

3 Send of update 3 task to myse¥

e

Searchos 2
Search:
Selact Obgect -
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o FrontRange | T ServiceManagement
) Change
File Edit View Knowledge Change QuickActions Searching Tools Help
B E 5 X 5H & CAC RRCIC Y
Change: 11665

#; New Change

g
£
5. Go To Change... 2] [Entered: /412015 4:34 P [ |[DateRequired: [2/10/2015 & | 17 mfrastructure Desgn anc
R 3 | sanisoo [, g3 | Date Tested: [2/4/2015 & Dennis Rose - IT Infrastructs
) Go To Related Problem... é! Requesting Divisior Information Services - * Status: - Szajih Saniatan -
. Change Board Settings. é" ‘Smm: ‘
R = S [ “configuring APC nEEwOrK for new access £ YVR network .
=] —
1 Home 2 | of Work: ]
B [iwilbe configuring both APC i switches to allow access to new YVR servers via SSL... This wil e used as the main connections to YVR...The tunnel wil no longer be needed after the -
Tf Quickaction Center @ | migration, st week of feb.
a

©, Search Center ‘ e T ‘
7] Dashboard Center no impact :
uickActions 2

° [ Backout Strategy: | ‘De ied o= ‘

5 Approve Change Request

| remove configuration

15 Deny Change Request Display on Change Board Created by: sanias00 On:  2/4/2015 4:44 PM
] New Release from Change Last Mod by:  sani2s00 Oni 2/4/2015 448 M

i Approve Current Approval Request

i Send or update a FSC item to my
calendar

1 Send or update a FSC item to
Outiook public calendar

3 Send or update a task in Outlock
RAD Initiative folder

5 send or update a task in Outlook
R&D Initiative folder on complete

1 Send or update a task to myself

searches 2
Search:
Select Object -
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Appendix F - CTI’s (Category, Type, Item)

Issue-Type
Incident

Pages: 1 of 43

Application - Inc

Current CTls

as of - 02/23/2015
Type
311/Siebel Administration
Accela-Inc
Copnos-Inc
Courtview-Inc
Data Center (Operations)-inc

Siebel System Adminstrator

Accela

AFIS
CCB-Emergency
CCB-Normal
CCB-Standard
CCB-Unscheduled
CIPR
CCB-Emergency
CCB-MNormal
CCB-Standard
CCB-Unscheduled
Cognios
CCB-Emergency
CCB-MNormal
CCB-5tandard
CCB-Unscheduled
CourtView
enluesta
Flonedink

Hard Drives

lalan

Cable TV Service
CHs

Desktop Support
Mainframe
MARS/G
Passport
Password Reset
FRBA

FREB

PRBC

Top Secret Clearance

The City of Atlanta | Atlanta Information Management | Enterprise Project Management Office
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Appendix G — Device Catalog

All COA Approved AIM Devices

T440pEdget
Laptop.pdf

=

ThinkCentre M93p SFF

Intel Core 15-4570

4GB Memory

S00GB 7200 RPM HD
ATIHD 8470 Graphics
Win 7 Pro 64

USB Keyboard

USE Mouse

Parallel Port

DP to DVI Dongle X2

3 Year Onsite

Required Options

3 Year Priority Support
Computrace Activation
Software Image Deployment
Computrace 3y Subscription
CDW Asset Tag

15’ Patch Cable

COA Price:

Optional Accessories
19" Monitor

External Speakers

45 Memory Upgrade
Price with Everything:

523.00
5 977
$ 30.00
S 73.00
S 8.00
5 5.00
$849.77

5160.00
5 19.00
5 43.00
$1,070.77

***Larger Monitors Available Upon Request***

.

=

ThinkPad T440s  ThinkPad T540p.pdf ThinkCentre M93p

(Ultrabook).pdf

SFF.pdf

The City of Atlanta | Atlanta Information Management | Enterprise Project Management Office
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Appendix H — Service Delivery Areas

Future State Service Delivery Areas

Public Safety & Assets & Citizen Services = Watershed City Operations AIM Operations Support Aviation
Justice Support
Atlanta Fire & Dept. of Public Works Watershed | Dept. of Finance Application Support & Aviation
Rescue Development
Dept. of Parks & Dept. of HR
Atlanta Police Recreations Service Desk
Dept. of Law
Dept. of Dept. of Planning & Server
Corrections Community OEAM
Development Network
Judicial Agencies Dept. of HR
ATL 311 Telecom
Dept. of
Atlanta Workforce Procurement
Development Agency
Audit
IVA

IT Governance

Please Note: The future state has not been solidified formally and could change again prior to finalizing the Strategic Plan for
AIM.
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Appendix | — Release Management Process Maps

Release Management Process Phases
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I 1 I
i i |
P-3 P-2 P-1
I 1 |
S ; pevelopment § 1esHfBisae for froduction ; e

I I I
i i |
] ] |
Release Record Status ! !

[ ! IN READY FOR AWAITING PROD READY FOR ! IN

IN PLANNING ; IN DEVELOPMENT : QA TEST AWAITING P-1 APPROVAL Pl INP-1 APPROVAL PROD ; PROD CLOSED

i i sed] |
L ] Release Approval required Release Approval required T !

Feature Record Status

I ] I
| 1 I
| 1 i
I 1 I
READY FOR PROD | AwarmiNg PROD [l READY FOR
| pEveLOPMENT () -1 - |
m SaEESReeE L _ d SR— “ S— n ‘ S “
I 1 I
I 1 I
I 1 I
I 1 I
I 1 I
I | i

When Feature status
moves past DRAFT, The Feature MUST be associated
Tasks are automatically with a Release in order to move Release Approval required Feature Approval required
created. toP-2.
| i
I 1
I i
Tasks i i

Feature Type: Enhan:emerl:ts & Defect Cnrledéuns

I 1
| Pending status changes Feature

To IN DEVELOPMENT | Deploy updates to P
Optional Tasks drive ?dd'nicmzl Te st FEATURE in P-2
workflow. ] Upan the successful Deploy FEATURE to P

op & ut

Estimate functional effort

! comletion o this task T }
These tasks are created by cickReadyfor p-ito (PR FORS QIR

Review & approve func spec

|
checkboxes on the Documentation Sl :}::::.:rl:elfhlus of e lhEI Deploy FEATURE to PROD i
ical 3 tat ssh i
Create technical spec and Impact Implications tabs of the skatus generates’a task to successiul Feature | Confirm Cl updates

I
‘
I
‘
‘
‘
I
‘
I
i letion of
Review technical spec [ depl cofgeton o approval | —
B e e o [ Valdate Production install
j Festure Record. 4 ths task cick ARSI liiot< Production insall
I
‘
I
‘
I
‘
‘
I
‘
I
‘
;

| SR
Review & approve test plan 1 . e READY FOR statue of a | Close Feature
Review HDW impact Task status: Fend:ng,:A:s:gned, In PRODUCTION feature from
Progress, On Hold, Completed, Afesture musthave  APPROVAL to e
Confirm €l updates Cancelled | a status of Ready update the PRODUCTION
' OIS ETE APPROVAL to
1 approval for moving status. READY FOR
: the releasé to P-1. PRI
]
]

Tasks i
Feature Type: Upgﬂ'adei & Patches

Deploy to Affected C1 Deploy updates to P-2

T L PO No tasks to validate Test FEATURE in P-2
Validat:

1|

tallation of Affected Cf
AddaCitothe | zst:stath:leamre are " Upon the successiul ETIEIIED
Affected Citabto | crested. ‘“':P:f":'" et u}.:' A feature must have SE e
create tasks for e
e Undate the - P-1 to updata the astatus nfR!lllﬂy Upon the Validate Producti stall
play! pdate the status of the for P-1 to initiate successful

update status of feature by clicking the Ready ~ [eature's status

approval for moving  completion of

] |
! 1
] |
] 1
< 1
Ealii I for P2 button after the therelease to P-1.  this task click i
Development. 1 installation has been READY FOR {
1 completed successfully. e i
! APPROVAL to ]
1 For Upgrade/Patch Feature types, Tasks are only l-lpdilE.the I
created by Cls being added to the Affected Cls tab. :::-:"“
s

Tasks
Feature Type: Configurations

Create in

Configuration Feature Types follow the same workflow as
h & Defect Cor i from this point.

Close Feature

asks i
Feature Type: Application Deploym

I
I 1
i 1
i 1
I 1
I Application Deployment Features are used by GMAS, and must |
| reconcile JIRA to ServiceNow. This Feature will make use of the |
; External Tickets tab. i
I 1
I 1
| 1
I 1

Tacke | 1 '

The City of Atlanta | Atlanta Information Management | Enterprise Project Management Office



Service Management Solution | Feature Requirements Document Page B5 of B5

THIS PAGE IS INTENTIONALLY LEFT BLANK. PLEASE CONTINUE TO THE NEXT
SECTION TITLED: SERVICE MANAGEMENT SOFTWARE REQUIRED SUBMITTAL
FORM.
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INSTRUCTIONS AND INTENT OF REQUIRED SUBMITTAL
FORM TITLED:

SERVICE MANAGEMENT SOFTWARE

The information gathered from this required submittal form, will allow
the City to compare the Bidder's Solution with the City’s overall
business objectives. An award will be based on the Total Bid amount
reflected on the Cost Worksheet listed under Exhibit D of this
solicitation document. However, should the Bidder identify a system
specification or omission that conflicts with any aspect of the City’s
overall business objectives (as outlined within all portions of this
solicitation document), the City reserves the right to make a final
recommendation of award in the best interest of the City.




Service Management Software Required Submittal Form

# Ref. Specifications Vendor Response Vendor Non-
Compliance

The Bidder is required on each specification below to identify as Comment

compliant or non-compliant; if a Bidder's software solution is non-
compliant, a detailed reason for the non-compliance is required. A
Bidder will automatically be deemed non-responsive if they omit
providing a detailed reason for the non-compliance for any one

system specification. Comply Non
Comply
General System Requirements
B1.1 The system shall provide a centralized location for COA employees to request
(FRO7) services and assistance from the service desk to include the following:
EEE%; e Service Catalog for All IT o Knowledge Base/Wiki Library
Requests
e Update User Profiles
e Historical Incident and Request o All Related Information
Information Technology Reporting and
Projects

e Troubleshoot Issues/Problems

e Retrieve “How To” Help-Guides

The system shall be able to identify repeat customers and trending issues that
occur within an established time period by displaying an alert or message to the
technician upon receipt of the ticket.

B1.2
(Message can read similar to this: Please note this (Customer or Issue Type)
has been reported X number of times within the last X number of days. This
issue may require additional escalation to resolve.)

The displayed alert or message shall reference the existing ticket numbers for
B1.2.1 the tickets related to the trend and the ticket number for tickets with similar issues
recently submitted by this or any other user.

The system shall display all available network printers, within the location

B1. . . . .
3 parameters, to include printer name and the complete location (Building and Floor)

Page 1 of 46




Service Management Software Required Submittal Form

Ref. Specifications Vendor Response Vendor Non-
Compliance

The Bidder is required on each specification below to identify as Comment

compliant or non-compliant; if a Bidder's software solution is non-
compliant, a detailed reason for the non-compliance is required. A
Bidder will automatically be deemed non-responsive if they omit
providing a detailed reason for the non-compliance for any one

system specification. Comply Non
Comply
when completing requests for mapping network printers.
(E.g. A request is submitted from a user located at City Hall, 2" Floor, in the
Mayor’s office. Based on her location, the available printers should only show the
network printers located on the 2" Floor in the Mayor’s Office)
The solution shall allow Desktop Personnel to automatically send a “survey”
when an incident (ticket) is closed to assess customer satisfaction:
(BF;;;) e Collect data on four questions regarding service received
e Calculate number and percentages of satisfied customers
e Collect compliments, complaints and general feedback
The system shall allow technicians to immediately review the results of the
B1.4.1 Y y
o customer submitted surveys.
BL5 The system shall allow tickets to be assigned to multiple owners or groups for
' resolving.
The system shall be configured to allow the development of the following online
forms:
'?:é263 e VPN Request Form e CCB Change Request Form
EFR%; ¢ Vendor Access Request Form e Equipment Receipt Form
(FR62) e Sign-Off Task Form (TBD) e DWM Access Requisition Form
(FR73) e Wireless Request Form e Badge Access Form
(FR76) ¢ AIM Equipment Usage e Hardware/Software Evaluation
(FR78) Agreement Request
(FRO1) e Request for Q-Drive Folder e DOA Equip Sign In/Out (loaner)
Access e RSA Token Form (all forms)
e User Account Form e Inventory Tracking Form
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Service Management Software Required Submittal Form

Ref. Specifications Vendor Response Vendor Non-
Compliance

The Bidder is required on each specification below to identify as Comment

compliant or non-compliant; if a Bidder's software solution is non-
compliant, a detailed reason for the non-compliance is required. A
Bidder will automatically be deemed non-responsive if they omit
providing a detailed reason for the non-compliance for any one

Database Request Form
Database Access Form

system specification. Comply Non
Comply
e SW Installation & Applications e Surplus Form
Access e AIM Parking & Parking
e DOA-AIM Return Material Reimbursement Request
Authorization (RMA) Request e |T Business Justification Request
Form e Application Change Request
e Project Initiation Concept e AIM Aviation Websense Form
Request e Server Request
[ ]
[ ]

The configured online forms shall have workflows configured to execute the

B1.6.1 _—
process from beginning to end.

The completed online forms shall be stored in a centralized location accessible

B1.6.2 .
by the service desk teams.

B1.6.3 The centralized location must allow users to search by ticket/request number

(FR54) and key words and phrases.
The system shall allow the SLA to stop/pause when the ticket status has been
B1.7 changed to “Pending Vendor”, “Transferred to Vendor”, “Waiting On Customer or

Pending Customer Validation”.

The system shall be configured to utilize separate SLAs for Incidents and
B1.8 Requests based on the work efforts required to successfully resolve each incident
and complete each request.

The system shall be configured to track all vendor related tickets to allow the

B1.9 service desk to manage vendor tickets, maintain SLAs, and follow-up as needed.
B1.9.1 The system shall configure a field to reference the vendors’ ticket number.
B1.9.2 A new status titled “Transferred to Vendor” must be added for tickets the vendor
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Service Management Software Required Submittal Form

Ref. Specifications Vendor Response Vendor Non-
Compliance

The Bidder is required on each specification below to identify as Comment

compliant or non-compliant; if a Bidder's software solution is non-
compliant, a detailed reason for the non-compliance is required. A
Bidder will automatically be deemed non-responsive if they omit
providing a detailed reason for the non-compliance for any one

system specification. Comply Non
Comply

is now responsible for resolving.

B1.9.3 The system must provide weekly email notifications to the group owners of all
open “Transferred to Vendor” and “Pending Vendor” tickets to allow users to
perform follow-up actions as needed.

B1.9.4 The weekly email notification must contain a list of tickets that are accessible by
clicking a link to view the ticket record within the system.

The system shall be configured to auto-populate the Department Liaison contact

B1.10 information as a 2™ POC during the creation of each ticket.
5;;114} The system shall allow users to attach images and documents to the ticket.
B1.12 The system shall allow users to check the status of their ticket via their email

confirmation or accessing the site directly.

B1.13 The system shall allow users to perform quick keyword and key phrase
(FR53) searches from any module or screen.

The system shall be configured to allow users to perform advanced searches
B1.13.1 | from any module or screen with any combination of data from any field and an
advanced criteria form.

The system shall allow users to sort and filter on all of the data displayed in a
column-structure.

B1.14
(E.g. Application Support Team would like to filter to show only on the request
involving a particular application, such as enQuesta, CourtView, Accela, etc.)
The system shall deliver immediate email confirmations to the users when the

B1.15 following occurs:

(FR19)

. New incident ticket has been created;
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Service Management Software Required Submittal Form

Ref. Specifications Vendor Response Vendor Non-
Compliance

The Bidder is required on each specification below to identify as Comment

compliant or non-compliant; if a Bidder's software solution is non-
compliant, a detailed reason for the non-compliance is required. A
Bidder will automatically be deemed non-responsive if they omit
providing a detailed reason for the non-compliance for any one

system specification. Comply Non
Comply
. New service request ticket has been created,;
o New equipment request has been created,;
. Updates to any existing ticket made by the user or the service
desk team

The system shall be configured to allow users to only see the applications used by
B1.16 their department in a drop down menu when submitting an incident or request for
application installation, maintenance and support.

The system shall be configured to capture and track the amount of time the
technicians spend to resolve a ticket by:

B1.17 . Creating a field to capture the number of hours and minutes spent
. Creating a time tracking list that stores all time for the technicians
. Capturing time spent during the various phases of the ticket
lifecycle

B1.17.1 | The time tracking list should be editable by managers and supervisors.

B1.17.2 | The time tracking list should store data up to one year.

The system shall be configured to allow system administrators to create multiple

B1.18 workspaces as needed to support all service delivery areas.

The system shall be configured to have all user information stored in an address

B1.19 book within the system.

The users’ contact record should include the first and last name, physical location,
B1.19.1 | department, desk and mobile phone number, network username, and employee
ID.

The employee ID should only be visible to the members of the service desk and

B1.19.2 .
the employee assigned to that ID.

B1.20 The system must be configured to allow custom fields to be created to any of the
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Service Management Software Required Submittal Form

Ref. Specifications Vendor Response Vendor Non-
Compliance

The Bidder is required on each specification below to identify as Comment

compliant or non-compliant; if a Bidder's software solution is non-
compliant, a detailed reason for the non-compliance is required. A
Bidder will automatically be deemed non-responsive if they omit
providing a detailed reason for the non-compliance for any one

system specification. Comply Non
Comply
forms as needed.
B1.21 The system shall be configured to allow all incident and request history to be
' saved automatically when a new ticket is created.
The system shall be configured to allow all users to view the incident/request
B1.21.1 history for a user or a department by clicking an icon or button from within a ticket
or main screen.
The system shall be configured to allow all free text fields to support rich text
B1.22 )
editor to allow users to format the text as needed.
The system shall be configured to allow all free text fields to include spell check to
B1.23 I i
allow users to spell check the text before submitting the ticket.
B1.24 The system shall be configured to allow users to designate other users to receive
updates and notifications for a submitted ticket on their behalf.
The system shall be configured to allow managers and supervisors to view the
B1.25 . e
current workload of their team when assigning tickets.
B1.26 The system shall be configured to create global tickets for incidents that impact
multiple groups and departments.
B81.96.1 The system shall be configured to send automatic system and email alerts to
o the service desk team when a global ticket is submitted.
51.26.2 The system shall be configured to allow technicians to create a global ticket from
o an existing ticket.
8127 The system shall be configured to provide automatic administrative error alerts
that displays within the system when a system error occurs.
The system shall be configured to provide the following built-in queues from the
B1.28 home screen:
o My Assignments: Displays the most recent active tickets
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Service Management Software Required Submittal Form

Ref. Specifications Vendor Response Vendor Non-
Compliance

The Bidder is required on each specification below to identify as Comment

compliant or non-compliant; if a Bidder's software solution is non-
compliant, a detailed reason for the non-compliance is required. A
Bidder will automatically be deemed non-responsive if they omit
providing a detailed reason for the non-compliance for any one

system specification. Comply Non
Comply

assigned to you

. Team Assignments: Displays the active tickets assigned to your
team

o All Issues: Displays all tickets within the workspace

. Global Issues: Displays all active global tickets

. Deleted Tickets: Displays all deleted tickets

. Aged Tickets: Displays current and aged tickets based on

selected parameters

The system must automate the vendor management process using an

B1.29 automatic workflow.

The system must provide automatic notification of expiring vendor access
B1.30 prior to the access termination date at the following increments: 30 Days, 7 days,
and 24 hours prior to expiration.

The system shall be configured to accept electronic signatures for tasks that

B1.31 .
require approvals.

The solution will provide user profiles or accounts for every COA employee, and
B1.32 designated contractors authorized to access network, where user permissions can
(FRO2) be set based on business unit and location. User permissions will determine what
a user can see and do in the application

The solution will capture historical data and accumulate current data from third
party application via direct integration, data transfers, or importation information
from spreadsheet or Access databases.

B1.33
(FRO3)

B1.34 The solution shall provide training and documentation (application) for end users
(FRO6) and system administrators such as:
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Service Management Software Required Submittal Form

Ref. Specifications Vendor Response Vendor Non-
Compliance

The Bidder is required on each specification below to identify as Comment

compliant or non-compliant; if a Bidder's software solution is non-
compliant, a detailed reason for the non-compliance is required. A
Bidder will automatically be deemed non-responsive if they omit
providing a detailed reason for the non-compliance for any one

system specification. Comply Non
Comply
. COA Employees . Inventory Managers
o Service Desk ) Change Management
Personnel Personnel
. Business . Event Management
Administration Personnel
. Network Personnel

The solution shall provide a means to on- and off-board employees more
efficiently under one ticket that can:

e List all hardware, software and e Software applications
equipment items needed o Alert other stakeholders of
B1.35 e List all tasks needed to handle status of the task
(FR29) the employee needs e Include contact info for

o Enable or disable Outlook employee and manager
Exchange mail accounts Track loaner equipment
e Enable or disable local area
network (LAN) accounts

The solution shall provide ticket service categories and call types needed for
identifying Service Desk activities including, but not limited to:

'?:;'3376 (See complete listing of CTIs)
( ) e Desktop Hardware e Coordination
e Desktop Software
The solution shall provide ticket service categories and call types needed for
B1.37 identifyi i dmini i ivities including, b limited to:
(FR38) identifying Business Administration activities including, but not limited to:

(See complete listing of CTIs)
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Service Management Software Required Submittal Form

Ref. Specifications Vendor Response Vendor Non-
Compliance

The Bidder is required on each specification below to identify as Comment

compliant or non-compliant; if a Bidder's software solution is non-
compliant, a detailed reason for the non-compliance is required. A
Bidder will automatically be deemed non-responsive if they omit
providing a detailed reason for the non-compliance for any one

system specification. Comply Non
Comply

e Legislation e Scrap metal

e Contracts e Surplus Hardware Equipment

e Office Management e Return Merchandise

e Procurement Authorization (RMA)

e Training Requests/Reporting

The solution shall provide ticket service categories and call types needed for
identifying Network Services activities for all systems including, but not limited to:
(See complete listing of CTIs)

e Aerobahn System e FourWinds
B1.38 e BARCO Wall Display ¢ Interactive Directory
(FR39) e CCTV System e Lenel Badging
e Common Use Terminal Equip e Parking Revenue Control
e Dynamic Signage System (PRCS)
e Everbridge Mass Notification e Security Fingerprinting System
System
The solution shall provide ticket service categories and call types needed for
identifying Network Operations activities including, but not limited to:
(See complete listing of CTIs)
B1.39 e Active Directory e Switches e Public Wi-Fi
(FR'40) Accounlts . e Routers e VPN/Remote
e Dynamic Signage e Circuits Access
e Firewall Changes e Access Points e Vendor
e Exchange e Network Printers Escort/Access
e Servers e Cable e DOA Wi-Fi
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Service Management Software Required Submittal Form

Ref. Specifications Vendor Response Vendor Non-
Compliance

The Bidder is required on each specification below to identify as Comment

compliant or non-compliant; if a Bidder's software solution is non-
compliant, a detailed reason for the non-compliance is required. A
Bidder will automatically be deemed non-responsive if they omit
providing a detailed reason for the non-compliance for any one

system specification. Comply Non
Comply

The solution shall provide ticket service categories and call types needed for
identifying Network Security activities including, but not limited to:
B1.40 (See complete listing of CTIs)

(FR41) e Payment Card Industry (PCI) Data Security Standard (DSS) compliance
¢ Network Access Control (NAC) o McAfee
e Websense e Account Policies

The solution shall provide ticket service categories and call types needed for
identifying Strategic Services activities such as, but not limited to:
(See complete listing of CTIs)

E:éfg e Websites: Intranet, Internet e Web Applications
e GISESRI e Business Applications
e Database creation/modification
reguest
The solution shall provide ticket service categories and call types needed for
B1.42 identifying Tel_egom activities such as, but not limited to:
(FR.43) (See complete listing of CTIs)
e Service Providers e Desk Phones
e Cellular Devices e Satellite TV
The solution shall provide ticket service categories and call types needed for
B1.43 identifying Project Management activities such as, but not limited to:
(FR44) (See complete listing of CTIs)
. Project Requests
B1.44 The solution shall auto-populate request forms with user contact info when
(FR11) requests are opened via the web
B1.45 The solution shall provide a means for Service Desk Personnel to update the
(FR25) status of incident or service requests from desk, laptop or other mobile device in
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Service Management Software Required Submittal Form

Ref. Specifications Vendor Response Vendor Non-
Compliance

The Bidder is required on each specification below to identify as Comment

compliant or non-compliant; if a Bidder's software solution is non-
compliant, a detailed reason for the non-compliance is required. A
Bidder will automatically be deemed non-responsive if they omit
providing a detailed reason for the non-compliance for any one

system specification. Comply Non
Comply
order to provide timely and efficient service.
The solution shall provide a dashboard view for Service Desk Personnel and
supporting IT Groups that provides the following features:
e Navigation bar with key functions
e Listing of incidents or requests assigned to individual personnel
B1.46 e Listing of incidents or requests assigned by groups
Eiﬁig e Listing of, or a view to reported network events showing the status and a
(FRA9) description
Eiﬁggg e Listing of new project requests assigned to individual project managers
FR69 - .
EFR?S; e Description and status of all incident or requests
(FR77) . )
(FR79) e Graphical data (charts, graphs) on key functions based on each team’s core
responsibility
e Alerts on issues, requests, or situations affecting the employees (for Asset
Inventory and Network Operations Teams)
e Alerts on new requests (for the Business Administration Teams)
e Alerts on upcoming change activities (for the Network Operations teams)
The solution shall provide users the ability to close tickets using closure codes
prescribed for that use:
i;'ﬂf e Account Expired e Account Locked
( ) e Defective e Device Failure
e Forgot Password e Laptop Setup
e Repair/RMA
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Service Management Software Required Submittal Form

# Ref. Specifications Vendor Response Vendor Non-
Compliance

The Bidder is required on each specification below to identify as Comment

compliant or non-compliant; if a Bidder's software solution is non-
compliant, a detailed reason for the non-compliance is required. A
Bidder will automatically be deemed non-responsive if they omit
providing a detailed reason for the non-compliance for any one
system specification. Comply Non

Comply

(See complete listing of closure codes)

Implement Incident Management

The system shall be configured to display an issue checklist, upon initial ticket
creation, to aid the Service Desk staff with:

e Resolving the 1% Tier of issues quickly

e Determining the complexity of the 2™ and 3" Tier issues

e Ensuring pertinent information is gathered upon initial contact with the user

B2.1 Examples of information to capture on the checklist:

e What is the computer name?(if not shown)

e Did the user restart their computer?

e Are all the cords and cables secure and plugged in?

e What events lead to this issue?

e Did the user experience any error codes or messages?
e Has this user experienced this issue before?

The displayed checklist should be configured to display questions based on the

B2.1.1 . . . .
type of issue the user is experiencing.

The system shall be configured to allow “Special Requests” from the Executive
B2.2 Offices (ex. Mayor’s Office) to automatically assign an “Urgent” priority level to
the ticket upon creation.

The system shall be configured to allow “Special Requests” tickets to immediately

B2.2.1 . . . .
go to a special work queue when each ticket is created for easy retrieval.

The system shall be configured to display a system message and an email

B2.2.2 notification informing the technicians a new “Special Requests” ticket has been
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Service Management Software Required Submittal Form

Ref. Specifications Vendor Response Vendor Non-
Compliance

The Bidder is required on each specification below to identify as Comment

compliant or non-compliant; if a Bidder's software solution is non-
compliant, a detailed reason for the non-compliance is required. A
Bidder will automatically be deemed non-responsive if they omit
providing a detailed reason for the non-compliance for any one

system specification. Comply Non
Comply
submitted.
B2.3 The system shall deliver automatic email alerts to inform ticket owners of expiring

(FR34) SLAs when 50% of the SLA has passed.

The system shall be configured to display the users’ equipment information
B2.4 when tickets are initially created. The equipment information should include the
make/model, operating system, and IP address.

The system shall be configured to provide immediate automatic notifications to
B2.5 the Service Desk and management team when the monitoring tools identifies an
incident or problem.

The system shall be configured to generate one master ticket for each incident,

B2.6 problem, or request that has been submitted to the Service Desk.
The generated master ticket shall allow sub-tickets to be created and linked
when the following occurs:
B2.6.1 e Multiple group owners are required to resolve the ticket;
e User submits a new ticket that is directly related to an existing master
ticket
B2.6.2 The gystem shall be configured t_o aII_ow sequ_encing of sub ticke_ts when certain
sub tickets cannot be closed until reliant sub tickets are resolved first.
The solution shall allow authorized Service Desk personnel to update incident
B2 7 format or add new fields to capture data on the incident including:
(FR27) e Call types within categories

e Add articles to Knowledge Base (wiki)
e Add troubleshooting tips and procedures to the Wiki tool
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Service Management Software Required Submittal Form

# Ref. Specifications Vendor Response Vendor Non-
Compliance

The Bidder is required on each specification below to identify as Comment

compliant or non-compliant; if a Bidder's software solution is non-
compliant, a detailed reason for the non-compliance is required. A
Bidder will automatically be deemed non-responsive if they omit
providing a detailed reason for the non-compliance for any one
system specification. Comply Non

Comply

The solution will allow and track escalations, for assistance with troubleshooting
and resolving user incidents, and to allow timely management of the resolution
according to established service level agreement (SLA) and standard operating

B2.8 procedures (SOP) and updates for customers from entities including:
(FRa1) e Tier Il support, such as Network o AIM Teams
Operations e Other COA Business Units
e Equipment vendors
B2.9 The solution shall provide various a readily visible status field on incidents and
(FR32) requests for tracking and management purposes.

Implement Problem Management

The system shall be configured to deliver daily status updates via email to
B3.1 owners, management, vendors, and group owners of current problems until the
problem is mitigated.

The system shall be configured to allow a number of related incidents to
automatically create a problem record.

B3.2 . . . .
(E.g.: 10 different users submits a ticket because they aren’t able to access a
specific system or application. This should now be considered a system or
application problem as it effects multiple users/areas at the same time.)

Implement AIM Service Catalog

The service catalog shall be configured to support all IT Issues and Requests

B4l related to the following:
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Service Management Software Required Submittal Form

Ref. Specifications Vendor Response Vendor Non-
Compliance

The Bidder is required on each specification below to identify as Comment

compliant or non-compliant; if a Bidder's software solution is non-
compliant, a detailed reason for the non-compliance is required. A
Bidder will automatically be deemed non-responsive if they omit
providing a detailed reason for the non-compliance for any one

system specification. Comply Non
Comply

e Desktop e Telecom

e Application Installs/Maintenance e Server

e Network e Security

e Project Requests e Hardware/Software

e GIS

The system shall be configured to allow all users to access troubleshooting self-
service options via the service catalog, such as:
e Mapping Network Drives
B4.2 e Mapping Network Printers
o Resetting Application Password (for critical applications)
e Adding an Additional Outlook Mailbox
e Reserve a Conference Bridge

The service catalog shall be configured to display all of the devices offered by
AIM using a Device Catalog with the following equipment options:

B4.3 See appendix for a complete listing of all devices offered.
e Mobile Devices e Laptops/Tablets
e Wireless Devices e Desktops
The device catalog shall be configured to show when devices have to be
B4.3.1 .
procured from the vendor or the AIM inventory.
B4.3.2 The device catalog shall have a configured approval workflow for all requested
e devices to allow business managers to approve or deny the request.
The required approval for all devices shall be delivered in the form of an email
B4.3.3 . . . . .
immediately after the request has been submitted via the device catalog.
B4.3.4 They system must be configured to allow the responses to the approval email to
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Service Management Software Required Submittal Form

# Ref. Specifications Vendor Response Vendor Non-
Compliance

The Bidder is required on each specification below to identify as Comment

compliant or non-compliant; if a Bidder's software solution is non-
compliant, a detailed reason for the non-compliance is required. A
Bidder will automatically be deemed non-responsive if they omit
providing a detailed reason for the non-compliance for any one
system specification. Comply Non

Comply

be sent back to the system and captured in the notes of the ticket.

The device catalog shall display the features, required options, optional
B4.3.5 accessories, and warranty information for each of the devices.
See appendix for an example of how the current devices are displayed.

The device catalog shall use drop down menus or radio buttons to allow users to

B4.3.6 select the required options and optional accessories for a device.
B4.4 The Service Catalog shall be configured to recognize the user workspace and
' provide request options available in their respective location.
The service catalog shall be configured to display system outage messages in
B4S the form of a monitoring dashboard with key information such as:

e System Name e Outage Date & Time
¢ Impacted Areas/Departments

Implement Asset Management

The asset management module shall provide inventory management of all COA
assets using the following categories:

B5.1 e  Security Inventory
e Hardware Inventory
e Custom Inventory

e Software Inventory (as needed)

The asset management module shall allow tracking of all equipment that has

BS.11 been received from outside sources, such as vendor.

B5.1.2 The asset management module shall be configured to capture all equipment that
has been returned by employees.

B5.1.3 The asset management module shall be configured to capture all equipment that

has been assigned to employees of the City of Atlanta to include all desktops,
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Service Management Software Required Submittal Form

Ref. Specifications Vendor Response Vendor Non-
The Bidder is required on each specification below to identify as Cg?rs Ll]aer;]cte
compliant or non-compliant; if a Bidder's software solution is non-
compliant, a detailed reason for the non-compliance is required. A
Bidder will automatically be deemed non-responsive if they omit
providing a detailed reason for the non-compliance for any one
system specification. Comply Non

Comply
laptops, mobile devices, Wi-Fi devices, desktop phones, network assets (printers,
servers, etc.,), and other related equipment.

B5.14 The asset. management module shall pe configured to aIIovy the service desk to
view the inventory data for one device as well as a device group.
B5.15 The asset_management quule shall_be configured to keep track of all inventory

o changes in an Inventory History tab/list.

The asset management module shall be configured to capture pertinent
equipment and inventory information for reporting and end of life process
management, to include the following:
e Make, Model Name & Number ¢ HW/SW Name e Date
Serial Number Manufacturer End Receiv
AIM Asset Tag Date ed
Operating System Storage Locations Date
Category Assigned To Issued
PO Number (Employee First and Last Date
B5.2 Manufacturer Eerl:;ioyee D RoTtum
(FR52) Location Status e
Network User Name W Depart
Requisition Number arranty ment
Information Name
Maintenance Purch
Agreement ase
Date
Expira
tion
Dates
HW/S
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Service Management Software Required Submittal Form

Ref. Specifications Vendor Response Vendor Non-
Compliance

The Bidder is required on each specification below to identify as Comment

compliant or non-compliant; if a Bidder's software solution is non-
compliant, a detailed reason for the non-compliance is required. A
Bidder will automatically be deemed non-responsive if they omit
providing a detailed reason for the non-compliance for any one
system specification. Comply Non

Comply

w
Versio
n

e Descri
ption

e Vendo
r
Conta
ct
Inform
ation

The asset management module shall be configured to allow bar code scanning

5:2533) devices to aid with managing inV(_antory to include capturing key inventory data for
process management and reporting purposes.
The asset management module shall be configured to allow all equipment
B5.4 . . . :
assigned to employees to be linked to their employee ID and Network Login.
The asset management module must integrate with the configuration
B5.5 management tool to ensure the asset data is accurate in both systems.
The asset management module shall provide financial asset management to
B5.6 track and management the cost associated with the COA assets to include:
' e The purchase amount of all equipment and assets;
e The depreciated value of all equipment and assets
B5.7 The asset management module shall provide software licensing management to
(FR56) track and distribute software licenses to COA users to include:
EEEgg; e Manage software suites and titles from the inventory data
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Service Management Software Required Submittal Form

Ref. Specifications Vendor Response Vendor Non-
Compliance

The Bidder is required on each specification below to identify as Comment

compliant or non-compliant; if a Bidder's software solution is non-
compliant, a detailed reason for the non-compliance is required. A
Bidder will automatically be deemed non-responsive if they omit
providing a detailed reason for the non-compliance for any one
system specification. Comply Non

Comply

e Associate and authorize devices to a software suite or title

e Define license numbers, expiration dates, etc.,

e Ensuring only authorized employees receive software based on
management approval

e Ensuring software is allocated based on job duties

e Tracking the reassignment of software from one employee to another

e Controlling mass software distribution

e Update the software portfolio as needed

The asset management module shall provide power management to regulate the

B5.8 power used by all devices.
The asset management module shall allow the service desk team to query any
data stored in the module as needed.

B5.9
(E.g. The users should be allowed to query the number of devices operating on
Windows 7 from within the module based on the data stored.)

B5.10 The asset management module shall be configured to allow the service desk to

: run an audit of the COA assets on demand.
B5.10.1 All asset audits should be stored in a centralized location where the audits can

be retrieved as needed by the service desk team.

The asset management module shall be configured to provide application

management with following management options:

B5.11 e Monitor: Allows users to keep track of who is using applications and how
long they ran to better understand allocation of licenses.

e Prohibit: Kill/terminate an applications’ session when launched
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Service Management Software Required Submittal Form

Ref. Specifications Vendor Response Vendor Non-
Compliance

The Bidder is required on each specification below to identify as Comment

compliant or non-compliant; if a Bidder's software solution is non-
compliant, a detailed reason for the non-compliance is required. A
Bidder will automatically be deemed non-responsive if they omit
providing a detailed reason for the non-compliance for any one

system specification. Comply Non
Comply
e Protect: Back-up the application and restore it when needed
The application manager should include an application catalog to include
B5.11.1 applicable licensing information.
B5.11.2 The application manage_r should' integratg with the asset management software
o inventory to ensure the information remains accurate.
The asset management module shall be configured to allow the service desk to
set-up and schedule operational rules.
B5.12 : , “
(E.g. The service desk should be able to set-up an operational rule to “Check
Operating System” versions and the rule will run and return the results in the form
of a report or spreadsheet)
The solution will track hardware and equipment from purchase to disposition for
managing key tasks.
B5.13 e Active e Surplus / Disposition
(FR51) e Depletion e In-Stock
e Repair e Inactive
(unassigned equip)
The solution shall track the lifecycle of hardware and durable equipment from
purchase to retirement for tasks such as:
5:‘25%‘;’ e processing damaged inventory
e obsolete inventory
e excess inventory
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Service Management Software Required Submittal Form

Ref. Specifications Vendor Response Vendor Non-
Compliance

The Bidder is required on each specification below to identify as Comment

compliant or non-compliant; if a Bidder's software solution is non-
compliant, a detailed reason for the non-compliance is required. A
Bidder will automatically be deemed non-responsive if they omit
providing a detailed reason for the non-compliance for any one
system specification. Comply Non

Comply

The solution shall provide alerts to assist with asset inventory management of

software license, service support, warranty, and contract renewals:

B5.15 e Create triggers based on expiration and renewal dates

(FR57) e Triggers shall be set 180 days in advance of Expiration Dates

e Send emalil natifications to the Inventory Management team of pending
renewal activity

The solution shall provide authorized users the ability to set or adjust the work
flows for key tasks such as:

B5.16 e Lead time on purchasing and renewal tasks

(FR58) e Setting triggers on renewal activity

e Creating reporting formats

e Setting equipment lifecycle parameters

B5.17 The solution shall track and maintain IT procurement tasks.
(FR47)
The solution shall track, manage, and capture data on Surplus Bid requests such
as:
B5.18 e Business Unit ¢ Make/Model
(FR48) e Asset Tag# e Manufacture
e Condition e Comments
e Surplus Approval Date e SoldTo
The solution shall automate manual tasks needed to manage service delivery for
B5.19 the collection, retirement and surplus handling of hardware, software and
(FR24) equipment issued to employees between AIM and:
e Business Administration e Business Units
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Service Management Software Required Submittal Form

# Ref. Specifications Vendor Response Vendor Non-
The Bidder is required on each specification below to identify as Cg Q:E Ll]aer;]cte
compliant or non-compliant; if a Bidder's software solution is non-
compliant, a detailed reason for the non-compliance is required. A
Bidder will automatically be deemed non-responsive if they omit
providing a detailed reason for the non-compliance for any one
system specification. Comply Non

Comply
Implement Change Management
The system shall be configured to provide immediate automatic email
notifications to the Service Desk and management team when any changes are
B6.1 L .
made to the network, software/application, hardware, security, or changes to any
policy and procedure.
B6.2 The system shall be configured to capture, track, and manage all change
' requests from the Change Control Board (CCB) and all other IT changes.
The system shall provide standardized weekly notifications for all changes
reviewed by the CCB to include:
e Approved/Denied Change e Impacted
B6.2.1 e Requestor(s) Departments/Group
s
e Reason for
Approval/Denial
B6.2.2 Configure a dashboard within the Change Management module to display CCB
o approved and denied changes that have occurred during a period of 90-days.
The Change Management module shall create an audit trail by storing/backing
B6.3 up all data related to IT changes in a database using an automatic scheduled
routine.
B6.3.1 The Change Management module shall allow users to search, view, and retrieve
(FR66) all historical information related to any IT changes from the database.
B6.3.2 The solution’s audit trail must show when AIM personnel interact with change
(FR69) management requests to:
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Service Management Software Required Submittal Form

Ref. Specifications Vendor Response Vendor Non-
Compliance

The Bidder is required on each specification below to identify as Comment

compliant or non-compliant; if a Bidder's software solution is non-
compliant, a detailed reason for the non-compliance is required. A
Bidder will automatically be deemed non-responsive if they omit
providing a detailed reason for the non-compliance for any one

system specification. Comply Non
Comply

e Update Requests Details e Enter Request

e Change Status Changes Occur Dispositions

e Close Requests

The Change Management module shall identify the type of change using the
following categories:

B6.4 e Network e Security
e Software/Application e  Security
e Hardware e Policy/Procedure
The Change Management module shall have configured work flows for all of the
B6.5 Change Control Processes according to the AIM SLA and SOP Guidelines for:
(FR64) ¢ Routine Changes (Normal, Standard, Unscheduled)
(FR65) e Emergency Changes

e Scheduled Maintenance

The Change Management module shall deliver an immediate “Approval
B6.6 Requested” email notification to inform the CCB Approvers there is a change
awaiting approval.

The Approval Requested email shall provide a direct link to the Change

Bé.7.1 Request Record to all approvers to access the request with less clicks.
The Approval Requested email shall provide a summary of the Change Request
Record to include:

B6.7.2 e Type of Change e Date Requested

e Impact of Change e Reviewed By
e Requestor
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Service Management Software Required Submittal Form

Ref. Specifications Vendor Response Vendor Non-
Compliance

The Bidder is required on each specification below to identify as Comment

compliant or non-compliant; if a Bidder's software solution is non-
compliant, a detailed reason for the non-compliance is required. A
Bidder will automatically be deemed non-responsive if they omit
providing a detailed reason for the non-compliance for any one

system specification. Comply Non
Comply
The system shall allow a technician or member of the Service Desk to use an
B6.8 indicator, such as a checkbox within the ticket to indicate this ticket requires a CCB
process.

The solution shall provide request status categories to assist in management and
handling of requests such as:

e Urgent e Standard e Close
B6.9 e Emergency e OnHold d
(FR67) e Approved e InProgress e Denie
d
e Comp
leted

The solution shall allow authorized AIM personnel to add or amend category and
call type descriptions used to characterize and identify change management
requests, and to provide more details on the system activity for reporting purposes,

such as:

e Equipment Type e Software e VPN
B6.10 e Switch e |DF/MDF e “Com
(FR36) e Server e Router r_nent"
e Hardware field

for
additi

onal
detail

S
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Service Management Software Required Submittal Form

# Ref. Specifications Vendor Response Vendor Non-
Compliance

The Bidder is required on each specification below to identify as Comment

compliant or non-compliant; if a Bidder's software solution is non-
compliant, a detailed reason for the non-compliance is required. A
Bidder will automatically be deemed non-responsive if they omit
providing a detailed reason for the non-compliance for any one
system specification. Comply Non

Comply

The solution shall alert Network Operations personnel when calendar scheduling
B6.11 conflicts occur with requests by text highlighting, background shading, text
(FR70) bolding, or by some means that will catch attention, to include the following:

o New Requests e Approved Requests

The solution shall provide automatic notifications (email or system alerts) to AIM
personnel only, for change management activities such as:

B6.13 When emergency requests are received and a review is needed
(FR70) If emergency requests are not acknowledged
(FR71) When a request disposition (approved or denied) is determined

A reminder to complete or close out requests after dispositions are determined
A reminder of the meeting date when request will be reviewed
Calendar conflicts occur with approved requests

B6.14 The solution shall provide users with the ability to view the status of a Change
(FR72) Management request and track progress through the process.

Integrate with Oracle Human Resources

The system will need to integrate with Oracle Human Resources to provide
immediate notifications of employees leaving the company to the Service Desk
and network team to trigger the process for Disabling Accounts and Returning
Equipment.

B7.1

Integrate with the Network Active Directory

The system shall integrate with Active Directory to allow updates made to the
B8.1 systems’ user profile to update the user’s physical location, department, desk &
mobile phone numbers in Active Directory.
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Service Management Software Required Submittal Form

# Ref. Specifications Vendor Response Vendor Non-
Compliance

The Bidder is required on each specification below to identify as Comment

compliant or non-compliant; if a Bidder's software solution is non-
compliant, a detailed reason for the non-compliance is required. A
Bidder will automatically be deemed non-responsive if they omit
providing a detailed reason for the non-compliance for any one

system specification. Comply Non
Comply
The system shall integrate with Active Directory to provide easy access the
2?{625) users’ information using an auto-populate functionality for the Employee Name,
Physical Location, Current Contact Information, and User Permissions.
The solution shall integrate with Microsoft Active Directory to authenticate and
iiﬁ)) authorize users, such that one set of credentials are needed to access the tool

and new employees can be given access with minimum effort.

Implement Additional Integrations

The solution shall provide call center integration features including:

e Call Management e Capturing of Call
B9.1 e  Scripting for various scenarios Statistics
(FR22) e Call Recording e Integration with Avaya

voice over internet
protocol (VOIP)

equipment
The solution has to be able to integrate with or handle data from other third party
B9.2 software, such as:
(FRO4) e Monitoring Tools o AirWatch
(FR60) o IT360 e Oracle Financials
(FR71) o What's Up Gold e Application Manager
o Matrix42 e Hyena

Develop Knowledge Base

The system shall be configured to provide a knowledge base to all COA users
and the service desk teams to provide information on common issues for users
who prefer self-help that provides information arranged by application, hardware,

B10.1
(FR18)
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# Ref. Specifications Vendor Response Vendor Non-
Compliance

The Bidder is required on each specification below to identify as Comment

compliant or non-compliant; if a Bidder's software solution is non-
compliant, a detailed reason for the non-compliance is required. A
Bidder will automatically be deemed non-responsive if they omit
providing a detailed reason for the non-compliance for any one
system specification. Comply Non

Comply

software and other related equipment

B10.1.1 The knowledge base should house basic instructional aides to include:

(FR28) e Mapping Network Printers e Location of
e Mapping Network Drives Available Network
e Adding Additional Outlook Mailboxes Printers
e Basic PC Navigation e Changing
e Location of All File Servers Passwords,
e Equipment Installation & Maintenance e Help Guides&
Manuals Troubleshooting
Tips
e Service Desk
SOPs

B10.1.2 | The knowledge base should be scalable to allow users to add topics as needed
without storage limitations.

B10.1.3 The knowledge base should store the information related to the COA employee
discount programs.

B10.2 The system shall be configured to provide an indicator informing the service desk
when a new knowledge article need to be created based off an increased
number trending issues.

Implement Request Management

The system shall be configured to distribute the tickets for incidents and service
requests to the appropriate groups for resolving based on the service category and
request type.

B11.1
(FR36)

B11.1.1 | The appropriate groups must include the following teams:
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Ref. Specifications Vendor Response Vendor Non-
Compliance

The Bidder is required on each specification below to identify as Comment

compliant or non-compliant; if a Bidder's software solution is non-
compliant, a detailed reason for the non-compliance is required. A
Bidder will automatically be deemed non-responsive if they omit
providing a detailed reason for the non-compliance for any one

system specification. Comply Non
Comply
e Application Development Team e Server Team
e Application Support Team e Telecom Team
e Oracle ERP Team e Service Desk
e Network Team Support Team
e Security Team e EGIS Team
e Strategic Services Team e Business
Administration
Team
e Cable
Infrastructure
Team
The system shall be configured to include the request types for the EGIS team.
B11.1.2 e Map Requests e Print Requests
e GIS Data Requests (Shape Files & Spatial Data) (Non-GIS Related)

The system shall be configured to immediately send automatic approval emails to
B11.1.3 the GIO and Business/Department Managers for all EGIS requests that require
printing.

The approval email should include the following:
e The total cost associated with the print request;

B11.1.3.1 . .

e An option to approve or deny the print request;

e Afield to include the funding information for approved print requests
B11.1.4 The system shall be configured to display an alert message for all EGIS Print

Requests indicating the cost associated with the print request.
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# Ref. Specifications Vendor Response Vendor Non-
Compliance

The Bidder is required on each specification below to identify as Comment

compliant or non-compliant; if a Bidder's software solution is non-
compliant, a detailed reason for the non-compliance is required. A
Bidder will automatically be deemed non-responsive if they omit
providing a detailed reason for the non-compliance for any one
system specification. Comply Non

Comply

The system must configure an online service request form for users to request
EGIS services to include the following fields:

e Requestor’s Information e Title of Existing
e Department/Business Map (for
B11.1.5 Regenerated Map
Requests)
e Contents

e Outputs (to include size of paper, type of paper: Plain or Glossy, and delivery format: PDF
or Digital)

B11.2 The system shall be configured to display a message to the requestor when
creating a ticket for a Plotter Print Request informing the requestor of an
associated cost.

B11.3 The ITSM solution must provide a means to allow the requests from the public to
be submitted via email and tracked by the Service Desk.

B11.3.1 | The solution must allow the public to pay for requested services when applicable.

Implement Configuration Management CMDB

The system should provide a list of core applications and software by
B12.1 department to reduce the time spent on installing software and applications.
See appendix for a listing of City-Wide applications and software.

B12.1.1 | The system should provide a list of all User Groups sorted by the Department
Name.

B12.1.2 | The system should provide an inventory of all servers to include the following:

e Configured Applications e Server Owner(s)
e Operating System e Applied Patches
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# Ref. Specifications Vendor Response Vendor Non-
Compliance

The Bidder is required on each specification below to identify as Comment

compliant or non-compliant; if a Bidder's software solution is non-
compliant, a detailed reason for the non-compliance is required. A
Bidder will automatically be deemed non-responsive if they omit
providing a detailed reason for the non-compliance for any one

system specification. Comply Non
Comply

The system should provide the location of all Network Servers, Drives, and

B12.1.3 . . .
Printers to expedite resolving network requests.

B12.1.4 The system shall store the file location for all software and applications.

B12.1.5 The system shall store a list of conference bridges by division.

B12.2 The CMDB must allow users to see all changes over a 12-month period.

The CMDB must allow version control to prevent overwriting and maintain an

B123 accurate audit trail.

B12.4 The CMDB must integrate with the current System Center Configuration Manager
(FRO4) (SCCM).

Implement Event Management

The system shall integrate with monitoring applications to provide immediate

B13.1 e - . .
notifications of issues that have occurred to the appropriate service desk team.
5354? The system shall provide alerts or alarms for Enterprise level network events.
The solution shall provide automatic notifications (email or system alerts) to AIM
personnel when events occur and are:
B13.3 e Reported or opened
(FR85) . o .
e Status changes or new information is available
e For their respective teams
B13.4 The solution will allow authorized Network Operations personnel to create new and
(FR59) remove resolved and outdated alerts on issues and situations affecting enterprise
EEE;Z; users that would be visible to application users and to the Service Desk teams.
B13.5 The solution shall provide authorized users the ability to set or adjust the work
(FR72) flows for key tasks such as:
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# Ref. Specifications Vendor Response Vendor Non-
Compliance

The Bidder is required on each specification below to identify as Comment

compliant or non-compliant; if a Bidder's software solution is non-
compliant, a detailed reason for the non-compliance is required. A
Bidder will automatically be deemed non-responsive if they omit
providing a detailed reason for the non-compliance for any one
system specification. Comply Non

Comply

e Application monitoring

e Setting triggers for monitoring activity

e Creating reporting formats on network activity
See appendix for work flow examples

B13.6 The solution shall provide the ability to link related tickets or tickets caused by
(FR87) the same event.

Implement Employee Requirements

B14.1 The solution shall provide general users with access to standard forms for the
(FR12) following requests:
o Application Change Requests e RSA Token form (all forms)
e Database Requests ¢ Request for Approval Form
e Database Access for Sole Source or Special
e AIM Equipment Sign In/Out (Loaner) Procurement
e AIM Equipment Usage Agreement e Server Request
e Hardware/Software Evaluation e SW Installation and
Request Applications Access
e IT Services Business Request e Return Material
Justification Request Form (non- Authorization (RMA)
budgeted items) Request
e Parking Request Reimbursement e Surplus Furniture, Fixtures
e Project Initiation Concept Request and IT Equipment
e Websense Monitoring
e User Account Request
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# Ref. Specifications Vendor Response Vendor Non-
Compliance

The Bidder is required on each specification below to identify as Comment

compliant or non-compliant; if a Bidder's software solution is non-
compliant, a detailed reason for the non-compliance is required. A
Bidder will automatically be deemed non-responsive if they omit
providing a detailed reason for the non-compliance for any one

system specification. Comply Non
Comply
B14.2 The solution shall provide a means for various business units to efficiently share
(FR13) information needed to obtain reporting and manage key tasks including:

e Ordering hardware, software and other equipment
e Establishing and disabling mail accounts
¢ On- and Off- boarding of employees

B14.3 The solution shall provide a means for employees to check the status, of their

(FR15) service request online, without needing to call Service Desk Support for updates.
B14.4 The solution shall allow an employee to view a ticket history (open and closed
(FR16) tickets) he or she has opened and associated handling details (i.e. resolution/fix).
B14.5 The solution will provide a means for handling all COA employees, both regular
(FR17) and contractors authorized to access network, to ensure timely handling of on- and

off-boarding activities.

Implement Release Management

B16.1 The system shall be configured to adhere to these phases for release management
Planning

Development (P-3)

Quality Assurance/Test *(P-2)

Test/Stage for Production (P-1)

e Production

B16.2 The system shall be able to capture 10 — 15 release record statuses (i.e. in
planning, in development, In QA/Test, Awaiting p-1 approval, ready for p-1, in P-1,
awaiting production approval, ready for production, closed, etc.)

B16.3 The system shall be able to capture 10 — 15 features record statuses (i.e. draft,
analysis & design, in development, ready for p-2, in p-2, ready doe p-1, in p-1,
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# Ref. Specifications Vendor Response Vendor Non-
Compliance

The Bidder is required on each specification below to identify as Comment

compliant or non-compliant; if a Bidder's software solution is non-
compliant, a detailed reason for the non-compliance is required. A
Bidder will automatically be deemed non-responsive if they omit
providing a detailed reason for the non-compliance for any one
system specification. Comply Non

Comply

ready for production approval, awaiting production approval, ready for production,
in production, closed, etc.)

B16.4 The system shall be able to capture the following task types:
e Enhancements & Defect corrections
e Upgrades & patches
e Configurations
e Application Deployment
e Monthly reporting
Back-end data changes

B16.5 The system shall be configured to have various task statuses but not limited to :
e Pending
e Assigned
e In Progress
e Onhold

e Completed/closed
e Cancelled.

B16.6 Please reference the release management process map for additional insight on
proper configuration of this process/module within the solution.

Security Requirements — System Accessibility

c11 The §ysFem shall provide an account for each COA users based on established
permissions.
C12 The system shall provide mobile access to all COA users to create, view, reassign,
' and update tickets from approved mobile devices.
C13 The system shall be accessible from the client installed desktop icon for all
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Service Management Software Required Submittal Form

# Ref. Specifications Vendor Response Vendor Non-
Compliance

The Bidder is required on each specification below to identify as Comment

compliant or non-compliant; if a Bidder's software solution is non-
compliant, a detailed reason for the non-compliance is required. A
Bidder will automatically be deemed non-responsive if they omit
providing a detailed reason for the non-compliance for any one
system specification. Comply Non

Comply

desktops and laptops.

The system shall provide a single-sign on for users accessing the system from a

cL4 desktop or laptop.

Cl5 The system shall be accessible outside of the network by COA users only.

The system must prompt for the users AD log-in when attempting to access from

c151 outside of the network.
Cl.6 The solution must utilize a proxy server in the DMZ to connect to the corporate
(SR03) network for Active Directory single sign on.

The solution will require authorized COA employees, and designated contractors
El::;.()?l) authorized to access network, to have unique logon credentials (user name and

password) in order to access the application.

Security Permission Requirements

All three Service Desk teams should have access to all networks and applications

c21 supported by AIM when troubleshooting an issue across delivery areas.
The system shall be configured with the following permission levels:
e Customer User (COA Employees and Authorized Contracts): Read
and search the knowledge base; Submit, view, and update tickets.
e Technician/Agent (Service Desk Personnel): All basic functionality;
Cc2.2 Submit, view, update, transfer, and update tickets. Add and update
(SR01) knowledge base.

e Network Operations Personnel: read and write to Incident and Change
dashboards to handle incident, change management and related requests.

e Business Administration Personnel: read and write to the Business
Admin dashboard to handle asset inventory, incidents, and related
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Service Management Software Required Submittal Form

# Ref. Specifications Vendor Response Vendor Non-
Compliance

The Bidder is required on each specification below to identify as Comment

compliant or non-compliant; if a Bidder's software solution is non-
compliant, a detailed reason for the non-compliance is required. A
Bidder will automatically be deemed non-responsive if they omit
providing a detailed reason for the non-compliance for any one
system specification. Comply Non

Comply

requests.

e Support Technicians: read and write to respective Application Services
or Network Services dashboards to handle requests.

e AIM Managers: read and write to reassign tickets and run reports.

e Workspace Administrator: Same as all above, with the ability to make
administrative changes to the workspace including adding custom fields
and editing setting options.

e System Administrator: Same as above, with the ability to make
administrative changes to all workspaces as well as globally.

The solution shall provide full read and write permission in the Admin portal for
authorized persons to support application with tasks such as:
e Setting permissions by user category
Cc2.3 e Approval of documents for a self-help reference tool (wiki)
(FR80) e Updating information in Self-service catalog
¢ Creating new and adjusting existing task workflows
e Maintaining equipment reference information
o Updating key fields for their respective area and teams

The solution shall provide Administrators the ability to control user permissions
C2.4 by user group as to what assets (hardware, software and related equipment) can
(FR81) view for ordering and tracking purposes.

Reporting Requirements — General Reporting Requirements

D1.1 All reports shall be exportable to a PDF and Microsoft Excel format.
(RR03)
D1.2 All dashboards shall be exportable to a PDF and Microsoft Excel format.
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Service Management Software Required Submittal Form

Ref. Specifications Vendor Response Vendor Non-
Compliance

The Bidder is required on each specification below to identify as Comment

compliant or non-compliant; if a Bidder's software solution is non-
compliant, a detailed reason for the non-compliance is required. A
Bidder will automatically be deemed non-responsive if they omit
providing a detailed reason for the non-compliance for any one

system specification. Comply Non
Comply
D1.3 The system shall allow the development of custom reports and dashboards by
' designated staff members.
The custom dashboards and report charts should allow custom formatting to
include:
D1.3.1 e Chart Controls — Modify chart style, title, size and spacing, etc.,

e Chart Colors — Color attributes to provide visual representation
e Chart Fonts — Font attributes to include font families and sizing

D1.4 The system shall allow users to schedule reports that need to be generated.

The system shall deliver automatic email notifications when scheduled reports

bl4.1 have been generated and ready for publishing.

D142 The automatic email notifications should provide an attachment of the actual
reports generated.

DL5 The system must include a legend or key on all generated reports to provide a

reference point for the readers.

The system must allow users to generate a report using the data from the results
D1.6 of an advanced or quick search by clicking on an icon or button from within the
search results.

The solution shall provide data analytics on the incident and service delivery
activity with a click to obtain:

Graphical representations (charts, graphs)

Users can access predetermined graphs or create graphs at will

A table of details used to create the charts

Graphs that can be drilled down with a click to see supporting detail
Graph details can be filtered further to focus on specific sub-details

D1.7
(RRO1)

Page 36 of 46




Service Management Software Required Submittal Form

# Ref. Specifications Vendor Response Vendor Non-
Compliance

The Bidder is required on each specification below to identify as Comment

compliant or non-compliant; if a Bidder's software solution is non-
compliant, a detailed reason for the non-compliance is required. A
Bidder will automatically be deemed non-responsive if they omit
providing a detailed reason for the non-compliance for any one

system specification. Comply Non
Comply
The solution shall provide features to assist with reporting and analysis tasks such
as:
D1.8 e Pre-defined reports
(RRO2) e User-defined or ad hoc reports
e Ad hoc query generator
o Dashboard for key performance indicators (KPI)
e Alert and/or Alarm capabilities to alert users of defined events
The solution shall provide reporting based on the following duration attributes:
D1.9 e Daily e Quarterly
(RR04) e Weekly e Annually
e Monthly
The solution shall allow Authorized Personnel to create routine or ad hoc
D1.10 reporting based on data captured from incident and service activity.
(RRO05) e Schedule reports to run automatically on a specific date and time

e Distribute reports via email to a predefined Outlook address list

Service Desk Reports

The system shall generate the Age Report daily for each individual service area
with the following parameters:

D21 Based on the current SLA status of open tickets and open tickets with missed SLA

per team
e Ticket Number e Last Edit Date &
e Priority Time
e Status e SLA Due Date &
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Service Management Software Required Submittal Form

Ref. Specifications Vendor Response Vendor Non-
Compliance

The Bidder is required on each specification below to identify as Comment

compliant or non-compliant; if a Bidder's software solution is non-
compliant, a detailed reason for the non-compliance is required. A
Bidder will automatically be deemed non-responsive if they omit
providing a detailed reason for the non-compliance for any one

system specification. Comply Non
Comply

e Assignees Time

e Date & Time Submitted e # of Days Till Due

o # of Days Open
e Customer Name

The system shall generate the Consolidated High Priority Age Report daily to
include the following parameters:

Based on the current SLA status of open tickets and open tickets with missed SLA

per team
e Ticket Number e Last Edit Date &
D2.2 o .
e  Priority Time
e Status e SLA Due Date &
e Assignees Time
e Date & Time Submitted e #of Days Till Due
e # of Days Open
e Customer Name
The system shall generate the Consolidated Age 30+ Days Report daily to
include the following parameters:
Based on the number of tickets opened 30 days or more
D2.3 e Ticket Number e Last Edit Date &
e Priority Time
e Status e SLA Due Date &
e Assignees Time

o # of Days Till Due
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Service Management Software Required Submittal Form

Ref. Specifications Vendor Response Vendor Non-
Compliance

The Bidder is required on each specification below to identify as Comment

compliant or non-compliant; if a Bidder's software solution is non-
compliant, a detailed reason for the non-compliance is required. A
Bidder will automatically be deemed non-responsive if they omit
providing a detailed reason for the non-compliance for any one
system specification. Comply Non

Comply

e Date & Time Submitted o # of Days Open
e Customer Name

The system shall generate the 311 Reports on the 1% business day of each week
to include the following parameters:

Reports

e Total Number of 311 Tickets by Status
e Total Number of 311 Tickets by Priority

D2.4 e Total Number of Resolved 311 Tickets

Report Columns e Date & Time
e Ticket Number Submitted
e  Priority e Last Edit Date &
e Status Time
e Assignees e Department
e Division
The system shall generate the Weekly Survey Report for each of the service
delivery areas to include the following parameters:
e Ticket Number e Date & Time
D2.5 e Resolution Date & Time Submitted
e Assignees e Date Closed
e Survey Submitted e  Survey Number
e Customer e Score
The system shall generate the Desktop Team Performance report every Tuesday
D2.6 with the following parameters:
e Technician Name e Number of Tickets

Page 39 of 46




Service Management Software Required Submittal Form

Ref. Specifications Vendor Response Vendor Non-
Compliance

The Bidder is required on each specification below to identify as Comment

compliant or non-compliant; if a Bidder's software solution is non-
compliant, a detailed reason for the non-compliance is required. A
Bidder will automatically be deemed non-responsive if they omit
providing a detailed reason for the non-compliance for any one

system specification. Comply Non
Comply

e Number of Projects e Total Tickets Open

e Total Tickets Closed e Percent Complete

e Total SLA Met e Percent of SLA Met

e Daily Average

The system shall generate the Created High Priority report every Friday to
include the following parameters:

Based on all high and emergency priority tickets for the current week\

e Ticket Number e Resolution Date &
D2.7 e  Priority Time

e Status e Customer Name

e Date & Time Submitted e Total Service Desk

e SLA Due Date & Time Tickets

e Total Tickets by
Service Area

The system shall generate the Resolved High Priority Tickets report every Friday
to include the following parameters:

Based on all high and emergency priority tickets for the current week

D2.8 e Ticket Number e Days to Resolve
e Priority e Total Resolved
e Status (Consolidated & by

Service Area)

e Total Met
(Consolidated & by

e Date & Time Submitted
e SLA Due Date & Time

Page 40 of 46




Service Management Software Required Submittal Form

Ref. Specifications Vendor Response Vendor Non-
The Bidder is required on each specification below to identify as Cg?rr? Ll]aer;]cte
compliant or non-compliant; if a Bidder's software solution is non-
compliant, a detailed reason for the non-compliance is required. A
Bidder will automatically be deemed non-responsive if they omit
providing a detailed reason for the non-compliance for any one
system specification. Comply Non

Comply

e Resolution Date & Time Service Area)

e Customer Name » Total Missed

* SLAMet Senice vea)

¢ SLA Missed e Percent of SLA Met

(Consolidated & by
Service Area)

The system shall generate the monthly SLA Report for all service areas to include
the following parameters:

e Status e Date Submitted

e SLA Due Date & Time e Resolution Date &

D2.9 e SLA Met Time

e Days to Resolved e SLA Missed

e Total Met e Total Resolved

e MetSLA e Total Missed

e Average e Total Resolve Days
The system shall generate the monthly Survey Summaries for all service delivery
areas to include the following parameters:

e Total Surveys e Date & Time Closed

e Total Promoters e Assignees

D2.10 e Total Detractors e Survey

e Ticket Number e Date Survey

e Date & Time Submitted Submitted

e Date & Time Resolved e Survey Score

Customer Name
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Service Management Software Required Submittal Form

Ref. Specifications Vendor Response Vendor Non-
The Bidder is required on each specification below to identify as Cg?rsgaer;cte
compliant or non-compliant; if a Bidder's software solution is non-
compliant, a detailed reason for the non-compliance is required. A
Bidder will automatically be deemed non-responsive if they omit
providing a detailed reason for the non-compliance for any one
system specification. Comply Non

Comply
The system shall generate the monthly FOR Atlanta Metrics report to include the
following parameters:
e Overall Application Performance e Overall Network
o % Network Availability Security
o % Server Availability o %
o % Application Availability Successful
e Overall Customer Service attacks on
o Avg Days to Resolve Requests AIM
D2.11 o Number of Requests Resolve Network
o % Requests Resolved within SLA o Number of
Inside/Outsi
de Attacks
o Number of
PCs without
Antivirus
Protection
The system shall generate the monthly EGIS Resource report to include the Mandatory
following parameters:
e All EGIS related requests submitted and resolved for the prior month
D2.12 e Requestor Name

e Department

e Request Type

e Resource Used

e Associated Costs
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Service Management Software Required Submittal Form

Ref. Specifications Vendor Response Vendor Non-
Compliance

The Bidder is required on each specification below to identify as Comment

compliant or non-compliant; if a Bidder's software solution is non-
compliant, a detailed reason for the non-compliance is required. A
Bidder will automatically be deemed non-responsive if they omit
providing a detailed reason for the non-compliance for any one

system specification. Comply Non
Comply

The solution shall provide the following Service Desk Reports: Mandatory

e SLA Report
O Met SLA vs. Violation
o Automated natifications to technicians
o Automated notifications to
e ATL Stat Reports
o Number and Percentages of tickets created, closed, closed within SLA
o Number and Percentages of tickets created, closed, closed within SLA by
D2.13 Team
(RRO6) Ticket count by Priority
Ticket count by Team
Customer Satisfaction report
ther
Top Ten issues by Business Unit
Top Ten issues by Users
Ticket activity by Technician
Count by SLA Violations,
Count by Update Violations
Report Durations: Daily, Weekly, Monthly

OO0 0000 0Q0OO0OO0

The solution shall provide the following Inventory Reports:

D2.14 e Hardware Report
(RRO7) o End of Life date

o Make and model

o Type of equipment

D2.15 The solution shall provide the following Software Tracking Reports with the
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Service Management Software Required Submittal Form

# Ref. Specifications Vendor Response Vendor Non-
Compliance

The Bidder is required on each specification below to identify as Comment

compliant or non-compliant; if a Bidder's software solution is non-
compliant, a detailed reason for the non-compliance is required. A
Bidder will automatically be deemed non-responsive if they omit
providing a detailed reason for the non-compliance for any one

system specification. Comply Non
Comply
(RR08) following data points:
e Software <Description
e Expiration dates +Version
e Vendor contact info *End User Name
e License Product Key + Unused License Count
Dashboards
The system shall provide graphic dashboards to report on the following:
D31 e Issues or Events from the Monitoring Tools
e Change Dashboard
e SLAs by Service Desk Teams
The system shall provide technician dashboards to report on the following:
e Number of Open Tickets by Groups
I(:l)::;ézo) ¢ Number of Open Tickets by Technician

e Number of Tickets Resolved Outside of SLA
Number of Open Tickets by Priority

Technical Requirements — General Technical Requirements

El.1 The solution shall accommodate simultaneous users.

The solution shall save the data from the user interface within three (3) seconds

El2 after entry.

£13 The solution shall have a page reaction time to a user action within three (3)
seconds, as a sign that the solution is responding.

E1.4 The solution shall store data electronically for a minimum of ten (10) years or as

specified in the City’s retention policy for storing data.
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# Ref. Specifications Vendor Response Vendor Non-
The Bidder is required on each specification below to identify as Cg Q:E Ll]aer;]cte
compliant or non-compliant; if a Bidder's software solution is non-
compliant, a detailed reason for the non-compliance is required. A
Bidder will automatically be deemed non-responsive if they omit
providing a detailed reason for the non-compliance for any one
system specification. Comply Non

Comply
Usability Requirements — User Friendly
The system shall be configured to provide mobile access to the Service Desk
FL.1 team to create, update, resolve, and transfer tickets from City approved mobile
devices while working in the field.
The mobile access must allow technicians to handle routine activities while away
F1.1.1 from their normal station and working in the field to include:
(FR26) e Issuing and retrieving assets
e Initiating equipment ordering
e updating incident tickets with status
The solution shall provide a mobile version for authorized mobile devices that will
allow handling of routine activities while away from the office or in the field:
F1.1.2 e Screen resizing
(FR27) e Secure access
¢ Info caching when connection is unavailable and data synchronization
when connected
The system shall refresh the screen automatically every 3-5 minutes to provide
F1.2 allow the service desk teams to see any new tickets that have been submitted
without manually refreshing the screen.
F1.3 The solution shall be available via a link on the COA and DOA Intranet home
Eiggg; page and the end user desktop as an icon to provide easy access.
F1.4 The solution shall be accessible via mobile devices to facilitate the issuing and
(FR33) retrieving of assets away from the office or in the field.
F1.5 The solution shall provide an access portal for Employee that is intuitive and
(FRO8)
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Service Management Software Required Submittal Form

Ref. Specifications Vendor Response Vendor Non-
Compliance

The Bidder is required on each specification below to identify as Comment

compliant or non-compliant; if a Bidder's software solution is non-
compliant, a detailed reason for the non-compliance is required. A
Bidder will automatically be deemed non-responsive if they omit
providing a detailed reason for the non-compliance for any one
system specification. Comply Non

Comply

easy to use, such that users need not possess a high level of technical expertise
and includes:
¢ Navigation bar with three or four main service categories
e “How-to” instructional information on hardware (HW) and software (SW)
¢ A knowledge base library or “wiki” with information on known issues and
solutions so users can help themselves on common issues
¢ A service catalogue that outlines available assistance and services
o Provides alerts on issues affecting multiple business units
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Office of Contract Compliance Requirements




CITY OF ATLANTA

I SUITE 1700 OEFICE OF

Kasim Reed 55 TRINITY AVENUE, SW CONTRACT COMPLIANCE
B Mayor ATLANTA, GA 30303 . Larry Scoit
i {404) 330-6010 Fax: (404) 658-7359 Diractor
b : Internet Home Page: www.atlantaga. soy Lscou@atlamags. gay

December 22, 2015
RE: Project No.: FC# 8520, Service Management Project

Dear Prospective City of Atlanta Bidder:

The above referenced contracting opportunity has been designated for competition by and
between City of Atlanta Certified Small Business Enterprises (SBEs) only. The Office of
Contract Compliance (OCC) information is an integral part of every City of Atlanta bid. All
Bidders are required to make efforts to demonstrate compliance with all program requirements at
or prior to the time of Bid opening, or upon request by OCC. Sheltered market program
requirements mandate that the successful City of Atlanta Certified SBE awardee self—perform a
percentage of the work scope associated with the contract. The successful proponent will receive
participation credit for the dollar value of its self-performance. Bidders are required to ensure
that all prospective subcontractors, vendors, suppliers and other potential participants are not
denied opportunities to compete for work on a City contract and afford all firms, including Small
Business Enterprises (SBE) oppertunities to participate in the performance of the business of the
City to the extent of their availability, capacity and willingness to compete. Pay close attention
to the specific SBE sheltered market goals for this project and the SBE sheltered market program
reminders Hsted on page 5. '

Additionally, as the City of Atlanta is developing its Small Business Enterprise database, prime

. bidders are encouraged fo ‘utilize OCC’s self-certification application to achieve SBE
certification. All firms interested in bidding on this project must be certified as a SBE with the
City of Atlanta or have an application for SBE certification submitted to OCC no later than the
date and time of the bid opening. City of Atlanta Certified SBE prime proponents must meet the
size standards of the United States Small Business Administration Guidelines related to Janitorial
Services [see 13 CFR. § 121.201 (and further explained in 13 C.FR. §3 121.104 through
121.107)]. These requirements may be accessed via the internet by visiting:
hitp://ecfr.gpoaccess.gov/ and choosing “Title 54 — Computer Systems Design Services” from
the browse-able drop down field.

If you have any questions about the information included in this section of the solicitation, please
contact the City of Atlanta Office of Contract Compliance at (404} 330-6010.

The City of Atlanta looks forward to the opportunity to de business with your company.
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CITY OF ATLANTA
SMALL BUSINESS ENTERPRISE SHELTERED MARKET

POLICY STATEMENT

It is the policy of the City of Atlanta to promote full and equal business opportunity for all
persons doing business with the City. On a contract by contract basis, the director of the office
of contract compliance in consultation with the Chief Procurement Officer will designate certain
procurements as sheltered market procurement opportunities. The purpose of the Small
Business Enterprise Sheltered Market Program is to ensure that the City of Atlanta has a robust
race-neutral approach to promoting full and equal business opportunity for all persons doing
business with the City of Atlanta. -Additionally, The City seeks to promote the growth and
development of small businesses through mandated self-performance of minimum threshold
portions of the scope of the contracting opportunities. The City believes this approach assists in
its” effort to promote commerce by assisting SBEs to actively participate in the City’s
procurement process, and ensure that the City of Atlanta utilizes programs that provide it with
the best possible resources. SBE sheltered market requirements and goals for this project are set

forth on page 6.




Implementation of SBE Sheltered Market Policy

The sheltered market designation shall be made only when there is a reasonable expectation that
bids will be obtained from at least three responsible COA certified SBEs and that the award will
be made at a fair market price. The director of the Office of Conitract Compliance and Chief
Procurement Officer may agree, with consultation and agréement with the Commissioner of the
user agency or his or her designee, to designate certain contracts of a pre-determined expected
dollar value for competition by and between SBEs only, except for those confracts pertaining
to Municipal Street Systems, as described in 0.C.G.A. § 32-4-1 et seq., pertaining to public
works construction as described in O.C.G.A. § 36-91-1 et seq. or other projects for which a
sheltered market would conflict with state law. A sheltered market procurement of a single
acquisition or a class of acquisitions may be total or partial. The director of the Office of
Contract Compliance and the Chief Procurement Officer may designate a portion of an
acquisition as a sheltered market procurement, except for construction.

QCC Review of Bidder Submissiens

The Office of Contract Compliance shall determine whether a Bidder has satisfied “certified
SBE prime proponent” requirement of the sheltered market program. All proponents for an SBE
sheltered market procurement must be SBE certified by the Office of Contract Compliance or
have an application pending-on or before bid due dates. Where applicable, GCC will determine
whether a certified SBE prime proponent has satisfied the good faith efforts requirement of
section 2-1372 based on its review of the Covenant of Non Discrimination, the Outreach Efforts
Documentation, the SBE Project Participation Plan, and its review of other relevant facts and
circumstances. In reviewing the documenis submitted by -a Bidder to determine whether the
Bidder has satisfied the good faith outreach practices requirement of this section, the Oftice of
Contract Compliance will consider, among other things, the total project dollars self-performed,
subcontracted to, and/or expended for services performed by all businesses (including certified
SBEs), whether such businesses perform Commercially Useful Functions in the work of the
contract based upon standard industry trade practices, whether any amounts paid to Supplier
businesses are for goods customarily and ordinarily used based upon standard industry trade
practices, and the availability of certified SBEs within the relevant NAICS Codes for such
Eligible Project. :

Small Business Enterprise Program Bid/RFP Schmittals

The Covenant of Non Discrimination, the Outreach Efforts Documentation(where applicable),
and any other SBE Sheltered Market Project information requited by OCC in the solicitation
document must be completed in their entirety by each Proponent and submitted with the other
required Bid/RFP documents in order for the Bid/RFP to be considered responsive. All SBE
prime proponents seeking to receive participation credit must be certified by the City of Atlanta
OCC, or have an application pending at the time of the solicitation due date. Failure to timely
submit these forms, fully completed, will result in the Bid/RFP being considered as non-
responsive, and therefore, excluded from consideration.




Monitorine Of SBE Sheltered Market Policy

Upon execution of a contract with the City of Atlanta, the successful bidder's SBE Sheltered
Market Project Participation Plan will become a part of the contract between the bidder and the
City of Atlanta. The SBE Sheltered Market Project Participation Plan will be monitored by the
City of Atlanta's Office of Contract Compliance for adherence with the plan. The successful
bidder will be required to provide specific information on a monthly basis that demonstrafes the
accuracy of reported self-performance dollars and percentages, the use of subcontractors and
suppliers where applicable as indicated on the SBE Sheltered Market Project Participation Plan.
The failure of the successful bidder to provide the specific information by the specified date each
month shall be sufficient cause for the City to evoke penalties as set forth in the City of Atlanta
Code of Ordinances, Section 2-1373.

Tmplementation of EEQ Policy

The City effectuates its EEO policy by adopting racial and gender work force availability for
every contractor performing work for the City of Atlanta. These percentages are derived from
the work force demographics set forth in the 2000 Census EEO file prepared by the United States
Department of Commerce for the applicable labor pool normally utilized for the contract.

Monitoring of EEQ Policy

Upon award of a contract with the City of Atlanta, the successful bidder must submit a Contract
Employment Report (CER), describing the racial and gender make-up of the firm's work force.
If the CER indicates that the firm's demographic composition does not meet the adopted EEO
goals, the firm will be required to submit an affirmative action plan setting forth the steps to be
taken to reach the adopted goals.- The CER and the affirmative action plan, if necessary, will
become a part of the contract between the successful bidder and the City of Atlanta. Compliance
with the EEO requirements will be monitored by the Office of Contract Compliance.

First Source Jobs Program P@ﬁic{r Statement

It is the policy of the City of Atlanta to provide job opportunities to the residents of the City of
Atlanta, whenever possible. Every contract with the City of Atlanta creates a potential pool of
new employment opportunities. The prime contractor is expected to work with the First Source
Jobs Program to fill at least 50% of all new entry-level jobs, which arise from this project, with
residents of the City of Aflanta. For more specific information about the First Source Jobs
Program contact:
Michael Sterling
Interim Executive Director
First Source Johs Program
Atlanta Workforce Development Agency
818 Pollard Boulevard
Atlanta, GA 30315
(404) 546-3001 -
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Simall Business Enterprise Sheltered Market Goals for this Project

Project No.: FC# 8590, Service Management Project

The FC# 8590, Service Management Project has been designated as a sheltered market
opportunity for certified small business enterprises (SBEs). Thercfore, there will be no
mandatory subcontractor participation goals included in this solicitation.

ATl firms interested in bidding on this project must be certified as a SBE with the City of Atlanta
or have an application for SBE certification submitted to OCC no later than the date and time of
the bid opening. City of Atlanta Certified SBE prime proponents must meet the size standards of
the United States Small Business Administration Guidelines related to Newsstands Dealers and
Newsstands [see 13 C.ER. § 121.201 (and further explained in 13 C.FR. §8 121.104 through
121.107)]. These requirements may be accessed via the internet by visiting:
hitp://ecfr.gpoaccess.gov/ and choosing “Title 54 — Computer Systems Design Services” from
the browse-able drop down field. ) - '

If you have any questions about the information included in this section of the solicitation, please
contact the City of Atlanta Office of Contract Compliance at (404) 330-6010.

Please be reminded that no Bidder shall be_awarded a contract on an Eligible Project uniess the
Office of Contract Compliance determines that the Bidder has satisfied the good faith efforts
requirement of section 2-1372 on such Eligible Project. Details of the OCC review process for.
determination of non-discrimination are detailed on pages 2 and 3 of this docurment.




Small Business Enterprise Program Reminders

Subconiractor Certification, It is the prime contractor's responsibifity to verify that SBEs
‘ncluded on their SBE Project Participation Plans are certified with the City of Atlanta’s
Office of Contract Compliance by filing with OCC a self-certification form or a letter or
other documentation from the United States Small Business Administration that establishes
that the firm qualifies as an 8(a) firm or HUBZone firm.

Reporting. The successful bidder must submit monthly SBE ‘participation reposts to the
Office of Contract Compliance.

Subcontractor Contact Form, It is required that bidders list and submit information on all
subcontractors they solicit for quotes, all subcontractors who contact them with regard to the
project, and all subcontractors they have discussions with regarding the project. Failure 0
provide complete information on this form—will result in your bid being declared non-
responsive.

 SBE Ordinance. The SBE Program is governed by the provisions of the SBE Ordinance set
forth in the City of Atlanta Code Division 9 section 2 - 1356 through 2 -1377. The ordinance
can be obtained from the City of Atlanta Clerk's Office at (404) 330-6032.

Supplier Participation, In order to reccive full SBE credit, suppliers must manufacture or
warchouse the materials, supplies, or equipment being supplied for use on the Eligible
Project. '

OCC Registry of Certified Firms. To access OCC's real time registry of vendors (certified or
non-certified),  visit our PRISM  Compliance — Management portal  at:
hitps://pro.prismeompliance.comv/default aspx. Next, click the drop down arrow under "Visit
a Jurisdiction", select "City of Atlanta”, and click "go!". Once there, yon may search by
Industry or Certification to obtain your desired results. You may also go to the website:
www.attantaga. gov/contractcompliance and scroll down to the section heading “Registry of
Certified Firms” Click OCC's quarterly list to access the current directory of certified firms.




COVENANT OF NON-DISCRIMINATION

The undersigned understands that it is the pelicy of the City of Atlanta to promote full and equal
business opportunity for all persons doing business with the City of Atlanta. The undersigned
covenants that we have not discrilﬁiﬂated, on the basis of a firm’s revenue or employee size with
regard to prime coniracting, subcontracting or partnering opportunities. The undersigned further
covenants that we have completed mthfuﬂy and fully the required forms SBE-2 and SBE-3. Set
forth below is the signature of an officer of the bidding entity with the authority to bind the

entity.

Signature of Attesting Party

Title of Attesting Party

Onthis day of ,20___, before me appeared ,the
person who signed the above covenant in my presence.

Notary Public

Seal

FORM SBE-1
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First Source Job Information

Company Name:

TC No.:

Project Name:

The following entry level positions will become available as a resuit of the above referenced
contract with the City of Atlanta. :

’ 1.
2.

3,

4.

5.

Include a job description and-all required qualifications for each position listed above.

Tdentify a company representative and contact phone number who will be responsible for
coordinating with the First Source Jobs Program. '

Company Representative:

Phone Number:

FORM 4
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First Source Jobs Asreement

THIS AGREEMENT REGARDING THE USE OF THE ]FERST SOURCE JOBS PROGRAM BY
CONTRACTORS WITH THE CITY OF ATLANTA TO FILL ENTRY LEVEL JOBS is made and
entered into by

This day of L2061

The City of Atlanta requires the immediate beneficiary or primary contractor for every eligible project to
enter into a First Source Jobs employment agreement. The contractor agrees to the following terms and

conditions.

e -The first source for finding employees to fill all entry level jobs Created by the eligible
project will be the First Source Program.

e The contractor will make every effort to fill 50% of the entry level jobs created by this
eligible project with applicants from the First Source Program.

e The contractor shall make good faith effort to reach the goal of this employment agregment.

o Details as to the number and description of each entry level job must me provided with the
bid.

e The contractor shall. comply with the spirit of the First Source Jobs Policy beyond the
duration of this agreement and continue to make good faith attempts to hire employees of

similar backgrounds to those participating in the First Source Program.

e The contractor as a condition of transfer, assignment or otherwise shall require the transferee
to agree in writing to the terms of the employment Agreement.

Upon a determination that a beneficiary or contractor has failed to comply with the terms of this
Agreement, the City may impose the following penalties based on the severity of the non-compliance:

o The City of Atlanta may withhold payment from the confractor.

e The City of Atlanta may withhold 10 percent of all future payments- on the contract until the
conftractor is in compliance ‘

o The City of Atlanta may refuse all future bids on city projects or applications for financials

assistance in any form from the City until the contractor demonstrated that the First Source
requirements have been met, or cancellation of the eligible project.

o The City of Atlanta may cancel the eligible project.

All terms stated herein can be found in the City of Atlanta Code of Ordinances Sections 5-8002 through
5-8005. :

The undersigned hereby agrees to the terms and conditions set forth in this agreement.

Contractor

- FORM 5
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APPENDIX B

Insurance and Bonding Requirements



APPENDIX B

INSURANCE & BONDING REQUIREMENTS
FC-8590 Service Management
A. Preamble

The following requirements apply to all work under the agreement. Compliance is
required by all Contractors/Consultants. To the extent permitted by applicable law, the City
of Atlanta (“City”) reserves the right to adjust or waive any insurance or bonding
requirements contained in this Appendix B and applicable to the agreement.

1. Evidence of Insurance Required Before Work Begins

No work under the agreement may be commenced until all insurance and
bonding requirements contained in this Appendix B, or required by applicable law,
have been complied with and evidence of such compliance satisfactory to City as
to form and content has been filed with City. Contractor/Consultant must provide
City with a Certificate of Insurance that clearly and unconditionally indicates that
Contractor/Consultant has complied with all insurance and bonding requirements set
forth in this Appendix B and applicable to the agreement. If the Contractor/Consultant is
a joint venture, the insurance certificate should name the joint venture, rather than the
joint venture partners individually, as the primary insured. In accordance with the
solicitation documents applicable to the agreement at the time Contractor/Consultant
submits to City its executed agreement, Contractor/Consultant must satisfy all insurance
and bonding requirements required by this Appendix B and applicable by law, and
provide the required written documentation to City evidencing such compliance. In the
event that Contractor/Consultant does not comply with such submittal requirements
within the time period established by the solicitation documents applicable to the
agreement, City may, in addition to any other rights City may have under the solicitation
documents applicable to the agreement or under applicable law, make a claim against
any bid security provided by Contractor/Consultant.

2. Minimum Financial Security Requirements

All companies providing insurance required by this Appendix B must meet certain
minimum financial security requirements. These requirements must conform to the
ratings published by A.M. Best & Co. in the current Best's Key Rating Guide - Property-
Casualty. The ratings for each company must be indicated on the documentation
provided by Contractor/Consultant to City certifying that all insurance and bonding
requirements set forth in this Appendix B and applicable to the agreement have been
unconditionally satisfied.

For all agreements, regardless of size, companies providing insurance or bonds
under the agreement must meet the following requirements:

i) Best's rating not less than A-,
ii) Best's Financial Size Category not less than Class VII, and
iii) Companies must be authorized to conduct and transact insurance
contracts by the Insurance Commissioner, State of Georgia.
iv) All bid, performance and payment bonds must be underwritten by a U.S.

Treasury Circular 570 listed company.

FC-8590



If the issuing company does not meet these minimum requirements, or for any
other reason is or becomes unsatisfactory to City, City will notify Contractor/Consultant
in writing. Contractor/Consultant must promptly obtain a new policy or bond issued by
an insurer acceptable to City and submits to City evidence of its compliance with these
conditions.

Contractor/Consultant’s failure to comply with all insurance and bonding
requirements set forth in this Appendix B and applicable to the agreement will not relieve
Contractor/Consultant from any liability under the agreement. Contractor/Consultant’s
obligations to comply with all insurance and bonding requirements set forth in Appendix
B and applicable to the agreement will not be construed to conflict with or limit
Contractor/Consultant’s/Consultant’s indemnification obligations under the agreement.

3. Insurance Required for Duration of Contract

All insurance and bonds required by this Appendix B must be maintained during
the entire term of the agreement, including any renewal or extension terms, and until all
work has been completed to the satisfaction of City.

4, Notices of Cancellation & Renewal

Contractor/Consultant must, notify the City of Atlanta in writing at the address
listed below by mail, hand-delivery or facsimile transmission, within 2 days of any notices
received from any insurance carriers providing insurance coverage under this
Agreement and Appendix B that concern the proposed cancellation, or termination of
coverage.

Enterprise Risk Management
68 Mitchell St. Suite 9100
Atlanta, GA 30303

Facsimile No. (404) 658-7450

Confirmation of any mailed notices must be evidenced by return receipts of registered or
certified mail.

Contractor/Consultant shall provide the City with evidence of required insurance
prior to the commencement of this agreement, and, thereafter, with a certificate
evidencing renewals or changes to required policies of insurance at least fifteen (15)
days prior to the expiration of previously provided certificates.

5. Agent Acting as Authorized Representative

Each and every agent acting as Authorized Representative on behalf of a
company affording coverage under this contract shall warrant when signing the Accord
Certificate of Insurance that specific authorization has been granted by the Companies
for the Agent to bind coverage as required and to execute the Acord Certificates of
Insurance as evidence of such coverage. City of Atlanta coverage requirements
may be broader than the original policies; these requirements have been conveyed to
the Companies for these terms and conditions.

FC-8590



In addition, each and every agent shall warrant when signing the Acord
Certificate of Insurance that the Agent is licensed to do business in the State of
Georgia and that the Company or Companies are currently in good standing in the
State of Georgia.

6. Certificate Holder

The City of Atlanta must be named as certificate holder. All notices must be
mailed to the attention of Enterprise Risk Management at 68 Mitchell Street, Suite,
9100, Atlanta, Georgia 30303.

7. Project Number & Name

The project number and nhame must be referenced in the description section of
the insurance certificate.

8. Additional Insured Endorsements Form CG 20 26 07 04 or equivalent

The City must be covered as Additional Insured under all insurance (except
worker's compensation and professional liability) required by this Appendix B and such
insurance must be primary with respect to the Additional Insured.
Contractor/Consultant must submit to City an Additional Insured Endorsement
evidencing City’s rights as an Additional Insured for each policy of insurance
under which it is required to be an additional insured pursuant to this Appendix B.
Endorsement must not exclude the Additional Insured from Products - Completed
Operations coverage. The City shall not have liability for any premiums charged
for such coverage.

9. Mandatory Sub-Contractor/Consultant Compliance

Contractor/Consultant must require and ensure that all
subContractor/Consultants/subconsultants at all tiers to be sufficiently insured/bonded
based on the scope of work performed under this agreement.

10. Self Insured Retentions, Deductibles or Similar Obligations

Any self insured retention, deductible or similar obligation will be the sole
responsibility of the contractor.

B. Workers' Compensation and Employer's Liability Insurance

Contractor/Consultant must procure and maintain Workers' Compensation and
Employer's Liability Insurance in the following limits to cover each employee who is or may be
engaged in work under the agreement. :

Workers' Compensation. . . .. ... Statutory

FC-8590



Employer's Liability:

Bodily Injury by Accident/Disease  $1,000,000 each accident
Bodily Injury by Accident/Disease  $1,000,000 each employee
Bodily Injury by Accident/Disease  $1,000,000 policy limit

C. Commercial General Liability Insurance

Contractor/Consultant must procure and maintain Commercial General Liability
Insurance on form (CG 00 00 01 or equivalent) in an amount not less than $1,000,000 per
occurrence subject to a $2,000,000 aggregate. The following indicated extensions of
coverage must be provided:

Contractual Liability

Broad Form Property Damage

Premises Operations

Personal Injury

Advertising Injury

Fire Legal Liability

Medical Expense

Independent Contractor/Consultants/SubContractor/Consultants
Products — Completed Operations

Pesticide or Herbicide Applicator Coverage

Explosion, Collapse and Underground (XCU) Liability

Additional Insured Endorsement* (primary& non-contributing in favor of the City
of Atlanta)

Waiver of Subrogation in favor of the City of Atlanta

XX

DA

D. Commercial Automobile Liability Insurance

Contractor/Consultant must procure and maintain Automobile Liability Insurance in an
amount not less than $1,000,000 Bodily Injury and Property Damage combined single limit. The
following indicated extensions of coverage must be provided:

X Owned, Non-owned & Hired Vehicles
X Waiver of Subrogation in favor of the City of Atlanta

If Contractor/Consultant does not own any automobiles in the corporate name, non-
owned vehicle coverage will apply and must be endorsed on either Contractor/Consultant’s
personal automobile policy or the Commercial General Liability coverage required under this
Appendix B.

E. Network Security and Privacy Policy or Equivalent

Contractor/Consultant shall procure and maintain a Network Privacy and
Security Policy in an amount not less than $5,000,000, covering at a minimum:

X] Damages arising from a failure of computer security, or a wrongful release of

FC-8590



Private information

X] Cost to notify consumers of a release of private information and to provide
Credit-monitoring or other remediation services in the event of a covered
Incident

A copy of the endorsement naming the City of Atlanta as an Additional Insured must be
submitted along with the certificate of insurance.

FC-8590
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